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Abstract. The work is aimed at improving the efficiency of information securi-
ty management of an informatization object based on optimizing the structure
of information support for an automated information security monitoring data
processing system.

It is considered, that a distributed information security monitoring data pro-
cessing system built on the basis of a universal information security event man-
agement system. The technical support of this system is a local computer net-
work, which includes information security tools. Information security tools and
network nodes are the main sources of information about information security
events. Taking into account the large volumes of data on information security
(IS) events in the analytical data processing system (ADPS), it is necessary to
optimize the ADPS information support’s structure, taking into account the
structure and technical characteristics of the LAN.

The article proposes mathematical models for optimizing the structure of in-
formation support for an automated information security monitoring data pro-
cessing system according to the maximin’s criterion of information support for
ADPS usefulness and the criterion for the maximum relevance of information
support distributed over LAN nodes.

All problems are reduced to typical problems of integer mathematical pro-
gramming, for the solution of which classical well-known methods can be used.

The proposed approach makes it possible to increase the efficiency of the
procedure for identifying information security incidents by organizing a rational
exchange of information in an automated data processing system for infor-
mation security of an informatization object’s monitoring, taking into account
the usefulness of analytical data processing procedures.

Keywords: Information Security, Security Information Event Management, In-
formation Support, Structure Models, Theory of Utility.

1. Introduction

Currently, in the field of information security (IS) management of modern objects of
informatization, a group of tasks for managing IS incidents is distinguished, which
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includes the following main tasks: monitoring IS events of informatization objects
and identifying IS incidents; registration of information security incidents; analysis of
information security incidents; informing the administration about all cases of infor-
mation security violations; collection of evidence and evidence for response to inci-
dents of information security and others. From a practical point of view, one of the
most effective approaches to creating information security monitoring is the SIEM-
systems usage [1-4].

SIEM class solutions provide management of information and security events, im-
plementing the functions of collecting and storing, processing and analyzing regis-
tered security events in order to identify and analyze incidents, as well as check the
compliance of the IS management system with existing requirements and standards
[5]. At the same time, most SIEM solutions include components of an analytical data
processing system (ADPS) for monitoring information security of an informatization
object, for example, a technology for identifying dependencies between individual
information security events, used indicators of the state of the protected infrastructure,
etc.

However, the main disadvantage of such systems is the relatively long period re-
quired for them to analyze the data and make a decision about whether this infor-
mation security event, or their combination, is an information security incident or not
[6-8].

This drawback is based on the contradiction between the distributed nature of in-
formation sources about an information security event (as a rule, these sources are
information security tools integrated in a local area network (LAN)) and a centralized
way of making decisions on actions with information security incidents.

To resolve this contradiction it is necessary, on the one hand, to provide the deci-
sion-making process with the most complete information, and on the other hand, this
information must be relevant. Considering the large volumes of data on IS events in
ADPS, it is necessary to optimize the structure of information support for ADPS,
considering the structure and technical characteristics of the LAN. Therefore, the task
of developing models of the structure of information support of ADPS for monitoring
the information security of an object of informatization is relevant.

2. Statement of developing information support structure
models for an analytical data processing system for
monitoring the information security of an informatization
object using the theory of utility

In this work, it is assumed that ADPS for information security monitoring,
operating in the information security management system (ISMS) of an
informatization object, built on the basis of a LAN, is used as an organizational and
technical form of information security processes management, including information
security monitoring processes occurring in real time. Such systems place increased
demands on the efficiency of data processing in real operating conditions. For exam-
ple, a fast response ISMS for monitoring the information security of an object related



to a critical information infrastructure impose increased requirements both on the
safety of the data used in these systems and on the promptness of their processing.
The solution to the problem of effective data processing in such systems is relevant
and requires taking into account a number of factors, such as: distributed data pro-
cessing, strict time constraints for obtaining a response to a request when making a
decision, large amounts of data for analytical research and identification of infor-
mation security incidents, etc.

Output information is understood as information obtained because of the perfor-
mance of data analytics functions and issued to the object of its activity, users, or
other systems. The quality of output information in ADPS for monitoring the infor-
mation security of an informatization object is understood as a set of information
properties that determine its suitability to meet the needs of a security officer in the
timely identification and investigation of information security incidents.

One of the main systemic methods for improving the quality of output information
in ADPS for monitoring the information security of an informatization object, aimed
at improving the probabilistic and temporal characteristics of the functioning of sys-
tems, is computer modeling.

The features of the ADPS functioning for monitoring the information security of an
informatization object based on a LAN allow, when solving problems of improving
the quality of output information using computer modeling, in addition to traditional
means of determining the optimal points from the corporate information system in-
formation security level’s point of view storage points of information elements, use
the methods of theory utility, allowing to evaluate the useful effect of placing infor-
mation elements in certain computing nodes [9]. They take into account the property
of information reliability not only as an error-free property (that is, the correspond-
ence of the data received by the consumer with the data generated at the source), but
also as a property of relevance (maintaining a sufficient degree of compliance with
the real state of accounting objects at the time of using this information).

The essence of the application of the method based on the theory of utility and
computer modeling to determine the computational nodes that are the storage location
for information elements to optimize the use of these nodes and the distribution of
information elements among the nodes is that, in most cases, information security
incident management tasks make it possible to pre-select the necessary datasets (in-
termediate arrays) and distribute them across the LAN nodes for immediate use in the
future, i.e. it is necessary to define in advance the information exchange of data on IS
events in ADPS. The information support of ADPS for monitoring the informatization
object information security can include both the data stating the informatization object
information security state itself, obtained directly from information security services,
as well as their copies and / or prehistories received in LAN nodes in places where
they are used by ADPS for monitoring the informatization object information securi-
ty[ 10-11].

Thus, in some cases it is allowed

[X (1) -X (t-1)] <e, > 0, VT, T£ [0, 1] Q)



where X (t), X (t- T) are the corresponding values of any parameter of the infor-
mation element at time t and (t- 1), S is the absolute limit of the permissible deviations
of the real degree of utility of the item from its expected degree of utility. The fulfill-
ment of inequality (1) determines the usefulness of the information element when it is
processed at the LAN node on the interval T. In this case, the degree of usefulness of
the information support of ADPS is understood as the probability of the relevance of
all its constituent elements on the interval T.

One of the main tasks of synthesizing the structure of information support of
ADPS for monitoring the information security of an informatization object, solved at
the stage of predesign analysis, is the task of determining the optimal content of
ADPS information support and its placement on LAN nodes.

Let J - the number of LAN nodes, | - the number of information elements of the
system; a; is the relative utility of the i-th information element (the degree of utility
determined for a given time period T), t-j, is the time of transmission of the i-th infor-
mation element from the j-th to the j'-th LAN node, b. is the value of the i-th infor-
mation element’s volume, W = (Ajj) is a matrix of interconnections of information
sources (LAN nodes) and information elements,

1, if the source of i — th information element
Ay = is j — th LAN node, 2
0 otherwise.

P = (Pij) is the marginal utility matrix, where P.j are the weighted estimates of the
utility for the user, obtained from placing each additional i- th information element in
the j-th LAN node,

Pije[0,1], vi,i=1,1,vj,j=1J.

The ways of constructing the matrix P are determined by the specific conditions of
using ADPS for monitoring the information security of an informatization object. In
particular, the estimate of the marginal utility for the user as a result of placing each
additional i-th information element in the j-th LAN node can be made up of objective
estimates (for example, the time of transmission of the i-th information element to the
j-th node from other LAN nodes) and subjective assessment of the probability of ob-
taining a positive marginal utility in relation to the need to transfer the i-th infor-
mation element to the j-th node of the LAN [12].

The usefulness of the i-th information item is determined with taking into account
the quality of the analytical procedures performed in the j-th node using the i-th in-
formation item. Often, the quality of the procedures contradicts the required probabil-
istic and temporal characteristics of the information security monitoring process and
identifying information security incidents. For example, processing procedures, pro-
cedures of neural and neuro-fuzzy data processing technologies, etc. [13] Therefore,
the value of the positive marginal utility of placing a copy and



/ or the prehistory of an information element about an information security event of an
informatization object in a specific LAN node, including information security ser-
vices, is mainly influenced by the following factors:

The effectiveness of the procedure for processing data on the state of information
security, performed in this LAN node;

The required completeness and relevance of the initial data for identifying infor-
mation security incidents.

Then, using the following variables:

1, if i — thinformation element
x;j =1 lisplaced inj— th LAN node, 3)
0, otherwise.

The degree of ADPS information support’s usefulness for monitoring the infor-
mation security of an informatization object E(x;j) can be determined by the following
formula:

E(xy) = 1— Ty (1 — & X, 2 xiphyp th ). 4)

In cases where geographically distributed systems consist of homogeneous ele-
ments based on the degree of risk of information security incidents, it is advisable to
use the maximin criterion of the usefulness of information security of an information
security object as the main criterion for synthesizing an ASOD for monitoring the
information security of an informatization object for monitoring the information secu-
rity of an informatization object, for complex, complex systems with a low degree of
centralization of management, it is advisable to use the criterion of the maximum
relevance of information support distributed over LAN nodes.

The task of designing the information support of ADPS for monitoring the infor-
mation security of an informatization object structure according to the first criterion is
as follows.

To find:

max min; Y{_; P;;X;;,, ®)

with restrictions:
- on the degree of ADPS for monitoring the information security of an object of
informatization information support’s usefulness:

1-— £=1 (1 —a; Z§=1 Z§r=1 xlj/ll]tf],) > E* (6)

where E* is the minimum permissible degree of ADPS for monitoring the infor-
mation security of an object of informatization information support’s usefulness;
for the relative time of information elements transfer between LAN nodes;

] i *
g:l Z§=1 Z}'I:l xijai/lij,t}j, <T (7)



where T" is the maximum permissible relative time of transmission of information
elements (on the interval 1) between LAN nodes;
- on the amount of memory of the j-th LAN node;

Yic1Xijb < Bj,Vj,j = 1 (8)

where Bj* is the maximum allowable memory size of the j-th node;
- for the absence of duplication of the information element in the LAN nodes:

Yhoixy =1LVii=1]1 9)

Statement 1. The solution to problem (1) - (5) is admissible for E = = 1 and the
fulfillment of constraints (6) - (9).

Evidence. Let
]

J
¢ = Z Z Xijailijrtjij,
j=1j'=1
Then constraints (6), (7) will have the following form:

1- {=1(1 —¢) <E"
g <T (10)

Taking the logarithm of the first inequality of system (10) and expanding the loga-
rithm function in a power series, we successively obtain:

tzain(l=¢) <In(1-E*) (Xioi¢;<In(1—-E)—x
1 ST 1 ST

where y is the remainder of the series.

Obviously, E* = 1, constraint (7) is more stringent. The proposed analysis of the
rigidity of constraints can be used to reduce the dimension of tasks with specific ini-
tial data, especially for information security monitoring systems for complex objects
of informatization of large dimensions and intensive exchange of information.

Modern ADPS for monitoring the information security of an informatization ob-
ject, operating on a LAN basis, is critical to the amount of information transmitted
through communication channels. Therefore, the following problem of determining
the ADPS for monitoring the information security of an informatization object infor-
mation support structure by the criterion of uniform usefulness of its components can
be considered the most urgent.

To find:

1
maxminZPinij
Xij —

=



subject to constraint (7).

This problem is reduced to the problem of maximization by introducing additional
variables y = {0,1}. It looks like this.

To find:

J

I
max Zy-ZP--X--
(xiv)) J - ijaij

j=1

with restrictions:

Z§=1}’j Yl PyXiy < Xioq PiXiVij =1,],
Z§=13’j =1,

Loyl s ca o th < T*

i=14j=1 j’:1xual ijrtjjr = .

Let

th, = const,Vj,j=1,],vj,j' = 1L],j #j'Vii=11L

Then the solution to the problem of determining the optimal content of the infor-
mation support of the ADPS for monitoring the information security of the
informatization object components and their placement in the LAN nodes is reduced
to solving M multidimensional knapsack problems, which are formulated as follows.

To find:

1
Z Py Xij, VI, 07 = 1,]
i=1

with restrictions:

]I _T
Yj=12i=1%j@; < D,D = 5,

Ji'

(i +ai) + Zioi(a; — pij*)xij’ + Z§=1 Yiixja; <DV, =1,]) #j.

The result of solving the problem of developing the information support of the ana-
lytical data processing system for monitoring the information security of the
informatization object’s structure is the optimal according to the given criteria (in-
cluding the general and / or marginal utility), the composition of the information sup-
port components of ADPS and their placement on the LAN nodes.

3. Conclusion

Thus, in this article, the problem of determining a rational structure of ADPS



for monitoring the information security of an informatization object’s information
support based on modern SIEM systems is considered.

The formalization and solution of this problem are based on the methods of utility
theory and operations research, which allow using computer modeling to determine
the optimal composition of the ADPS information support components and their dis-
tribution among LAN nodes from the point of view of the general usefulness of in-
formation, taking into account the analytical information technologies used in these
nodes for identifying information security incidents.

In general, this approach makes it possible to increase the efficiency of the proce-
dure for identifying information security incidents by organizing a rational exchange
of information between LAN nodes (information protection means), taking into ac-
count the characteristics of analytical data processing procedures.
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