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Abstract. The research process illustrates the results of a comprehensive 

analysis of the microservice architecture of a payment service provider's 

payment platform. Possibilities of functional development of the payment 

solution are revealed. A study of vulnerabilities in the functioning of the 

processes of conducting transactions through the payment platform was carried 

out. Were analyzed the specifications that set the standards for the procedures 

for conducting transactions. Thus, the goal of identifying the main “segments” 

was achieved, where the decrease in the throughput of payments is observed to 

the greatest extent. The existing methodological approaches to prevent payment 

rejection have been identified, which helps to increase the throughput of 

transactions. The work presents the results of designing a functional tool - 

"cascading". Cascading allows automatic or manual transitions through 

payment gateway channels. The proposed software solution increases the 

likelihood of making a payment, that is, it increases the conversion rate in 

general. 
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1 Introduction 

  

In the context of the development of the digital economy, ubiquitous access to 

communication channels and the Internet, the flow of processed transactions 

significantly increases every year, as a result, the load on payment solutions is rapidly 

increasing [1]. This leads to a constant increase in the overall requirements for 

electronic payment services and, in particular, for their bandwidth. This trend not only 

forces payment service providers to constantly improve their product portfolios, but 

also raises the question of a fundamental revision of the architecture, functions and 

operating principles of already implemented solutions. 

The fundamental fact is the desire of IT companies in the financial sector to maximize 

the economic efficiency of the services they provide [2]. Here, the key role is played 

by one of the most important performance indicators in the provider's activities - the 

payment conversion rate. 

Despite the fact that when attempting to conduct a transaction, there may be many 

reasons why the payment will not actually be made, it is still possible to prevent a 

Copyright © 2021 for this paper by its authors. Use permitted under Creative Commons License Attribution 4.0 

International (CC BY 4.0). 

Proceedings of the of the XXIII International Conference "Enterprise Engineering and Knowledge Management" 

(EEKM 2020), Moscow, Russia, December 8-9, 2020. 

https://www.scopus.com/affil/profile.uri?id=60030998&origin=AuthorResultsList


 

certain percentage of failures by providing the system with optimal functionality that 

supports multi-channel payment and payment algorithms [3]. Thus, one of the highest 

priority tasks in optimizing a payment solution is to increase the level of successful 

transactions by creating an optimal set of functional capabilities in the system. This 

indicator not only indicates the quality of the services provided by the providers, 

supporting the demand for the solution and, thereby, affirming high competitiveness, 

but also has a direct impact on the profit of companies and the growth of the economy 

of this market sector as a whole. 

Now in the world market there are a large number of providers offering services for 

conducting electronic payments through their own payment platforms. Providers 

study the characteristics of each client company, operational capabilities, behavior of 

end users of the site and much more [4]. Based on the data received, payment 

solutions are customized for a specific business. So, providers provide their customers 

with online services of various formats, including electronic terminals and payment 

pages, with the help of which electronic payments are carried out in various methods. 

When analyzing the functioning of payment solutions, it was found that the provider's 

platform has a hierarchical structure. The features of the payment platform take into 

account the industry focus of the company, which requires continuous operation of all 

elements of the system and the fastest possible processing of a large number of 

transactions. The functionality covered by the system includes the presence of 

customized interaction with a variety of acquiring banks, billing systems of providers 

of goods and services, card and other payment networks [5]. 

The coverage area of payment methods integrated into the platform plays an 

important role here. For each region where the provider provides its services, there is 

an optimal set of methods that are most popular in use. By ensuring integration with 

the largest number of basic payment methods for each served territory, the provider 

takes a strong position in its market sector and creates the potential for creating 

additional functionality in the system, such as multichannel payments and payments. 

Many of the largest providers aggregate, in addition to card payment methods, also 

various alternative methods [6]. In total, there are more than 3 thousand different 

payment methods around the world. Each method differs depending on the region of 

service. 

Based on the above facts, it can certainly be argued that such a variety in the choice of 

payment methods opens up new opportunities in approaches to payment processing. 

The process of linear transaction execution, which is familiar to all, is limited by the 

rule according to which one call to the payment system occurs for one payment [7]. 

Of course, this approach was optimal when integrating with a small number of 

payment systems. However, in the current reality, a payment service provider can 

aggregate several hundred different payment methods. In such conditions, it is worth 

thinking about new algorithms that can, to one degree or another, affect the quality of 

the service provided. 

So, the problem of low passability of successful payments solved in the framework of 

this work can be solved by adding new functionalities that increase the chance of 

successful payment. For example, such a solution can be an algorithm with a step-by-

step transition through the channels of payment systems. 

Thus, it was found that an important nuance in the study is the fact that such 

functionality is distinctive precisely for aggregating payment platforms of providers. 



 

Aggregation here becomes a key factor that allows for the development of the system 

by adding tools associated with the use of several payment gateway channels for 

making the same payment. Without integration with a large number of payment 

methods in one node, the implementation of such functionality would be significantly 

less efficient. 

2 Materials and Methods 

The work is devoted to the design of a software solution as part of the payment 

platform of a payment service provider to increase the level of transaction conversion. 

A comprehensive analysis of the architecture of the payment platform of the payment 

service provider was carried out and the possibilities of the functional development of 

this payment solution were identified. It has been established that in order to maintain 

a high level of demand, a payment solution must have optimal structural components 

that allow for its potential development [8]. As a result, an easily scalable IT 

infrastructure must be built, and a multifunctional architecture of the payment 

platform must be designed. 

In the process of performing the work, it was determined that the provider's system, in 

the most frequent cases, has a microservice architecture that supports the operation 

and interaction of several separate components responsible for specific functional 

tasks. Thanks to the microservice architecture, the platform achieves isolation of 

component failures: the main elements can continue to work efficiently, even if a 

single module fails. Figure 1 shows a typical architecture of a payment solution that 

displays the interaction of the services of a payment platform. 

 
Fig. 1. Microservice architecture of the payment platform 

 

It was also revealed that the central element of the architecture of the processing 

center is the core, through which interactions with all major services and agents take 

place. The core is the main component that implements the logic of conducting 



 

transactions on available means of payment in accordance with the settings passed in 

the request for payment or set in the control component. This component is directly 

responsible for creating the "payment" and "operation" entities, generating and 

transmitting requests for a transaction, receiving and processing responses from 

external payment systems. So, the most important aspect here is the possibility of 

introducing various types of additional functionality into the core of the payment 

platform, imposed on the payment procedure (Fig. 2). 

 
Fig. 2. Microservice architecture of the payment platform with display of technical 

components 

 

Thus, it has been established that the considered microservice architecture is capable 

of providing the system with all the necessary functionality, which allows us to 

provide a company with a high-quality service. In addition to supporting optimal 

protocol solutions, ensuring high performance in the operation of the system and 

guaranteeing the effective operation of the company, the architecture of the platform 

allows the implementation of various narrowly focused functionality that contributes 

to maintaining a high economic level of the payment solution. 

A study of vulnerabilities in the functioning of the processes of conducting 

transactions through the payment platform, as well as specifications that establish the 

norms of procedures for conducting transactions, was carried out in order to identify 



 

the main “segments” where the decrease in the throughput of payments is most 

observed. 

In the course of the work, it was found that in addition to the need to ensure the 

security of the payment system and increase the speed of transactions, it is equally 

important to maintain a high throughput of successful payments. Thus, it was revealed 

that the main indicator of the efficiency of the provider's payment platform is the level 

of payment conversion [9, 10]. 

It has been determined that there are many reasons why the conversion value is often 

not high enough, many of which are practically impossible to resolve, while others 

can be partially eliminated. 

So, the main reasons are highlighted: 

 Buyer's mistakes. 

 The buyer shows suspicious activity and is blocked by anti-fraud systems. 

 The transaction was declined by the issuing bank or acquiring bank. 

 Errors 3D-S authorization. 

 The transaction was rejected on the side of the payment system. 

 The transaction is automatically rejected (autodecline) by the provider's 

system because the payment system has exceeded the waiting time for a 

response. 

Of course, the higher the conversion rate provided by the system, the higher the 

quality level of the services provided by the provider and the greater the amount of 

profit in his company. As a result of the study, it was determined that conversion 

problems often arise due to lack of flexibility and insufficient technical capabilities of 

the payment gateway. Most of the factors leading to a decrease in the conversion rate 

cannot be completely eliminated, however, some of them are still amenable to 

regulation, thanks to the creation of special settings and the development of additional 

functionality in the payment platform. 

The existing methodological approaches to prevent rejection of payments are 

identified, which contribute to an increase in the level of throughput of transactions. 

It has been established that in order to maintain the conversion of payments at a high 

level, it is necessary to ensure the throughput of successful transactions, which can be 

achieved by the functionality of the platform. Since there are many reasons for 

transaction failures, providers are actively developing methods to prevent them. So, 

the main reasons leading to a decrease in the conversion rate were identified, and the 

most common solutions to this problem were analyzed, including: 

 UX and UI approach to preventing incorrect data entry and other user errors 

when making a payment request. 

 Regulatory measures to ease restrictive conditions for blocking payments by 

anti-fraud systems. 

 Regulatory measures to prevent denials when conducting transactions 

through the 3DS-scheme. 

Also, it was revealed that often the main reasons for the decrease in conversion are 

the unstable operation of the servers of payment systems or the refusal to conduct a 

transaction on the side of payment systems. In search of a solution to this problem, it 

was found that having a standard tool for creating and operating transactions and the 

presence of a large number of integrations with the payment system, the provider can 

expand the capabilities of its payment platform and add algorithms that significantly 



 

increase the level of conversion rate and the service provided by the company as a 

whole. The design of one of these tools served as the basis for the work. 

The theoretical aspects were analyzed, establishing some fundamental basis [11-12], 

on the basis of which the concept of functional tools for increasing the level of 

conversion of payments by preventing complete rejection of the transaction due to 

refusal or other problems on the side of the payment system became possible. 

Also, the main entities formed during the transaction were identified. It has been 

established that the components “payment” and “operation” carry different functional 

loads, which makes it possible to form the concept that rejection of a transaction does 

not mean rejection of the payment as a whole. In this case, it is important to approve 

the following rule: the failure of the payment system to carry out the first operation 

does not limit the possibility of forming and attempting to make a payment through 

the second and further operations, which, of course, can become a fundamental factor 

in designing a solution to increase the conversion of payments. 

3 Results Of the Study 

The project solution for the development of functional tools to increase the level of 

conversion of transactions consists in the implementation of a step-by-step transition 

through the channels of payment systems and transmission of requests for payment to 

them. The following theses were formulated to substantiate this decision. 

1. It has been determined that one of the main features of the provider's 

payment platform is the aggregation functionality. It allows you to integrate 

in one solution a large number of different payment systems that support a 

variety of payment methods, among which there are both card payment 

methods and alternative methods. 

2. It was found that the provider's payment platform has a microservice 

architecture. It contains the central component Gate, which is directly 

responsible for creating the “payment” and “operation” entities, generating 

and transmitting requests for a transaction, receiving and processing 

responses from external payment systems. The functionality of the Gate 

component can be extended with additional tools. 

3. It was revealed that the main indicator of the efficiency of the provider's 

payment platform is the level of payment conversion. Since there are many 

reasons for transaction failures, providers are actively developing methods to 

prevent them. One of the most significant and unresolved reasons is the 

unstable operation of the servers of payment systems or the refusal to 

conduct a transaction on the side of the payment system. 

4. A functional solution was proposed that contributes to an increase in the 

percentage of successful payments, despite the possibility of frequent 

rejection of transactions on the side of payment systems. Thus, based on the 

obtained theoretical knowledge, for a practical study of the issue, the goal 

was set - to design a tool for multi-stage payment execution – “cascading”, 

where each stage is a separate request to perform an operation through a 

certain provider. 

This section details all the important points related to the design solution. 



 

When concluding an agreement for the provision of payment services with a specific 

merchant, several technical entities are created that are used in the process of making 

payments. The “merchant” entity contains basic legal and technical information about 

the merchant and its system. One merchant can have several projects (entity 

“project”), each of which is associated with a specific resource of the merchant - an 

online store, a website with services provided, etc. 

For each project, there are many settings that affect the processes within the payment 

platform. So, one of the settings set in Backoffice for a project is to specify certain 

payment methods and systems with which the merchant has concluded agreements for 

cooperation and registration in these systems. Specifying the payment system means 

that making a payment for the current merchant's project is possible through this 

channel. It is also permissible to configure the project in such a way that the lists of 

the payment system will be different for the payment types “payment” and “payout”. 

In addition to indicating the very list of acceptable payment systems, their percentage 

breakdown is also indicated. For example, if, in accordance with the agreement, the 

commission for making a payment through a certain payment system is significantly 

less than through another payment system, it is more profitable for the merchant to 

request the installation of a higher percentage in the settings of the first system than 

the second. Before making a payment within the platform, the Gate component, based 

on the percentage specified in the project, performs the process of calculating the 

payment system - the channel where it is planned to send a request for payment or 

payment. 

In accordance with the logic of the cascading operation, several requests can be sent 

to different payment systems within one payment. For this, Gate needs to calculate 

and form in the correct order a list of payment systems that could process the payment 

requested by the user. When calculating, other project settings are also taken into 

account - for example, for some payment systems, only certain currencies are 

indicated, for others, limits on the permissible amounts of payments can be set. As it 

was specified earlier, several operations can exist within the payment entity. As part 

of a cascading transaction, the transactions in the payment will be of the same type, 

for example, type “sale” or “payout”. It is important to note a nuance that from the 

point of view of the merchant, the completion of the operation does not mean the 

completion of the payment as a whole, therefore, the status of the operation and the 

status of the payment within the payment platform are different parameters. 

Thus, the first process in the functioning of cascading is the calculation of a list of 

payment systems, requests to which will be generated in separate operations. Further, 

after successfully calculating the array of payment systems, the platform, and more 

specifically the Gate service, generates and sends a request to the first payment 

system from the list. In accordance with the API of the payment system, the request is 

composed in a specific format, more often in JSON, and sent to a specific entry point. 

Further logic of the instrument operation will differ depending on the type of 

cascading. 

Cascading of the first type is the formation of an algorithm for the functioning of 

cascading with automatic step-by-step. 

After a request has been sent to the first payment system, Gate expects a callback in 

accordance with an asynchronous interaction scheme. If the received response 

contains the status “success” with a code indicating a successful transaction, the 



 

payment status will change to “success” within the platform, after which Gate will 

send a callback with payment information to the merchant, and the user will be 

redirected to the page about successful payment. So, the payment will be completed. 

However, if the “decline” status is indicated in the response from the PS, Gate will 

have to verify the received code. Depending on the reason for the refusal, determined 

by the code, the system will either complete the payment with a refusal or proceed to 

the next step. In the first case, a callback will be immediately sent to the merchant 

with information that the transaction was declined, and the user will be redirected to 

the refusal page. In the second case, the cascading functionality will work, and when 

moving to the second step, Gate will create a new operation in the database as part of 

the previous payment and at the same time send a request to the next payment system 

from the list. The process will be repeated until the moment when: 

 in response from the payment system, a status will be received about the 

successful completion of the operation, which will lead to the change in the 

payment status also to “success”; 

 the response from the payment system will receive the “decline” status with 

a response code that does not allow further cascading; 

 the last step will be taken, and there will be no more channels in the list of 

the payment system to which the request has not yet been sent. 

The algorithm can become more complicated in the case of making a payment 

through a bank card. Before each call to the payment system, it is necessary to 

redirect the user to the ACS page to enter the 3DS code, if the payment system 

requests such a validation. Of course, from the point of view of communicating with 

the user on the payment page, it is necessary to display an instruction explaining that 

multiple requests for the 3DS code are possible during payment. 

The payment process in this case will proceed as follows. The cascading algorithm 

contains several steps. The user is redirected to the payment page and fills out the 

payment form (enters card data), then he confirms the payment. A request for 

payment is received from PP to Gate, payment is created payment_id = 1, a list of 

payment systems is calculated. The cascading process begins, and a request is made to 

the payment system according to the first step (3DS MA means that the introduction 

of the 3DS code is required for the payment system). The system receives acs_url 

from payment systems, and the user is redirected to the link, after which he receives a 

code via SMS and enters it. Gate sends a request for payment and receives a response 

from the payment system: decline and code / message, after which Gate checks if 

there are still pending steps in the cascading. If there are still steps left, the cascading 

continues. The user is redirected to the issuer's page again, where he enters a new 

SMS code. The process is repeated. 

Cascading of the second type is the formation of an algorithm for the functioning of 

cascading with a manual step-by-step mechanism. 

The cascading operation algorithm with a manual step-by-step mechanism is similar 

to the cascading logic of the first type. A distinctive feature is the fact that, in the first 

case, the payment system sends a response with the status and code of the transaction, 

and in the second case, the payment system may encounter problems in the system on 

its side and for this reason either send a response after a long time, or it won't send it 

at all. 



 

Thus, after a request has been sent to the first payment system, Gate expects a 

callback in accordance with an asynchronous interaction scheme. The payment and 

the first operation at this time are in the waiting status. Further, in accordance with the 

logic of functioning of the second type of cascading, the user must independently 

initiate the transition to the next step. To do this, a special button is displayed on the 

payment form and a corresponding instruction describing the possible actions of the 

user and the risks that he assumes. 

Pressing the button will start the transition to the second step of the cascading, while 

the status of the operation on the first request will also remain unknown. The process 

can be repeated until there is no one among the payment systems calculated in the list 

that has not yet received a request. Here, in the process of cascading, there is a risk of 

payment doubling. Let's say the user goes to the second step of the cascading, and the 

platform sends a request to another payment system. The response will receive 

“success”, the payment status will also be changed to “success”, the system will 

redirect the user to the page informing about successful payment, and at the same time 

pass the callback to the merchant. It would seem that the payment process is 

complete. However, after some time, an answer may come from the payment system 

about the successful completion of the transaction from the first step. This will mean 

that the money was transferred twice. In this case, the payment platform must notify 

the merchant about an existing successful second transaction for this user and either 

independently create return transactions, or wait for a return request from the 

merchant. Thus, the use of manual cascading in the payment platform is impossible 

without the functionality of returns. 

Since cascading provides for the possibility of successfully carrying out several 

operations within one payment, for each of which a callback will be sent to the 

merchant, the callbacks must contain all the necessary data, on the basis of which the 

merchant can unambiguously determine: 

 the fact of multiple payments; 

 channels through which the payment was made. 

So, it should be borne in mind that some parameters of callbacks are not mandatory 

for transferring to merchants. But within the framework of using the cascading 

functionality, it is necessary to transfer complete information on the payment and on 

the operation. 

4 Findings 

In order to increase the conversion rate of payment transactions, a tool was designed 

that, in the event of an unsuccessful payment transaction, allows the use of several 

consecutive attempts to effect a payment through various available channels. 

The software solution significantly increases the share of successfully completed 

payments, since it provides the ability to use backup channels for outgoing and 

incoming payments, and also contributes to an increase in the total limits on 

transactions, since it allows you to automatically use alternative available channels 

when the limits are refused. 

The implementation of the cascading mechanism designed within the framework of 

the work is based both on automatic switching between existing payment channels 



 

and on manual switching during processing of a specific transaction in cases when the 

system receives response codes specified in the settings from external providers. This 

allows you to flexibly customize the conditions of reaction to one or another behavior 

of external payment systems. Combined with customized filters for each project, 

cascading allows for significantly more flexibility in using various combinations of 

available payment settings to maximize the reduction in the share of unsuccessful 

payments. 
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