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Abstract. With the emergence of new software development paradigms (e.g., 

distributed teams and crowd-sourcing), the software supply chain became more 

complicated than ever. This, in turn, raises concerns in software compliance in 

many industries, as ensuring adherence beyond functional requirements is very 

critical. This paper uses a systematic literature review, to investigate the 

frameworks used for managing compliance of software and software services and 

their applications across different industries. The review also looked into 

industry-specific software compliance requirements. A total of 156 primary 

studies have been collected, of which 63 studies match the criteria indicated in 

the review protocol. The study develops a classification of these frameworks 

based on industry-specific needs, business requirements, and the context of 

compliance. Findings of this research help researchers and practitioners to 

identify important aspects of software compliance and set directions for future 

research and development. 
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1 Introduction 

Complex software applications evolve over time and tend to diverge from the intended 

or documented design models. This deviation makes the system hard to understand, 

modify, and maintain in the long run [1]. Nevertheless, modifications and updates of 

software systems are inevitable, in order to respond to changes in business 

requirements. Nowadays, software development happens globally across 

geographically distributed and autonomous teams consuming huge amounts of software 

components drawn from a variety of different sources [14] [75]. Although this helps 

organizations to deal with technical and economic challenges, it is also increasing 

unintended risks [2]. These include manageability [1], traceability and auditing [3], 

adherence to policies and service level agreements (SLAs) [4] [77], service availability 

[5], security vulnerabilities [2] and use of non-compliant components [3]. Moreover, 

risks can arise when failing to comply with policies, regulations and industry standards, 

which is highly critical to not only business continuity [6] but also other consequences 

that result from non-compliance including cost of litigation and loss of reputation to 

mention a few. Moreover, typically, whenever the complexity of a software increases, 

its quality decreases [7] [76]. 
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Software applications and services should be built in accordance (or compliance) to 

various policies, best practices, industry-specific needs, and regulations [2]. For most 

common practices nowadays, ensuring policies adherence to compliance requirements 

is often held by compliance experts, which is time-consuming and error-prone. What 

also complicates this process is the gap between compliance experts and domain 

experts. Eventually, management and monitoring of application behavior become more 

complicated over time [6]. Typically, requirements are extracted from legal regulations, 

branch-specific guidelines, internal code of conduct, and other sources. However, 

challenges arise from the change of these requirements as well as the adaptive 

environments along with rapid technological changes [9]. 

Furthermore, in the software supply chain, the philosophy of “assemble more, code 

less” is becoming very common nowadays, leading to issues in governance, risk 

management, and compliance (GRC) [2]. Therefore, with modern software applications 

and services that consist of complex and heterogeneous components, it becomes more 

challenging to manage their compliance to internal business policies, external 

regulations, industry standards, infrastructure and security requirements. The task 

becomes even more complicated, when different deployment technologies are used, in 

which the alternative manual way of checking and matching compliance requirements 

tend to be highly risky and mistakes are likely to happen [10]. Moreover, Nick [11] 

raised an issue with the control problem related to the advances in the capabilities of 

artificial intelligence (AI) in that self-optimizing AI components can misbehave and go 

against the boundaries of policies or regulations. All these challenges make the manual 

way of auditing and checking software compliance useless calling for a more innovative 

way to check software compliance.  

The main objective of this systematic literature review is to survey the existing 

frameworks used for compliance checking of software and software services, their 

industry of application and compliance requirements for each industry. The 

contribution of this research is that it highlights recent progress in the compliance 

management of software and software services and that it points to future research 

areas. 

Subsequent sections of this paper are organized as follows. Section 2 presents the 

methodology used, including the research questions formulated and the details on the 

review protocol used to execute this research. Section 3 presents the analysis and 

findings of the review. Section 4 discusses the findings and draws directions for future 

research. Finally, the conclusion section wraps up the key points of the review. 

2 Methodology 

We based the methodology for conducting a systematic literature review (SLR) on the 

one of Kitchenham at al. [12], which is one of the more relevant methods in the field of 

information systems research. We formulated the research questions and, then, 

developed and validated the review protocol. Afterwards, the collected studies were 

screened to add those, which are more relevant to our database. After that, we applied 

a set of criteria for inclusion and quality assessment. Then, after the data is extracted, 

documented into a database, and analyzed, the results are synthesized. Finally, findings 
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are discussed and mapped against the research questions. The following subsections 

briefly discuss the research questions and the review protocol. 

 

2.1 Research Questions 

There are many aspects to investigate in the area of software compliance. However, we 

limit our review objective to surveying existing frameworks, their applications in 

industries, and compliance requirements by each industry. Therefore, we aim at 

answering the following two research questions: 

RQ1. What are the existing frameworks of software compliance management and their 

applications in industries? 

RQ2. What are the compliance requirements and needs of each industry?  

2.2 Review Protocol 

After setting up the research questions, we developed the review protocol, which 

includes the strategy applied for searching, selecting, including, and assessing the 

primary studies. We conducted a manual search using the terms “Software AND 

Compliance” to retrieve relevant studies. The search process considers the matches of 

both keywords in the title, abstract, or keywords of scholarly articles. 

Selection of Sources: To ensure that the review includes as many relevant studies 

as possible within the defined search terms, we conducted a manual search in the 

following sources: IEEE Xplore, ACM Digital Library, MDPI, Elsevier, HeinOnline, 

Springer, Web of Science, Scopus and Google Scholar. 

Inclusion Criteria: To keep our review focused on the objectives stated in Section 

2.1, we developed a set of inclusion criteria as part of the review protocol. Therefore, 

the following criteria are applied to include primary studies for the final review: 

Criterion 1: Only primary studies published between 2010 and 2020 are included.  

Criterion 2: Relevant studies are only included for the review. By this, we mean studies 

that contribute to addressing our research questions.  

Criterion 3: Only studies, which are accessible through Google Scholar and Seoul 

National University library, considered for the review. 

Criterion 4: Only studies written in English are included for the review.  

Criterion 5: Studies included for the review are limited to journal publications, 

conference proceedings, workshop proceedings, and symposium proceedings. 

Secondary studies, book chapters, presentations, dissertations, and reports are 

excluded. 

Data Extraction: We used Zotero version 5 as a referencing tool to document, 

manage, and organize the references of the retrieved studies. We also set up a database, 

to record and extract relevant content. For that purpose, we used Microsoft Excel 2019, 

to record and manage findings. This helped making the analyses and investigations of 

findings simpler. It also provides a reference for further investigations in a systematic 

way. 
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3 Analysis of Results 

3.1 Descriptive Analysis 

Initial search on Google Scholar found 253 scholarly articles. We conducted an initial 

screening to eliminate irrelevant articles. From that, a total of 156 studies have been 

collected with respect to the search terms indicated in Section 2. Then, after applying 

the inclusion criteria, which are indicated in the review protocol, and checking the 

relevance of the primary studies to the research questions, only 63 primary studies are 

left for the review. Table 1 shows a summary of the studies selected for the review, 

including the database and types of studies. The table shows that more than half of the 

primary studies are conference papers. The rest are journal publications or proceedings 

from symposia and workshops. From well-known scientific databases, including IEEE, 

Elsevier, HeinOnline, ACM Digital Library, Springer and CiteSeerX, a total of 47 

studies were collected. The remaining 16 studies are from sources other than the 

abovementioned databases, which include universities journals and proceedings. 

Table 1. Summary of Selected Papers 

Scientific 

Database 

Total Number 

of Papers 
Journals Conferences Symposium Workshops 

IEEE 29 1 24 2 2 

Elsevier 5 5 - - - 

HeinOnline 2 2 - - - 

ACM Digital 

Library 
5 - 2 2 1 

Springer 5 2 3 - - 

CiteSeerX 1 1 - - - 

Others 16 7 9 - - 

Total 63 18 38 4 3 

 

Figure 1 shows the distribution of the publication years of the primary studies 

between 2010 and 2020 as indicated in the protocol of this review (Section 2). The trend 

in Figure 1 indicates that the research in software compliance is still growing, which is 

an indicator of the growing importance of the field. 
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Figure 1. Distribution of Selected Papers by Year of Publication 

3.2 Industry Requirements and Compliance Frameworks 

Figure 2 summarizes the software compliance applications by industry. The analysis 

found that certain industries are investigated more than others. In the software industry 

itself, the review found 36% of the primary studies discuss compliance concerns in the 

software field. Then, the cloud industry comes with 22% of the studies, followed by the 

healthcare, in which 13% of the primary studies address issues related to software 

compliance. The figure also shows that 14% of the studies did not specify the industry 

of application. The rest of the industries which are discussed by fewer studies are as 

follows: manufacturing (6%), automobile (2%), financial (3%), aviation (2%), and e-

government (2%). Some of the primary studies discuss a certain industry in the context 

of clouds (e.g., financial software running on clouds). For such scenarios, we classify 

them to their original industry. In other words, if a study discusses compliance of 

financial software on clouds, then we consider the focus to be on the financial industry. 

 
Figure 2. Distribution of primary studies by industry of application 
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Figure 2 also reflects the amount of challenges that each industry deals with. The 

majority of primary studies discuss compliance concerns related to software and cloud 

industries. This indicates that there are a lot of challenges and solutions discussed for 

these industries. The reason could be that these two industries are highly dynamic and 

many of their resources are available. Besides that, software and cloud industries are 

the central discussion in many of the primary studies. Nevertheless, changes in policies, 

regulations, and requirements are inevitable in every industry. The reviewed studies 

only discuss industries illustrated in Figure 2. Other industries are not found in primary 

studies based on our search terms. Perhaps, different terms are used, which do not 

include any of the search terms specified in our protocol.  

To give a detailed picture on compliance requirements given by each industry, Table 

2 shows the applications of compliance frameworks in the different industries along 

with the requirements needed by each industry. In the software industry, primary 

studies focus on compliance concerns related to distributed teams, intellectual property, 

components licensing, copyrights, reliability, security, trust, auditing, user permission, 

general data protection regulations (GDPR), privacy, software development lifecycle 

(SDLC), software design, regulatory requirements, process compliance, maintenance, 

governance risk & compliance (GRC), transparency, design-code compliance, and 

accountability. In the cloud industry, we found that studies focus on concerns related 

to security, privacy, compliance to service level agreements (SLA), trust, adaptation, 

accountability, resilience, application development, application deployment, 

management, provisioning, and adherence to regulations. Table 2 also shows that there 

is little attention to software compliance in governments, especially no attention on 

interoperability concerns of e-government services. Healthcare is an industry, which 

gained attention by primary studies. According to the primary study, we found that 

software systems need to comply with the health information technology for economic 

and clinical health (HITECH), health insurance portability and accountability 

(HIPAA), personal health information protection (PHIPA), organization for economic 

co-operation and development (OECD), requirement engineering, safety-critical 

aspects, quality, and reliability. 

Moving to more safety-critical industries like automobile, manufacturing, and 

aviation, we found that these industries share some common compliance requirements, 

including reliability and compliance to safety standards. In addition to reliability and 

safety requirements, primary studies also show that the manufacturing industry focuses 

also on concerns including security, deployment & provisioning, privacy, GDPR, and 

industrial automation. Finally, the rest of primary studies did not specify or target a 

certain industry, however, those studies focus on compliance issues related to software 

design, service-oriented architecture (SOA), legal contracts, distributed systems, 

flexibility, auditing, transparency, security, IT service management (ITSM), business 

process modeling (BPM), outsourcing, and GRC. 
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Table 2. Compliance framework applications and compliance requirements in different 

industries 

Industry Compliance Requirements Reference 

Software 

Distributed teams, 

intellectual property, 

components licensing, 

copyrights, reliability, 

security, trust, auditing, 

user permission, GDPR, 

privacy, SDLC, software 

design, regulatory 

requirements, process 

compliance, maintenance, 

GRC, transparency, 

design-code compliance, 

accountability 

Singi et al. [14], Yun et al. [13], Singi et al. 

[2], van der Burg et al. [15], Hemel et al. 

[31], German and Di Penta [32], Jeff and 

Alan [33], Koltun [34], Von Willebrand 

and Patanen [35], Subramaniam and 

Natarajan [42], R P et al. [49], 

Gangadharan et al. [53], Hamou-Lhadj 

[55], Truong and Nguyen [56], Jensen et 

al. [58], Marques and Cunha [59], 

Arogundade et al. [62], Engiel et al. [63], 

Savarimuthu et al. [65], Chakraborty and 

Chaki [66], Jorshari and Tawil [67], 

Vytautas and Friedrich [70], Ozbas-

Caglayan and Dogru [72],  

Cloud  

Security, privacy, SLA, 

trust, adaptation, 

accountability, resilience, 

application development, 

application deployment, 

management, 

provisioning, adherence to 

regulations, distributed 

services, SOA 

McCarthy et al. [16], Suneel and 

Guruprasad [17], Hashmi et al. [18], 

Brandic et al. [36], García-Galán et al. 

[39], Florian et al. [40], Faniyi and 

Bahsoon [41], Singh and Sidhu [44], 

Krieger et al. [45], Carrasco et al. [46], 

Qanbari et al. [47], Breitenbucher et al. 

[50], Foster et al. [37], Koetter et al. [48] 

e-Government Interoperability González and Ruggia [19] 

Healthcare 

HITECH, HIPAA, PHIPA, 

OECD, requirement 

engineering, safety-critical 

systems, quality, reliability 

Gardazi and Ali [20], Sartoli et al. [21], Li 

et al. [22], Ingolfo et al. [51], Khan and 

Yun Bai [54], Lepmets et al. [64], Zema et 

al. [68], Maxwell and Antón [74] 

Financial 

Transparency, 

accountability, control, 

response to change 

Magnusson and Chou [73], Koetter et al. 

[28] 

Automobile 
Functional safety, 

reliability 
Hocking et al. [69] 

Manufacturing 

Security, deployment and 

provisioning, safety 

standards, privacy, GDPR, 

industrial automation 

Zimmermann et al. [23], Castellanos Ardila 

and Gallina [43], Kittmann et al. [60], 

Moyon et al. [61] 

Aviation 

Safety standards, 

reliability 

 

Jurnečka et al. [71] 
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Industry Compliance Requirements Reference 

Not Specified 

Software design, SOA, 

legal contracts, flexibility, 

auditing, transparency, 

security, ITSM, BPM, 

outsourcing, GRC, 

reliability 

Fischer et al. [24], Tran et al. [25], Sharifi 

et al. [26], Loreti et al. [27], Groefsema and 

van Beest [29], Ingle et al. [30], Correia 

and Brito e Abreu [38], Thalmann et al. 

[52], Elhasnaoui et al. [57] 

4 Discussion 

Many industries heavily rely on software and software services, to automate as many 

of their business processes as possible. Thus, the use of software and software services 

becomes inevitable in many industries. With that, however, software projects grow and 

evolve over time as a response to changes in business and industry needs. This, in turn, 

has a negative impact on software quality according to the theory of software evolution, 

which was introduced by Lehman [7] in 1980. While most of this is related to functional 

requirements, there are also non-functional requirements, in which software and 

information systems need to comply with. These include security, privacy, licensing, 

reliability, provisioning, interoperability, data sharing, and adherence to regulations. 

Priorities of such requirements are also different between industries due to the different 

needs of each industry. The challenges come in fulfilling industry-specific compliance 

requirements and enable a degree of flexibility to respond to changes as well as 

checking whether new changes are reflected and enforced at the software level. 

The analysis shows that primary studies discussed software compliance frameworks 

of 8 industries: software, cloud, e-Government, healthcare, financial, automobile, 

manufacturing, and aviation. Some further studies did not specify the industry, in which 

their proposed frameworks could be applied. There are some differences among the 

frameworks proposed by primary studies. These differences are driven by peculiarities 

of each industry, since each industry has its own business objectives, priorities, 

compliance requirements, and industry-specific needs. Moreover, the difference 

between the proposed frameworks is also influenced by the authors’ assumptions and 

the context of compliance that they consider for their framework proposal. 

Nevertheless, some industries tend to have some compliance needs in common. For 

example, the manufacturing industry tends to focus on reliability and safety standards, 

which are also the focus of the automobile and aviation industries. The healthcare 

industry, however, tends to have different priorities, because they need to meet certain 

government regulations on healthcare. Furthermore, we found some differences in 

compliance requirements within the same industry. On top of these, regional-specific 

compliance requirements add another layer of complexity, especially for globally 

distributed software services and components.  

Referring back to our research questions, there are many frameworks introduced by 

primary studies according to the analysis. Each has its own peculiarities depending on 

its application in a certain industry, business requirements, and assumptions considered 

by authors. In general, there are common issues that the primary studies try to address. 
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These are the changes in requirements and policies, the gap between IT and laws, the 

challenge of modeling policies and regulations, and reflecting those changes at a 

software level. Based on the analysis, compliance requirements, which are discussed 

most frequently in many industries, are: reliability, safety, security, and privacy, 

indicating that these requirements are highly critical to most industries. 

In the software industry, Singi et al. [14] introduced a framework, in order to help 

establishing transparency and trust in distributed teams in global software delivery 

using blockchain. In the same context, other studies also investigated the challenges in 

crowd sourcing and how the software supply chain is affected in distributed software 

delivery [2] [25] [27]. Hamou-Lhadj [55] introduced the concept “software compliance 

engineering”, emphasizing that regulatory compliance should be one of the key quality 

attributes of software products. Jorshari and Tawil [67] also support this argument of 

including compliance requirement analysis during the software development process, 

in order to have better governance, risk management and compliance (GRC). Another 

important aspect of software compliance is software licensing, in which many authors 

call for checking license compatibility, validation, awareness, dependency check of 

components, as well as license requirement analysis [15] [31] [32] [33] [35] [53]. The 

last important compliance issue to emphasize is ensuring design-code compliance. For 

this matter, Ozbas-Caglayan and Dogru [72] proposed an approach for analyzing 

software to check the compliance level of design and code using text mining and 

software repository analysis. To a great extent, the software industry deals with 

software compliance requirements and concerns from the perspective of software 

development practices. The aim is to ensure transparency and trust of distributed teams, 

component licensing, security, privacy, design-code compliance, and process 

compliance. 

The cloud industry has also an increasing concern on compliance issues, especially 

security and trust between the cloud service providers and service consumers [16] [17] 

[18]. For this, Suneel and Guruprasad [17] introduced an approach to monitor SLA 

compliance of a cloud service provider (CSP), which can be implemented at the client 

end. They assume that a CSP is likely to violate the SLA, spoof the properties of the 

services, and, then, deliver the services with lower properties. Other studies also try to 

address the issues of trust, including Florian et al. [40], Singh and Sidhu [44], and 

Brandic et al. [36]. One of the major challenges in software compliance is modeling 

policies and legal aspects and enforcing them. For that, Breitenbucher et al. [50] 

proposed a policy-aware management framework. The framework enables automated 

provisioning and management of composite cloud applications based on a set of non-

functional requirements defined by policies. However, this needs skills of both 

compliance and domain expertise. To simplify this, Hashmi et al. [18] introduced 

“security as a service” as a business model. It allows the delivery of managed security 

services to the user as a cloud service, to provide the end-users with monitoring 

information on their transaction and, thus, reducing the effect of security concerns. For 

the same reason, McCarthy et al. [16] introduced “compliance as a service” 

architecture, which is a cloud brokerage remediation service that checks non-functional 

security and compliance requirements. They aim at bridging the gap between agility 

and security, stating that the use of cloud does not guarantee security and legal 



 

45 

 

 

compliance, which are still the user’s obligation. Lastly, when it comes to service 

provisioning, automated installation of systems, and checking deployment rules, 

Krieger et al. [45] proposed an approach that enables modeling of reusable deployment 

compliance rules. Such rules are executed automatically to check declarative 

deployment models at design time. In the same context but for highly portable and 

provider-independent cloud applications, Carrasco et al. [46] introduced a model that 

supports applications, whose components are deployed on different providers. This, in 

turn, reduces the issues of portability, interoperability, and vendor lock-in. Overall, the 

software compliance in the cloud industry has similarities with the software industry, 

however, the cloud takes slightly higher level focusing on compliance concerns related 

to management and provisioning of software services, (e.g., security, privacy, service 

level agreement (SLA), adaptation, resilience, application deployment, distributed 

services). 

In the healthcare industry, software projects also encounter many regulatory 

challenges, in particular, with respect to privacy of personal data. There is a gap 

between compliance and software architecture [20]. The evolving regulatory 

requirements affect all phases of the software development life cycle (SDLC), while in 

most software development practices, ensuring compliance is performed at requirement 

level. To bridge such a gap, Gardazi and Ali [20] introduced a compliance-driven 

software architecture based on a set of information security regulations and non-

functional requirements. This helps achieving a compliance-aware software 

architecture. The majority of primary studies focus on security and privacy 

requirements represented by HITECH, HIPAA, PHIPA, and OECD. In this regard, and 

with the growing trend of home-based healthcare services, new compliance challenges 

have been raised in data collection, transferring, and sharing due to the geographical 

distribution of patients and their care providers. To address this issue, Li et al. [22] 

introduced the “CareNet” framework that bridges the gap between availability of 

software-defined infrastructure and compliance with regulatory requirements of a 

heterogeneous home-edge-core cloud for the home-based healthcare services. Further 

frameworks also attempt to bridge the gap between compliance and software 

architecture, by capturing the variability from legal sources and operating 

environments, real-time response, and modeling legal rules [20] [21] [74]. The growing 

development of smart healthcare services is a potential area to investigate in software 

compliance.  

Similarly, other industries including financial, manufacturing, automobile, aviation, 

and government look at compliance concerns from an industry-specific perspective. 

The financial industry focuses on compliance issues related to transparency, 

accountability, and control. Manufacturing, automobile, and aviation industries have 

some similarities in compliance concerns, because they share relatively similar industry 

requirements. Specifically, safety standards and functional reliability are critical 

requirements for these industries. We also found that software compliance concerns are 

the least discussed by primary studies in the context of governments. Instead, their main 

focus is on interoperability aspects of e-Government services. Due to this and the fact 

that governments are highly complex systems, there is room for research on compliance 

concerns in governments. In general, all the frameworks discussed by primary studies 
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are industry-dependent and cannot fit into one another. This means that implementing 

the same software project in two different industries is more likely to experience 

different compliance issues, which are decided by the industry itself. Therefore, taking 

into account the industry-specific compliance needs when designing a software 

architecture is crucial to flexibility and adaptability of the software. 

What all these frameworks share in common are the issues of changing 

requirements and policies, the gap between IT and laws, and the challenge of modeling 

policies and regulations in a way that can easily be reflected at the software level. 

However, based on compliance issues and frameworks discussed, we can classify 

industries into two groups. This classification is based on the level of details that the 

industries consider for their compliance requirements as well as the aspects that they 

look into. We classify software and cloud industries as one group, and all other 

industries as another group. Although there are some overlaps, the justification of this 

classification is that software and cloud industries tend to look at compliance concerns 

from the perspective of software development practices and service provisioning, while 

other industries look at the architectural level and from the industry-specific 

perspective. In other words, on the one hand, software and cloud industries discuss 

issues related to distributed teams, component licensing, SLA compliance, reliability, 

trust, service provisioning, and management. On the other hand, the other industries, 

including healthcare, manufacturing, finance, aviation and automobile, discuss 

software compliance at a higher level (i.e., compliance with industry standards, 

regulations, data sharing policies, and architectural perspective of software). Moreover, 

the proposed frameworks by primary studies are industry-dependent, emphasizing the 

importance of considering industry specific compliance requirements when designing 

a software architecture.  

5 Conclusion 

We used a systematic literature review, in order to survey existing frameworks and 

industry requirements regarding software compliance management. The review 

highlighted that many, different frameworks have been proposed for many industries 

to manage compliance of software and software services. There is no single solution 

that fits all scenarios and can be applied across all industries. Each industry has its own 

peculiarities, compliance requirements, and priorities, which need to be considered 

when managing software compliance accordingly. Nevertheless, there are common 

issues emphasized by many primary studies including the gap between compliance and 

software architecture, modeling policies and regulations, and enforcing those changes 

at a software level. Based on the analysis, there are two groups of industries that can be 

distinguished. The group composed of the software and cloud industries views 

compliance concerns from a component level, while the other group, which is 

composed of all other industries, looks at it from an architectural level. In other words, 

software and cloud industries focus on software compliance from a perspective of 

software development practices and service provisioning, while other industries focus 

on software compliance from a higher level perspective, which considers industry-



 

47 

 

 

specific requirements and regulations. In future work, we will provide an extended 

study on tools and technologies used to manage and enforce software compliance. 

    As there is little research on software compliance in some industries (e.g., financial, 

government, automobile, and aviation), these industries and others are areas for future 

research. Furthermore, other potential directions for future research are: First, tools and 

technologies used for management and enforcement of software compliance; Second, 

technologies used for policy and legal modeling and the extent to which advances in 

technologies like AI and blockchain can help addressing it; Third, studies of software 

compliance in the context of government software projects with respect to compliance 

requirements and challenges. 
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