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Abstract. The contribution provides general information on the
architecture of the National Research Computer Network (NIKS), operated
and developed by JSCC RAS on the assignment of the Ministry of Science
and Higher Education of the Russian Federation since 2019. The structure of
the service platform of NIKS in the context of the current state and
development prospects within the framework of the project of comprehensive
network modernization for 2021-2024 is presented. The opportunities
provided by NIKS for enhancement of a common digital space of scientific
knowledge of the country, increasing the level of accessibility, information
security and network protection of its resources and services are denoted.
Individual scientific services, information technology services and services
for collective use functioning on the basis of the NIKS infrastructure, built,
including on massively exploited technologies of federated authentication and
developed in cooperation with the global research and education community
are introduced and discussed. Special attention is paid to the national identity
federation of Russia in the field of science and education, implemented and
promising projects and services under its umbrella.
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1 Introduction

The solution of the urgent task of forming a highly demanded and massively accessible
Common Digital Space of Scientific Knowledge (CDSSK) based on advanced technol-
ogies [1-3] is largely linked to the advanced development of the global sectoral tele-
communications network, which is operated and improved in the interests of the sphere
of science and education, serving as a high-performance infrastructure and service plat-
form for storing, analyzing and exchanging scientific and technical information in the
implementation of research activities, the realization of joint projects with the provision
of reliable ubiquitous access to digital research and educational (R&E) resources in a
trusted and secure network perimeter.

The corresponding functions are traditionally assigned to the National Research and
Education Networks (NREN) existing in most developed countries of the world, which
are also responsible for ensuring high-speed network connectivity of R&E organiza-
tions in their countries, interconnection with foreign NRENs and network consortia
with increased requirements for the quality of service, access of target users to the
global ICT space, to public networks, the development and provision to users of spe-
cialized scientific services, information technology services and services for collective
use [4-6]. In this regard, it is enough to mention the R&E network consortia GEANT
(Europe), NORDUnet (Nordic countries), individual NRENSs — Internet2 (USA), DFN
(Germany), SURFnet (the Netherlands), RENATER (France), GARR (lItaly), which are
well known in the professional environment.

It is worth noting that the users of the leading NRENS, in addition to R&E organiza-
tions of different levels and departmental affiliation, are also institutions of culture and
art, medicine and health care, including libraries, museums, archives, medical scientific
and research institutes and centers, hospitals, as well as publishing houses of R&E lit-
erature as significant sources of data for CDSSK. According to the established world
practice of the functioning and development of NRENS, the demanded R&E resources
and services are mainly located in the infrastructure of such sectoral networks and in
some cases are available to users only when they are directly connected to them.

In our country, the functions of NREN are performed today by the National Research
Computer Network (NIKS, https://niks.su), created in 2019 on the instructions of the
Ministry of Science and Higher Education of the Russian Federation as a result of the
integration of sectoral networks that were independently operated for 25 years — the
federal university network RUNNet and the network of the Russian Academy of Sci-
ences RASNet [6-10]. In accordance with the order of the Ministry, the functions of
the administrator and operator of NIKS as NREN of Russia are performed by the Joint
Supercomputer Center of the Russian Academy of Sciences (RAS) — Branch of Federal
State Institution “Scientific Research Institute for System Analysis” of RAS (JSCC
RAS).
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2 NIKS: general information and features of the architecture

In terms of infrastructure, NIKS is a globally geographically distributed heterogeneous
data transmission network of a federal scale with a presence as of 2021 in 38 regions
of the country. NIKS directly provides telecommunication services to more than 150
state organizations of higher education and science, mostly subordinate to the Ministry
of Science and Higher Education of the Russian Federation [8, 9]. According to rough
estimates, more than 300 specialized Russian organizations participate in the exchange
of data between themselves and with foreign organizations (connected to their local
NRENS) using the infrastructure capabilities of NIKS.

12 leading Russian supercomputer centers of R&E (from the Top50 list,
http:/top50.supercomputers.ru), more than 150 centers for collective use of scientific
equipment (CCU), more than 100 unique scientific facilities (USF) are connected to the
network with the provision of barrier-free online access for users to such objects of
research infrastructure for collective use (within the framework of connecting the op-
erating organizations and if there is a principled opportunity).

On the basis of a global trusted data transmission medium, the network connectivity
of participants in scientific, scientific and technical and innovative interaction is imple-
mented, including federal authorities for R&E, research organizations and higher edu-
cation institutions, world-class research/R&E centers, competence centers of the Na-
tional Technology Initiative created within the framework of the National Project “Sci-
ence and Universities”, engineering centers, technology transfer centers.

With regard to the current level of technological development, it can be noted that
the backbone infrastructure of NIKS stretches from Amsterdam to Khabarovsk, while
the typical bandwidth of communication channels within Russia is from 1 to 10 Gbps.
The network has two independent connections to foreign NRENSs through the infra-
structure of the international consortia GEANT and NORDUnet with a bandwidth of
10 Gbps [6-10].

Built on the basis of NIKS (and its predecessor networks), long-term sustainable
interaction with European interstate consortia of R&E networks, historically perceiving
it as a Russian NREN, provides domestic organizations with opportunities for full par-
ticipation in international research projects, infrastructure support for joint research,
access through the implemented connectivity to unique scientific facilities of the Meg-
ascience class, demanded resources and services of foreign NRENS, provides opportu-
nities for the transfer of promising ICTs.

The NIKS ecosystem contains numerous sources of digital content for CDSSK, in-
cluding Russian R&E web resources and services, relevant sectoral state information
systems of the federal and regional levels, distance learning platforms, registries of
online courses of educational organizations, problem-oriented portals, electronic librar-
ies and archives, thematic and interdisciplinary digital collections of scientific data, etc.

One of the priority tasks of NIKS in the current realities is to provide ubiquitous
secure access for students and teachers to the intensively developed and implanted in
the education system of online learning platforms, including within the framework of
the currently implemented global integrating project “Modern digital educational envi-
ronment”. NIKS should be given a primary role in providing an infrastructure platform
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for organizing access in a secure segment to such objects of critical information infra-
structure in R&E, federal and state information systems based on certified solutions
using VPN technologies and nowadays encryption protocols for network traffic. In this
regard, it is impossible not to mention another complex digital project, which is cur-
rently being developed with the targeted support of the Ministry — “Digital platform of
researcher”.

The architecture of the NIKS platform, which it is advisable to consider as an infra-
structure and service basis for a unified digital environment in the sphere of R&E of
the country (Fig. 1), can thus be presented in the context of its following key compo-
nents and their corresponding tasks, focused primarily on to meet the constantly grow-
ing needs of target users and facilitate integration on the basis of the network of the
potential of the Russian professional community [8, 9]:

— high-performance network connectivity of participants with special requirements,
infrastructure-level services;

— trusted data transmission medium, barrier-free access to objects of research infra-
structure for collective use, to digital R&E content;

— infrastructure for digital platforms of the line Ministry, industry applied ICT plat-
forms, state information systems;

— promoting international cooperation in the field of education, science and tech-
nology;

— information security and federated authentication;

— wide range of specialized services for the R&E community.

Research and educational organizations

« Network connectivity of participants
« Trusted datatransmission medium
« Barrier-freeaccessto research projects and facilities
« Infrastructure for sectoral digital platforms
« Uniform policies and technical solutions
« Information security

« Federated authentication

Resources of Federal
executive authorities

Data Lakes, Data Hubs,
Digital collections,
Electronic libraries

—
z Eé__)
=

World-class centers,
Competence centers

Research infrastructure for collective use (SCC, CCU, USF)

Fig. 1. NIKS as an infrastructure and service basis for a unified digital environment
in the sphere of R&E

NIKS, within the framework of the comprehensive modernization of infrastructure
and global geographic expansion [8, 9], planned as part of the work on the National
Project “Science and Universities” for 2021-2024, is aimed at connecting most of the



79

leading R&E organizations of the country [11], the main participants of scientific, sci-
entific and technical and innovative interaction, placement in its trusted and protected
environment of the demanded objects of research infrastructure for collective use pri-
marily industry-specific supercomputer centers, large digital collections, digital plat-
forms developed under the auspices of the Ministry.

3 Service platform of NIKS

NIKS uses to solve problems on the current operation of the network, provides to users,
takes part in the implementation and development of both “traditional” network and
specialized “niche” services for R&E, for which the following classification has been
developed and adopted with an emphasis, including on the experience of leading for-
eign NRENSs [12]:

— infrastructure services;

— basic network services and telematics services;

— infrastructure monitoring and management services;

— information technology services;

— specialized services for R&E;

— professional services.

In the context of the construction of CDSSK that meets up-to-date requirements,
combining heterogeneous R&E resources located in a distributed network environment,
a special role, it seems, should be assigned to information and network security ser-
vices, collection and analysis of statistics on resource use, as well as federated authen-
tication, authorization and access control.

Federated authentication technologies are widely integrated into the public Internet
space and are used to seamlessly transition between massively demanded shared re-
sources of general use. With regard to the field of R&E, these technologies solve the
problem of creating and ensuring the functioning of a barrier-free trusted environment
to provide students, teachers, researchers with opportunities for ubiquitous access to
professional information (including with different rights and in the absence of a rigid
“binding” to organization-specific IP-addresses) [13-17].

Appropriate access control techniques and technologies have been developed and
successfully operated within the framework of identity federations, which are associa-
tions of service providers and identity providers that have joined the general regulation
in order to securely exchange information about users (when interacting with an ac-
count management system) and resources, and grant access to the latter in accordance
with the Single Sign On (SSO) conception [13, 14]. In this case, a single user credential
is used with the possibility of end-to-end authentication on different resources included
in the identity federation, which is performed once at the identification node of the
“home” organization (with which the user is affiliated).

Examples of resources proposed by large service providers with federated access
capabilities are Scopus and Web of Science citation databases, full-text databases of
scientific literature and periodicals such as Elsevier, Springer, EBSCO, Cambridge
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University Press, Wiley & Sons, IEEE, and individual digital collections with the re-
sults of unique case studies.

NIKS specialists have created a national identity federation called RUNNetAAl
(https://runnetaai.ru) [16, 17], which since 2018 has been participating in the interna-
tional project eduGAIN (https://edugain.org) — an interfederation that unites today 73
national federations around the world with more than 4300 nodes of identity providers
and more than 3200 nodes of service providers [5]. Within the framework of RUN-
NetAAl, federated access to Scopus and Web of Science, to the domestic Antiplagiat
system (https://antiplagiat.ru) and a number of other resources has been implemented
and functioning in the interests of Russian participating organizations.

It should be noted that federated authentication technologies allow, when establish-
ing the exchange of necessary meta-information between the providers included in the
identity federation, to generate objective, reliable and highly demanded statistics on the
use of various electronic resources, for example, within the framework of a centrally
funded national subscription to scientific information resources.

As other examples of information technology services and specialized application
services, including those with federated access, which are currently being operated and
developed or are planned for implementation on the basis of NIKS in the near future,
one can point to [8, 12]:

— international roaming service in Wi-Fi networks for the R&E community with
single credentials and authentication on the side of the “home” organization within the
framework of the international project eduroam (https://eduroam.ru) [15, 16, 18];

— service for secure access to NIKS and local networks of users from public Internet
networks (taking into account the experience of the international project eduVPN,
https://eduvpn.org);

— cloud services for collective use and collaboration (eduTEAMS, NextCloud, etc.);

— cloud services for distributed work with scientific data (archival and temporary
storage, virtualization, data exchange, processing and analysis, reuse);

— communication services in real time for conferences, seminars, personal profes-
sional communication (webinars, video conferencing, streaming broadcasts, replicating
the eduMEET solution, etc.);

— support services for actual methods and technologies of distance learning (digital
learning environments, online or blended education, access to E-content, videoconfer-
encing for education, student management systems, etc.);

— services for numerical computations, visualization and descriptive presentation of
results — integrated high-level environments in the form of sought-after “science note-
books” (Science Notebook as a Service, SNaaS).

The emphasis here is primarily on service solutions based on free and open source
software developed to a large degree by the community of NRENS representatives.

Among the planned for the creation and development of network and information
security services in accordance with the topic under discussion, one should mention the
comprehensive protection of the network infrastructure of NIKS, data centers, infor-
mation systems and services located in the contour of the network, the provision of
information security services in the interests of users and their digital resources, tech-
nologies and tools for effective protection against DDoS attacks.
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The above list of service solutions does not claim to be complete — for example,
promising (taking into account the profile activities and competencies of the staff of
JSCC RAS) applied services of high-performance computing and artificial intelligence
[19-21], development and testing on the basis of the NIKS infrastructure of new ICT,
services in the context of the increasingly popular blockchain technology in relation to
the optimization of the publishing process, reviewing scientific papers, grant projects,
applied Scientometrics, etc.

4 Conclusion

The National Research Computer Network of Russia, officially functioning as the coun-
try's NREN, is currently on the eve of a sharp leap in the development in accordance
with the federal-approved plan to modernize the main components of the infrastructure
and service platform.

NIKS should be considered today as a reliable and secure infrastructure basis and a
source of contemporary service solutions for the emerging common digital space of
scientific knowledge. Modernization of the NIKS telecommunications infrastructure
and significant expanding territorial accessibility will help to smooth the existing digital
divide between regions; will allow all scientists and researchers to get access to scien-
tific data of various nature and services to work with them, regardless of their place of
residence.

The enhanced service platform of NIKS, the emphasis on the use of federated au-
thentication technologies, time-appropriate information security tools, cloud computing
technologies of various delivery models, scientific services and services for collective
use forms a saturated trusted service environment of high availability, ensures the sat-
isfaction of the constantly growing digital requirements of target users both for their
own needs and during the implementation of joint scientific activities.

The publication was carried out within the framework of the state assignment of the
SRISA RAS “Conducting fundamental scientific research (47 GP)” on topic No. FNEF-
2021-0014. 0580-2021-0014” (Reg. No. 121031300097-1).
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