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Abstract

In this paper, we consider the possibility of distinguishing the movements of a person and
people by their gait based on data obtained from the accelerometer of a wearable device. A
mobile phone was used as a wearable device. The paper considers the features of recognizing
human movements based on a wearable device. A recognition algorithm based on a neural
network with preliminary data processing and correlation analysis is proposed. The volume of
the training sample consisted of 32 subjects with various physiological characteristics. The
sample size in the subgroup of four people ranged from 2000 to 3000 movements. The main
motor patterns for classification were the movements performed when walking in a straight
line and stairs with a load (a bag with a laptop weighing 3.5 kg) and without it. The direct
propagation network is chosen as the basic structure for the neural network. The neural network
has 260 input neurons, 100 neurons in one hidden layer, and 4 neurons in the output layer.
When training the neural network, the gradient reverse descent function was used. Cross-
entropy was used as an optimization criterion. The activation function of the hidden layer was
a sigmoid, and the output layer was a normalized exponential function. The presented
algorithm makes it possible to distinguish between subjects when performing different
movements in more than 90% of cases. The practical application of the results of the work is
relevant for automated information systems of the medical, law enforcement and banking
sectors.

Keywords
Automation, information system, movements, wearable device, phone, authentication,
parameters, classification, distinction

1. Introduction

The development of intelligent technologies in the field of processing, analysis and forecasting is
reflected in more and more aspects of human life. There are many methods of artificial intelligence:
methods of analysis and construction of expert systems, reasoning by analogy, Bayesian networks,
behavioral methods, neural networks, fuzzy systems, evolutionary methods, pattern recognition,
heuristic programming, multi-agent approach and etc. Artificial neural networks are one of the
promising areas of development. The integration of neural networks into complex systems allows you
to solve problems with unknown patterns, adapt to changes. When implemented in hardware, they have
a high potential in performance and fault tolerance. With the help of neural networks, such tasks as
clustering and classification, categorization, approximation, forecasting, optimization are solved [1].
The correct choice of the neural network structure and its training algorithm allows you to approach the
object of research more flexibly and find optimal solutions. The introduction of intelligent technologies
into information systems opens a new stage of development of the latter. In particular, automated
information systems that collect and process biometric information, including access control and
management systems, the banking and medical sectors, are a promising direction [2, 3, 4]. The desire
to obtain biometric data, remote biometrics and the development of wearable devices require the
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development of new algorithms for collecting and analyzing biometric data. There are many ways to
register human parameters [5, 6, 7, 8, 9]. Currently, the most common method of obtaining biometric
data is using a video camera and a microphone [10, 11, 12]. In addition, other methods of collecting
biometric indicators are actively developing. These methods are based on sensors built into personal
portable devices, such as a mobile phone or a smart bracelet [13]. The purpose of this work is to develop
technologies for collecting and analyzing biometric data in automated information systems to improve
the quality of user identification and authentication procedures, increase the effectiveness of
personalized health monitoring by identifying differences and changes in human movement parameters
based on the accelerometer data of a wearable device.

2. Features of motion recognition

The task of recognizing human movements (both recognizing movements in one person and
movements in different people — recognizing people) is reduced to their clustering and further
classification. During recognition, the received data about objects is divided into subsets. Within each
subset, the data samples should have the maximum similarity, and the data belonging to different classes
should have the maximum differences. Subsequently, the new data is evaluated as belonging to one of
the classes (subsets). The partitioning takes place on the basis of features. The input data can be: a set
of features, a distance matrix, time series [14]. The main methods of data classification are: decision
tree, Bayesian classifier, nearest neighbor method, support vector machine method, random forest
method, gradient descent and booting, logistic regression, tobit and probit [15].

The classification of human movements according to the data of one sensor is incorrect, because the
resulting sets overlap very much with each other. The solution of the problem makes sense under the
condition of classification of a limited number of movements. In this work, the classification uses signs
that determine the features of a person's gait in various conditions and indirectly include the parameters
of individual limb movements. That is, when moving, a large number of muscles, ligaments and joints
are involved in the work [16, 17]. In addition, the accuracy of the classification is affected by the
features of the method of registering movements, which are associated with changes in the registration
process of the location and orientation in the space of the sensor itself (which can be performed without
walking), the design and metrological features of the mobile device (the location and type of the
accelerometric sensor), the transformation of the projection of the acceleration of free fall into motion
parameters.

To obtain a set of signs on the basis of which it is possible to classify movements, studies were
conducted on a group of people aged from 15 to 67 years. In total, 32 male and female people with
different physiological characteristics (height, weight, posture) participated in the research. For the
experiment, the subjects were divided into subgroups (according to similar physiological
characteristics) of 4 people in order to analyze the quality of distinguishing the subjects and their
exercises from each other on the basis of the developed classifier. The volume of the training sample
was formed from movements that were performed under various conditions: the form of clothing (loose
and tight, different types of shoes), the location of the phone (front and back pockets of pants, near the
ear). The volume of the training sample within each subgroup ranged from 2000 to 3000 movements.
The main motor patterns for classification were the movements performed when walking in a straight
line and stairs with a load (a bag with a laptop weighing 3.5 kg) and without it. Thus, the main
movements performed in a person’s daily life were included in the training sample. The measurements
were made using the accelerometer of a mobile phone. This is due to its high prevalence at the present
time compared to smart bracelets. In addition, mobile phones, in comparison with smart bracelets, have
more developed functionality and extensive software in which the results of work can be implemented.

As a result of the conducted researches, it was found that the probability of correct discrimination
by the average value is no more than 0.19 when using a threshold detector. The correct difference in
the standard deviation is no more than 0.13. In the worst-case scenario (in loose clothing and sneakers),
based on the correlation receiver, at least 90% of movements can be distinguished at a threshold value
of the correlation coefficient of more than 0.8, in good conditions (tight clothing, shoes), this percentage
is achieved at a threshold of 0.7.



3. Classification of movements

The classification algorithm with preliminary data processing is shown in Figure 1.

For each user, movement patterns are selected and a neural network classifier is trained. The duration
of the maximum time of the template is taken as the value of the time window. All patterns are
normalized in amplitude and supplemented with zeros up to the duration of the maximum pattern (time
normalization). Further, during the operation, the data read from the phone's accelerometer is processed
within the time window. Each component (axis) of the accelerometer is processed separately. This
makes it possible to bring the dependence of the data on the sensor orientation to zero.
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Figure 1: Motion classification algorithm

The read data located within the time window is normalized. The average value and the standard
deviation of the time window data are estimated. After that, the correlation value of the time window
data and each of the templates is evaluated. If the correlation value exceeds the set threshold, the neural
network classifier is launched. During the research, it was found that the optimal threshold for the
correlation coefficient is a value from 0.75 to 0.8. Conducting a preliminary correlation analysis allows
you to discard some of the noise signals and improve the quality of the classifier. An example of the
structure of a neural network for distinguishing subjects within a group is shown in Figure 2.
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Figure 2: Example of the structure of a classifier neural network



The direct propagation network is chosen as the basic structure for the neural network. The number
of inputs is 260, of which 256 belong to the analyzed time window with a dimension of 256 of the
reference, the following parameters are fed to the remaining inputs: the correlation coefficient, the
average value, the standard deviation of the template and the data of the time window. The size of the
analyzed time window (256 counts) was chosen as the maximum duration of the performed movement
from all the exercises and persons of this research. In the future, in practice, this value may increase.

The neural network has 260 input neurons, 100 neurons in one hidden layer, and 4 neurons in the
output layer. The number of neurons of the output layer (4 pieces) corresponds to the number of persons
in the subgroup (each subgroup includes subjects with the closest physiological characteristics). The
distinction of this neural network is carried out for each subgroup separately. The distinction of persons
between subgroups is carried out using a correlation receiver. When training the neural network, the
gradient reverse descent function was used. The entire sample was divided into a training sample, a
sample for verification and testing in the following ratio: 70%, 15%, 15%. Cross-entropy was used as
an optimization criterion. The activation function of the hidden layer was a sigmoid, and the output
layer was a normalized exponential function.

The results of testing the neural network are shown in Table 1 with a different number of neurons in
the hidden layer.

Table 1
The results of testing the neural network

Number of hidden layers 1 5 10 25 50 75 100 125 150 200 225
Probability of correct 0.73 0.8 091 092 093 094 095 095 0.95 0.95 0.95
discrimination

As an example, the results of training a neural network are presented in Figure 3.

A graph of the error dependence on the epoch for the stages of training, verification and testing of a neural network. The best value at the
verification stage is 0.016306 in the epoch 86
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Figure 3: Neural network training results
The results of the proposed algorithm for classifying one of the subgroups of subjects for all types
of movement are presented in Figure 4.
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Figure 4: Neural network training results

Thus, as a result of the conducted research, it was found that even in the worst-case scenario, in
which the subjects were in loose clothing and sheakers (which adds more noise components to the
accelerometer signal and smoothes individual gait features by softening the step), the presented
algorithm allows to distinguish the subjects when performing various movements in more than 90% of
cases. This also applies to the most monotonous movements — going down and up the stairs and when
walking with a mobile phone near your ear. The distinction of the subject's own movements is 100%.

4. Conclusion

In the course of the research, it was found that the use of a single accelerometric sensor of a mobile
phone makes it possible to distinguish between individual movements of a person and movements made
by different people. It should be noted that the proposed algorithm for distinguishing movements allows
you to separate one movement from another under different conditions, which are characterized by the
degree of fit of clothing to the body, the complexity of the path. To improve the quality of distinguishing
movements and people, the neural network can be additionally trained in the process of functioning.
However, for further development, it is necessary to conduct a larger number of subjects with different
physiological characteristics and include a larger number of different interfering factors in the
experimental methodology. Nevertheless, the implementation and development of the proposed
algorithm in practice will increase the functionality of automated information systems of the medical,
law enforcement and banking sectors.

5. Acknowledgements

The work was carried out with the financial support of the grant of the President of the Russian
Federation No. MK-1558.2021.1.6.

6. References



[1] T. Commissariat, Artificial intelligence, Physics world 34(5) (2021) 1-17. doi:10.1088/2058-
7058/34/05/24.

[2] C. Lei, Y. Chuang, Privacy protection for telecare medicine information systems with multiple
servers using a biometric-based authenticated key agreement scheme, IEEE Access 7 (2019)
186480-186490. doi:10.1109/ACCESS.2019.2958830.

[3] Z. Mehmood, A. Ghani, G. Chen, A. S. Alghamdi, Authentication and secure key management in
E-health services: a robust and efficient protocol using biometrics, IEEE Access 7 (2019) 113385-
113397. d0i:10.1109/ACCESS.2019.2935313.

[4] N. V. Dorofeev, A. V. Grecheneva, V. S. Buzhinsky, Assessment of human gait parameters base
on accelerometer data, Biomedical Engineering 55 (2021) 92-96. doi:10.1007/s.10527-021-10078-
y.

[5] G. L. Marcialis, P. Mastinu, F. Roli, Serial fusion of multi-modal biometric systems, IEEE
Workshop on Biometric Measurements and Systems for Security and Medical Applications, 2010,
pp. 1-7. d0i:10.1109/BIOMS.2010.5610438.

[6] A.E. Sulavko, D. A. Volkov, S. S. Zhumazhanova, R. V. Borisov, Subjects Authentication Based
on Secret Biometric Patterns Using Wavelet Analysis and Flexible Neural Networks, XIV
International Scientific-Technical Conference on Actual Problems of Electronics Instrument
Engineering (APEIE), IEEE, Novosibirsk Russia, 2018, pp. 218-227.
doi:10.1109/APEIE.2018.8545676.

[7] Vandana, N. Kaur, A Study of Biometric Identification and Verification System, International
Conference on Advance Computing and Innovative Technologies in Engineering (ICACITE),
IEEE, New Deli India, 2021, pp. 60-64.

[8] S. Raju, V. Udayashankara, Biometric person authentication: A review, International Conference
on Contemporary Computing and Informatics (IC3l), IEEE, Mosore India, 2014, pp. 575-580.
d0i:10.1109/1C31.2014.7019771

[9] S. K. Singla, M. Singh, N. Kanwal, Biometric System - Challenges and Future Trends, 8th
International Conference on Computing for Sustainable Global Development, INDIACom, New
Delhi India, 2021, pp. 647-651.

[10] D. S. Krutokhvostov, V. E. Khitsenko, Password and continuous authentication by keyboard
handwriting by means of mathematical statistics, Cybersecurity 24 (2017) 91-99.
d0i:10.21681/2311-3456-2017-5-91-99.

[11] A. E. Sulavko, E. V. Shalina, Biometric authentication of users of information systems by keyboard
handwriting based on immune network algorithms, Applied Informatics 14 (2019) 39-45.

[12] M. Faundez-Zanuy, J. Fierrez, M. A. Ferrer, M. Diaz, R. Tolosana, R. Plamondon, Handwriting
Biometrics: Applications and Future Trends in e-Security and e-Health, Cognitive Computation
12, 1 September (2020) 940-953. doi:10.1007/s12559-020-09755-z.

[13] N. V. Dorofeev, A. V. Grecheneva, The assessment of gait features according to the data of a
portable acceleration sensor in an intelligent monitoring system, IOP Conference Series: Materials
Science and Engineering 873 (2020) 1-7. doi:10.1088/1757-899X/873/1/012017.

[14] J. Jia-jia, D. Fa-jie, W. Xian-quan, An Efficient Classification Method of Mixed Sources, IEEE
Sensors J. 16-10 (2016) 3731-3734. doi:10.1109/JSEN.2016.2533622.

[15] D. S. Cherezov, N. A. Tyukachev, Review of the main methods of classification and clustering of
data, Vestnik VSU. System analysis and information technologies 2 (2009) 25-29.

[16] D. V. Skvortsov, Clinical analysis of movements, Gait analysis: Publishing house of SPC -
Stimulus, Ivanovo, Standartinform, Moscow, 1996, pp. 344.

[17] 1. A. Sutchenkov, Informativeness of biomechanical parameters in pathological walking before
and after the course of electrostimulation of muscles during walking, Russian Journal of
Biomechanics 2 (1999) 1-5.



