
66 
 

Analysis of the Impact of Information Security on the 
Performance of Decision Management Process 
 
Andrey I. Kostogryzov1  

 
1 Federal Research Center “Computer Science and Control” of the Russian Academy of Sciences, 44/2 Vavilova 
Street., Moscow, 119333, Russia 

  
Abstract  
The approach for analyzing an impact of a violation of information security requirements on 
the performance of decision management process in terms of predicted risks is proposed. The 
use of the proposed approach helps to identify "bottlenecks", reduce risks in decision 
management process, taking into account the requirements for system information security, 
and justify conditions and period, in which guarantees of risks retention within admissible 
limits are maintained. The usability of the approach is illustrated by examples.   
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1. Introduction 

The main goal of decision management process is to provide an analytical basis for definition, 
characterizing and evaluating a variety of alternative decisions, choosing the most preferred decision 
and the ways of practical actions at any stage of the system life cycle. In the conditions of existing 
uncertainties, various risks arise that require rational management, including risks associated with 
violation of system information security requirements. Despite many works on risk management for 
different application areas (see, for example, [1-20]) the problems associated with the analysis of 
various impacts on the performance of decision management process and on output results in terms of 
predicted risks continue to be relevant.  

In this paper an universal methodological approach to do the probabilistic analysis of an impact of 
information security on the performance of decision management process is proposed. It includes a 
description of general propositions, review and recommendations for probabilistic modeling 
(considering [1-20]), the approach to the estimation of integral risk, examples connected with decision 
management process in application to ISO 15704 “Enterprise modelling and architecture — 
Requirements for enterprise-referencing architectures and methodologies” and interpretation 
comments about a calculated impact of a violation of information security requirements on the 
performance of architectural decisions.  

2. General propositions 

In general, the main output of decision management process are:  
- decisions that require alternative system analysis;  
- the alternative ways of actions;  
- preferred decisions and the ways of actions; 
 - the documented rationale of decisions, conditions and assumptions made during the process.  
In the life cycle of systems, both the reliable performance of decision management process itself 

and the system information security proper to this process should be ensured.  
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To predict proper risks the approach for modeling decision management process is proposed 
below. According to ISO Guide 73 risk is understood as effect of uncertainty on objectives 
considering consequences (an effect is a deviation from the expected — positive and/or negative). 

3. The recommendations for modeling 

To predict the risks for a given prognostic time 𝑇𝑇  it is proposed to use the following quantitative 
probabilistic measures: 

𝑅𝑅rel(𝑇𝑇 )− the probability of failure to reliable perform decision management process without 
consideration of threats to system information security; 

𝑅𝑅sec(𝑇𝑇 ) − the probability of violating system information security requirements; 
𝑅𝑅int (𝑇𝑇 )− the integral probability of failure to reliable perform decision management process 

considering   system information security.  
To calculate the risk measures, the entities under study can be considered as a system of simple or 

complex structure. Models and methods for risks prediction use data obtained "upon the occurrence of 
events", according to the identified prerequisites for the occurrence of events, and data collected and 
accumulated statistics and possible conditions for their implementation of the process.  

A simple structure system for modeling is a system consisting of a single element or a set of 
elements logically combined for analysis as a single element. The analysis of a simple structure 
system is carried out according to the «Black box" principle, when the inputs and outputs are known, 
but the internal details of the system operation are unknown. A system of a complex structure for 
modeling is represented as a set of interacting elements, each of which is represented as a «Black 
box" operating under conditions of uncertainty.  

In general case the modeling is based on using concept of the probabilities of "success" and/or 
"unsuccess" (risk of "failure" considering consequences) during the given prognostic time period. 
There are recommended some «Black box” models for which  probabilistic space (Ω, B, P) is created 
(see for example [1, 3, 6, 7, 13, 15] etc.), where: Ω - is a limited space of elementary events; B – a 
class of all subspace of Ω-space, satisfied to the properties of σ-algebra; P – is a probability measure 
on a space of elementary events Ω. Because, Ω={ωk} is limited, there is enough to establish a 
reflection ωk→pk =P(ωk) like that pk≥0  and 1=∑

k
kp . Using these probabilistic models the measures 

𝑅𝑅rel(𝑇𝑇 ) and 𝑅𝑅sec(𝑇𝑇 ) can be estimated considering uncertainty conditions, periodical diagnostics, 
monitoring between diagnostics, recovery of the lost integrity for «Black box”.   

Applicable models for predicting such different risks, including the ways for generating models for 
complex  system with parallel or serial structure,  see in [1, 3, 6, 7, 13, 15]. These models can be used 
for analyzing the impact of information security on the performance of decision management process.  

4. Estimation of integral measure 

The integral probability of failure to reliable perform decision management process considering 
system information security 𝑅𝑅int (𝑇𝑇 ) for the period T is proposed to be calculated by the formula: 

𝑅𝑅int (𝑇𝑇) = 1 − [1 − 𝑅𝑅rel(𝑇𝑇 )] · [1 − 𝑅𝑅sec(𝑇𝑇 )].     (1) 

Here the probabilistic measure 𝑅𝑅rel(𝑇𝑇 ) is the probability of failure to reliable perform decision 
management process without consideration of threats to system information security and 𝑅𝑅sec(𝑇𝑇 ) is 
probability of violating system information security requirements. They are estimated according to 
recommendations of section 3 considering the possible damage (the condition of independence 
between the random time before failure in performing the decision management process and the 
random time before violating system information security requirements is supposed). 
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5. Examples 
5.1. General 

Without deviation from the general understanding of the proposed approach, the examples are 
given with reference to the standard decision management process in application to ISO 15704 
“Enterprise modelling and architecture — Requirements for enterprise-referencing architectures and 
methodologies”. The examples demonstrate the proposed approach to analyzing the impact of 
information security on the performance of decision management process.  

Let some enterprise of hazardous production form a complex of architectural decisions according 
to the recommendations ISO 15704 on the general architecture of the enterprise. Separately, they 
define: architectural and organizational decisions focused on people; process-oriented architectural 
decisions; architectural decisions focused on the applied technologies. 

Without going into the details of the considered architectures, the complex structure of 
architectural decisions for modeling is presented by Figure 1. 

 

 
Figure 1. The complex structure of the architectural decisions 
 
The elements of the modelled system are: 
1st element  - architecture for a group of people involved in making analytical decisions; 
2nd element - architecture for the working staff of the enterprise; 
3rd element - the architecture of system equipment operation process; 
4th element - the architecture of system equipment maintenance process; 
5th element - the architecture of production safety technologies; 
6th element - architecture for the maintenance of production safety technologies. 
According to definition reliable perform the necessary actions of decision management process 

(without consideration of threats to system information security) is provided during a given  period, if 
during this period the actions needed are reliable performed "AND" for the architectural and 
organizational decisions focused on people (by elements 1, 2), "AND" for process-oriented 
architectural decisions (by elements 3, 4), "AND" for architectural solutions focused on the applied 
technologies (by elements 5, 6). The given prognostic period itself for an individual element can be 
interpreted as referring both to the stage of creation (for threats inherent in this stage) and to the stage 
of operation in the future (for potentially possible threats). By modeling the acceptability of 
architectural decisions and guarantees of risk retention within admissible limits are confirmed. 

 Let taking into account possible damages, the objectives of risk prediction are formulated by the 
company's management as follows: 

- to quantify the risks of violating the reliability of the process performance without taking into 
account the requirements for system information security (both piecemeal and for a complex 
of architectural decisions); 

- quantify the risks of violating system information security requirements (both piecemeal and 
for a complex of architectural decisions); 
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- quantify the risks of violating the reliability of the process  performance, taking into account 
the requirements for system information security (entirely for the complex of architectural 
decisions); 

- estimate such a period during which the guarantees of retaining risks within admissible limits 
are maintained;  

- identify critical conditions in the development of various threats. 
Example 1 is devoted to prediction the risk of violating the reliability of the process performance 

without taking into account the requirements for system information security. Example 2 is devoted to 
prediction the risk of violating the requirements for system information security. Example 3 illustrates 
the prediction of the integral risk of violating the process performance taking into account the 
requirements for system information security. 

5.2. Example 1 

The risk of violating the reliability of the process performance without taking into account the 
requirements for system information security is estimated for modelled structure of Figure 1. At the 
same time, the threats associated not only with the causes of human errors at the decision-making 
levels, but also hypothetical threats associated with the consequences of these errors at the stage of the 
enterprise's operation are taken into account. The generated input data for modeling, which cover each 
of the 6 composite elements, are presented in Table 1. 

 
Table 1 
Example 1 input for modeling complex structure by the model (see models in [13, 15])    

Input 
for the model  

Values and comments 
for 1st /2nd elements for 3rd /4th elements for 5th/6th elements 

σ - frequency of 
the occurrences of 
potential threats 

  1 time in a year  
/ 1 time in a year  

(there are threats of 
human errors or due to 
health problems of the 

staff) 

1 time in a year (this is 
commensurate with the 

equipment failure 
frequency  during 
operating time)  

/ 1 time in 5 years (this 
is due to rare failures in 

the process of 
maintaining the system 

equipment)  

1 time in 2 years (this is 
commensurate with the 

frequency of 
technological failure  

during operating time)   
/ 1 time in 5 years (this is 

due to rare failures in 
the process of 

maintaining the 
technological safety)  

β  - mean 
activation time of 
threats 

2 weeks (this is 
commensurate with the 

time of mathematical 
modeling for making 

decision) 
/ 5 years (this is 

commensurate with the 
mean time between 
failures in decisions 
implementations)   

12 months (this is 
commensurate with the 
mean time for gradual 

failure considering 
equipment 

maintenance)   
/ 6 months (this is 

complained of 
capabilities to operate  

in outdated 
environment) 

1 month (this is 
commensurate with the 
mean time for gradual 
failure considering the 

maintenance of 
technological safety)   

/ 6 months (this is 
complained of 

capabilities to operate  
in outdated 

environment)  
Tbetw - time 
between the end 
of diagnostics and 
the beginning of 
the next 
diagnostics 

 8 hours / 8 hours 
(this time is determined 

by the regulations for 
monitoring the 

readiness of personnel)  

1 hour / 1 month 
(this time is determined 

by the regulations for  
control, except 

technological safety)  

1 hour / 1 month 
(this time is determined 

by the regulations for    
technological safety 

control) 
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Input 
for the model  

Values and comments 
for 1st /2nd elements for 3rd /4th elements for 5th/6th elements 

Tdiag - diagnostics 
time 

10 minutes / 10 minutes 
(this is  the mean time 
of medical personnel 
examination before 

work) 

30 seconds/30 seconds 
(this is commensurate 

with the automatic 
equipment integrity 

monitoring) 

30 seconds/30 seconds 
(this is commensurate 

with the automatic 
monitoring of 

technological safety) 
Trecov - recovery 
time 

1 hour / 1 hour  
(this is the mean time to 
replace a person with a 

stand-in) 

30 minutes (including 
system reinstallation)  

/ 1 week (including the 
search for new 

contractors to system 
maintenance) 

1 day 
(including recovery of 

technological operation)  
/ 1 week (including the 

search for new 
contractors to system 

maintenance) 
T - given 
prognostic period 

From 6 months to 2 years  
(to estimate such a period during which the guarantees of retaining risks 

within admissible limits are maintained) 
 
Probability of failure to reliable perform decision management process without consideration of 

threats to system information security is estimated by the model [..]. The analysis of calculation 
results showed that during a year this probability will be about 0.040 for all complex of decisions - 
see Figure 2. If the prognostic period  is increased from six months to 2 years, the risk increases from 
0.018 to 0.083 (see Figure 3). For an acceptable risk at the level of 0.05, a period of up to 15 months 
is justified, in which guarantees of risk retention within admissible limits are maintained in the 
conditions of the example 1 (see Table 1). 

 

 
Figure 2. The probability of failure to reliable 

perform decision management process during a 
year without consideration of threats to system 

information security - 𝑅𝑅rel 𝑖𝑖 (𝑇𝑇 = 1year )  

 
 

Figure 3. Dependence 𝑅𝑅rel (𝑇𝑇 ) on the 
prognostic period 𝑇𝑇 lasting from 6 to 24 

months   

At the same time, the "bottleneck", the characteristics of which need to be analyzed for risk 
reducing, is only the 1st element - this is the architecture for a group of people associated with making 
analytical decisions (for managers, designers, designers, engineers, analysts, integrators). The 
identification of this "bottleneck" becomes the reason for an additional system analysis to reduce the 
risk. The simplest option is to combine efforts in solving the same problem on the part of several 
persons involved in making analytical decisions. These efforts imply mutual control and coordination 
of activities. And from the point of view of modeling, instead of the 1st element, the 1st subsystem 
appears in the structure, represented as two parallel elements – see Figure 4.  
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Figure 4. The risk of failure to reliable perform decision management process (without 

consideration of threats to system information security) is decreased (left), and guarantees of risk 
retention within admissible limits (≤0.05) are increased (right)   

 

All the input data for each of the parallel combined elements of the 1st subsystem are the same as 
for the 1st element from Table 1. As a result of additional modeling, it was revealed that due to the 
measures taken, a 42% reduction in the risk of violating the reliability of the process performance 
without taking into account the requirements for system information security and an increase by 27% 
of the period for which guarantees of risk retention within acceptable limits are preserved (from 15 to 
19 months – see Figure 4).  In practice, it is these measures (combining the efforts of several persons 
in the parallel solution of one task with mutual control and coordination of the prepared solutions) that 
lead to the reliable performance of the process under consideration. The example shows only a 
quantitative estimation of such measures in terms of predicted risks (for each element). 

5.3. Example 2 

Additionally the real and hypothetical threats to system information security are considered – see 
Figure 5 and input data in Table 2.   

 
Figure 5. The structure of the simulated system in the form of a complex of architectural solutions 

in terms of accounting for information security requirements 
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Table 2 
Example 2 input for modeling complex structure by the model [13,15]   

Input 
for the model 

Values and comments 
for 1st /2nd elements for 3rd /4th elements for 5th/6th elements 

σ - frequency of 
the occurrences of 
potential threats 
to information 
security  

  1 time in a year  
/ 1 time in a year  

(there are threats to 
information security 

from the staff) 

1 time in a year (this is 
commensurate with the 

equipment failure 
frequency  during 
operating time)  

/ 1 time in 5 years 
(there are threats to 

information security in 
the process of 

maintaining the system 
equipment)  

1 time in 2 years (this is 
commensurate with the 

frequency of 
technological failure  

during operating time)   
/ 1 time in 5 years (there 

are threats to 
information security in 

the process of 
maintaining the 

technological safety)  
β  - mean 
activation time of 
threats up to 
violation of 
information 
security 

2 weeks (this is 
commensurate with the 

time of using 
vulnerabilities in the 
part of information 

security) 
/ 5 years (this is 

commensurate with the 
mean time between 

failures connected with 
information security)   

1 day / 1 day  
(it is assumed that due 
to masking, the sources 

of threats are not 
activated immediately, 
but with a certain delay 

of at least  
1 day)   

 

1 day / 1 day  
(it is assumed that due 
to masking, the sources 

of threats are not 
activated immediately, 
but with a certain delay 

of at least  
1 day)   

 

Tbetw - time 
between the end 
of diagnostics and 
the beginning of 
the next 
diagnostics 
connected with 
information 
security 

 1 day / 1 day 
(this time is determined 

by the regulations for 
monitoring the 

readiness of personnel)  

1 hour / 1 hour 
(this time is determined 

by the regulations for 
software and assets 
control in the part of 
information security, 
except technological 

safety)  

1 hour / 1 hour 
(this time is determined 

by the regulations for    
technological safety 
control in the part of 
information security) 

Tdiag - diagnostics 
time 

30 seconds/30 seconds 
(automatic control of 

personnel according to 
information security 

requirements) 

30 seconds/30 seconds 
(automatic control of 
software and assets 

according to 
information security 

requirements) 

30 seconds/30 seconds 
(automatic technological 
safety control according 
to information security 

requirements) 

Trecov - recovery 
time after 
information 
security violation 

5 minutes / 5 minutes  
(including system 

reinstallation) 

5 minutes / 5 minutes 
(including system 

reinstallation)  

5 minutes / 5 minutes 
(including system 

reinstallation) 

T - given 
prognostic period 

From 6 months to 2 years  
(to estimate such a period during which the guarantees of retaining risks 

within admissible limits are maintained) 
 
The analysis of the calculations results showed that in probabilistic terms, the risk of violating 

information security requirements during the year will be about 0.071 for the entire complex of 
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architectural solutions (see Figure 6), amounting to 0.034 for the 1st element ("bottleneck"), 0.021 for 
the 3rd element, and no more than 0.010 for the 2nd, 4th, 5th and 6th elements. 

With an increase in the prognostic period from six months to 2 years, the risk increases from 0.040 
to 0.140 (see Figure 7). For an acceptable risk at the level of 0.05, a period of up to 8 months is 
justified, in which guarantees of risk retention within acceptable limits are maintained in the selected 
architectural solutions characterized by the conditions of the example from Table 2. 

 

 
Figure 6. The probability of violating system 

information security requirements  
- 𝑹𝑹𝐬𝐬𝐬𝐬𝐬𝐬 𝒊𝒊 (𝑻𝑻 = 𝟏𝟏𝐲𝐲𝐬𝐬𝐲𝐲𝐲𝐲 ) 

  

 
 

Figure 7. Dependence 𝑹𝑹𝐬𝐬𝐬𝐬𝐬𝐬 (𝑻𝑻 ) on the 
prognostic period 𝑻𝑻 lasting from 6 to 24 months 

 
The "bottleneck" is connected with element 1. The reason for the "bottleneck" is the accepted 

model of the violator (see Table 2, the value for β  - mean activation time of threats up to violation of 
information security), who is able to use within 2 weeks the admitted information security 
vulnerabilities in architectural solutions connected with analytical decision makers.  

5.4. Example 3 

In continuation of Examples 1 and 2, the integral probability 𝑹𝑹𝐢𝐢𝐢𝐢𝐢𝐢  (𝑻𝑻 ) of failure to reliable 
perform decision management process considering system information security is calculated using the 
recommendations of section 4.  

Considering that 𝑹𝑹𝐲𝐲𝐬𝐬𝐫𝐫 (𝑻𝑻 = 𝟏𝟏𝐲𝐲𝐬𝐬𝐲𝐲𝐲𝐲 ) = 0.028 and  𝑹𝑹𝐬𝐬𝐬𝐬𝐬𝐬  (𝑻𝑻 = 𝟏𝟏𝐲𝐲𝐬𝐬𝐲𝐲𝐲𝐲 ) = 0.071,  by formula (1) 
 

𝑹𝑹𝐢𝐢𝐢𝐢𝐢𝐢  (𝑻𝑻 = 𝟏𝟏𝐲𝐲𝐬𝐬𝐲𝐲𝐲𝐲 )  = 1 ─ (1 ─ 0,028)·(1 ─ 0,071) ≈ 0,097. 
 

For commensurate damages in resulting value of integral risk 0.097  the risk of violating system 
information security requirements (0.071) is 2.5 times higher than the risk of  failure to reliable 
perform decision management process without consideration of threats to system information 
security. Comparing with the admissible level of 0.05, we can state that the calculated risks exceed 
the acceptable risk (in probability value). It means the rationale that the system decisions are not 
balanced and the improvement of decision management process is needed (connected with 
architectural and organizational decisions focused on people, process-oriented architectural decisions, 
architectural decisions focused on the applied technologies). And the main goal is to reduce the risk of 
violating information security requirements. 

Thus, the examples 1-3 demonstrate the impact of information security on the performance of 
decision management process by risks measures. 
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6. Conclusion 

The proposed methodological approach allows to analyze an impact of a violation of information 
security requirements on the performance of decision management process. It uses the measure for 
uncertainty conditions – the integral probability of failure to reliable perform decision management 
process considering system information security. Considering threats to system information security 
the approach use helps to confirm that the planned or applied system decisions are balanced (or not), 
to identify "bottlenecks" and the ways to reduce risks in decision management process, and justify 
conditions and period, in which guarantees of risks retention within admissible limits are maintained, 
taking into account the requirements for system information security.   
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