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Abstract

The purpose of this study is to demonstrate the use of Russian guidelines for computer threat
assessment to organize information security exercises. The study deals with the cyber
exercises as a relevant class of online learning in information security. The authors analyzed
the definitions and shown specific features as well as classifications of cyber exercises. They
reviewed the codes, regulations, and guidelines applicable to cyber exercises, described
systematics underlying the cyber exercise scenarios. MITRE ATT&CK and FSTEC
guidelines on information security threat assessment are compared in brief. It is concluded
that Russian guidelines can be used to develop cyber exercises scenarios. We provided an
example of a Russian CTF competition and presented a CTF competition scenario compliant
with the Russian guideline.
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1. Introduction

It is commonly believed that the basics of learning by simulation of real crises (which can include
targeted cyber-attacks) were determined by John Dewey in 1938. [1, 2]. In the military field this
approach, called exercises, was used much earlier: Few people do not know the saying of the great
military leader Aleksandr Suvorov "What is difficult in training will become easy in a battle", as
stated in the regulation on military training of troops in 1794.

Currently, the applied capabilities for simulation of real-life situations for training purposes have
changed fundamentally with the general computerization, testing of online work, and introduction of
computer simulation packages for thematic media (e.g. critical information infrastructure facilities),
etc. The transfer of crisis simulation into the field of information security has given the rise of a new
discipline, that is, cyber competitions and exercises. In creating and implementing cyber exercises,
methodologists usually rely on information security systematics of American origin, in particular
those developed by NIST and MITRE. In this publication, the authors give an example of cyber
exercises based on the Russian FSTEC threat assessment procedure [3, 4].

2. Introduction to Definitions

At present, the definitions of cyber exercises are still in their infancy and originate, of course, from
the military field. For example, MITRE [5] refers to exercises to simulated military cyber operations
(involving planning, preparation, and execution) aimed to train and evaluate the organization with a
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focus on an information security program. NIST [6] notes that exercises should be a simulation of an
emergency designed to test the IT plan, primarily the roles and responsibilities of personnel. The ITU
interprets the goals of cyber exercises as improving the coordinated response to cyber incidents in
dealing with cyber threats [7]. According to ISO 22398, exercises can be used to verify documents,
train, clarify and educate personnel on roles and responsibilities, improve coordination and
communication, improve individual performance, etc. [8]. The term is elaborated in ECSO [9], which
defines cyber exercises as a planned activity in which an organization simulates cyber-attacks,
information security incidents, or other types of breaches to test the cyber capabilities of the
organization, starting from the ability to detect a security incident to the ability to respond adequately
and minimize any associated consequences (Fig. 1).
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Figure 1: Cyber Exercises as an Interdisciplinary Activity

Based on the descriptions of cyber security exercises [2, 10-13], cyber exercises should include the
following specific activities:

e  Simulate an information security emergency;

e Evaluate actual and real (rather than hypothetical) threats, vulnerabilities, and computer

security attacks,

e Use a comprehensive training program, including a game scenario that can be developed

during the game,

e Improve both staff awareness, roles and responsibilities, coordination, and ability to make

decisions in abnormal situations.

As for the last item, it should be noted that exercises require practicing decision-making based on
the knowledge obtained [14], for example in any situation that is not described in the incident
management and computer attack response manuals [15-19].

It is well known that cyber exercises personnel is represented by some teams, usually the
following: Red team - attackers, Blue team - defenders, Green team - administrators, White team -
organizers, Yellow team - researchers, etc. (Fig. 2).
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Figure 2: Cyber Teamwork

The objectives and expectations of cyber exercises are determined by specific goals and
capabilities, and may, for example, include the following:

e  Train technical personnel in the use of information security tools,

e Increase cyber security awareness,

e  Practice the management of decision-making while responding to incidents,

e  Practice communication processes within the team of defenders,

e  Check the adequacy of the organization's incident response regulations, etc.

A cyber range normally includes the following segments [9-20]:

e  Base segment: high-performance servers that can run dozens or hundreds of virtual servers

simultaneously, as well as a virtualization system;

e Virtual infrastructure for protection and attack: network equipment, servers, and workstations,

information security tools;

e  Supporting infrastructure;

e  Scoring system (refereeing system).

3. Regulations and Guidelines

Regulations provide answers to the following questions:

e  When are cyber exercises necessary?

e  How should they be conducted?

As far as the first question is concerned, it should be pointed out that the staff of organizations
shall be trained and information security audits recommended (primarily a penetration test by
simulating real attacks). As we know, in most countries of the world these matters are regulated by
the state. In Russia, information security audit requirements (including penetration tests) are explicitly
defined by the security regulators in the banking sector (Bank of Russia standard) and critical
information infrastructure (Orders of FSTEC of Russia). Necessity and frequency of personnel
retraining and advanced training are determined by Resolutions of the Russian Government
(Resolution of the Government of the RF No. 79, Resolution of the Government of the RF No. 171,
Resolution of the Government of the RF No. 313) and specified in recommendations and regulations
of information security regulators.

Cyber exercises matters are most specifically described in the MITRE document [5]. In addition,
ISO 22390 regarding general IT exercises [8] and French publications dealing with business
continuity exercises [21].

It should be noted that these documents imply the classification of cyber exercises to form tasks,
expectations, teams, etc.



4. Classifications

Based on the literature (e.g. [2, 20, 22]), the authors propose the following classification (Fig. 3):
e  Types of exercises and degree of abstraction (theoretical, real),

Level of publicity (closed, opened),

Target (business continuity, CIA),

Target audience (management, administrators, users),

Types of scenarios (CTF competition, multi-tasking, role-based)

Classes of attacks (techniques and tactics),

Scale (organization, industry, etc.).

theoretical
-
real
closed
@ D e dl SOItS Of attacks
open

techniques&tactics

stages
business continuity
target indicator Cyber exercise
CIA
management organization
administrators audience B ammmmmm—" —> industry
users intergalactic

CTF competition

multitasking types of scenarios

role-playing
Figure 3: Cyber Exercise Classification
The above classification covers fundamental exercises which may include the following [6, 23]:

1. Discussion based:
e Table Top (TTX),

e (Games,
o  Workshop,
Seminars;

2. Operations based:
e Checking management, control, and coordination,

e Drill,
e Full-field exercises,
3. Mixed.

In terms of scope and themes, most open exercises focus on critical information infrastructure
(CII) or cyber warfare [24, 25].
Figure 4 shows statistics of European cyber exercises in the field of Cll [2].
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Figure 4: European Cll Cyber Exercises
Based on the publications of National Cyber Range (created by Rostelecom as part of the Digital
Economy of Russia program), large-scale Cll security exercises have already been performed in

energy and banking industries, and studies of the oil and gas, telecommunications, transport, and
metallurgy industries have been announced (Fig. 5).
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Figure 5: Russian Cll Cyber Exercises

Below is an example of a typical scenario for cyber exercises in an organization [26]:
Connecting the organization's employees to the community,

Phishing with remote administration software,

Planting USB with remote administration software,

Network attacks on externally accessed IT infrastructure,

Hidden transmission of data from the network using standard protocols, such as DNS,

e Attempts to physically obtain confidential information from employees using social

engineering techniques.

Industry exercises could be organized to repulse some kind of cyber-attack, such as APT Tonto
and TA428 if the objective is to protect intellectual property, or Cobalt and Carbanak hacker groups
in case of banking exercises. In this regard, it is convenient to use the attribute characteristics of APT
attacks presented by MITRE to create a cyber exercises scenario.



In this paper, the authors present a full-scale exercise integrated with qualification tests, Capture
the Flag (CTF). It should be noted that the origins of such exercises were formed back in 1996 at the
Defcon conference.

We will note the characteristic features of CTF exercises:

e  Teams are offered a set of tasks on information system security testing, forensics, information

search and analysis, password selection and exploitation of combinations of vulnerabilities,

cryptography, steganography, etc;

e  Successful completion of a task is a set of symbols (flag). For example, a flag can be an

administrator's password, contents of a file accessible only by a certain user, decrypted value, etc;

e Flags are recorded in a special refereeing system, which automatically calculates points for

each team.

These tasks - the scenario - are either expertly generated (based on the organizers' experience) or
are linked to computer attack systematics, which, according to the authors, include the following:

e  NIST Framework (company maturity and/or milestones),

e Lockheed Martin Cyber Kill Chain (cyber-attack phases),

e MITRE ATT&CK (attackers' post-behavior),

e FSTEC of Russia: procedure for assessing threats to information security (list of threats).

For example, [18] discusses in detail the formation of various kinds of cyber exercises in relation
to the NIST Cyber Framework. The highlight of the project is the consideration of the maturity of
companies involved in exercises. The table developed in the said study is presented in Fig. 6.
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Figure 6: Cyber Exercise on Preparedness

Until recently, the most cited model in the literature was the 7-stage Cyber Kill Chain model. In
this case, cyber exercises are organized about the phases of cyber operations [27-29]. For example,
similar systematization is shown in [30].

Current studies related to scenario identification and demonstration focus on the use of behavioral
methods of attacks (post-incident is considered). In this case, the scenario is related to the MITRE
ATT&CK taxonomy. This taxonomy currently includes 14 tactics (target stages) and 144 techniques
(attack execution methods) [27, 31, 32].

The authors propose a similar approach to developing a scenario based on the threat model
adopted in Russia. The current threat assessment procedure of the Russian FSTEC includes 10
targeted attack stages used to develop scenarios for information security threats [3]:

e T1. Information collection [33],



T2. Initial access,
T3. Introduction and execution of malware,
T4. Access securing,
T5. Malware management,
T6. Privilege increase,
T7. Activities hiding,
T8. Provision of access to related systems,
T9. Collection and withdrawal of information from the system,
T10. Unauthorized impact or access (target impact).
There are 145 ways of implementing the specified target stages.
In principle, it is not difficult to compare the above approach with ATT&CK systematics. Due to
the limited scope of publication, the authors compared only one target stage T4.

Table 1
Examples of Russian normative legal acts comparison of ATT&CK and FSTEC systematics

T4. Access securing

FSTEC MITRE ATT@CK

T4.1. Unauthorized creation of accounts T1136,T1212

T4.2. Using in-built OS remote access tools T1133,T1021

T4.3. Covertly installing and running OS remote access tools T1133,T1021, T1219
T4.4. Masking connected devices as legitimate devices Close to T1036
T4.5. Making appropriate entries in the auto start components  T1542, T1053, T1547, T1037
T4.6. Compromising device firmware T1542.001, T1495
T4.7. Backing up malicious code to hidden areas none

The following is an example from the Russian cyber exercises.

5. Example of Using an Information Security Threat Model

Regarding the Russian cyber exercises market, it is arguable that cyber exercises can already be
presented as a service, e.g.:

1. Cyber exercises as infrastructure. Here, the national cyber exercises ground could be given as an
example.

2. Cyber exercises as a platform. An example would be the Ampire boxed product developed by
the Infotex group of companies.

3. Cyber exercises as a product. Products of dozens of Russian companies, producing a wide range
of data protection tools, involved in the exercises, can be referred to this class. We are talking about
SIEM, IDS/IPS, VA tools, and firewalls.

The latter includes the CTF cyber exercise Echeloned Defence (Defence in Depth exercise),
initiated by the Patriotic Youth Movement of Russia. Thus, the competition included 3 levels of
participants: juniors, students, and undergraduate students. In 2019 there were 147 participants in 25
teams and in 2020 the competition included more than 100 teams. Scenarios were created by the
threat model recommended by the FSTEC of Russia [3]. An example of a scenario for the above
exercises is shown in the matrix (Fig. 7).
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Figure 7: CTF Cyber Exercise Scenarios within the FSTEC Methodology

6. Conclusion

This overview allows for making some brief conclusions.

1. Cyber exercises are a relevant form of incident-based training. An important feature of cyber
exercises is full alignment with online learning, which became usual during the pandemic. At the
same time, CTF competitions are currently the most popular in universities.

2. There is global awareness of the formation of cyber exercises scenarios that are currently based
on evolving attack systematics, most notably ATT&CK. However, the paper shows that scenarios can
be created based on threat models, including the Russian procedure.

3. It may be argued that a market for cyber exercises has developed globally and in Russia,
including cyber exercises as a service (cyber exercises as infrastructure, cyber exercises as platform,
and cyber exercises as product). There are a wide range of proprietary (paid) and open source
products for conducting or organizing exercises. Many companies producing security products
(SIEM, IDS/IPS, VA, FW) have free software for universities.
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