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Abstract

To maintain our network’s security and fight cybercrime, we must stay up to date with the latest
technological initiatives. Nowadays, DDoS (Distributed Denial of Service) attacks include monetization
and other risks and improvements in BGP (basic global protocol) routing have helped to combat these
attacks. It is essential that we take all possible measures to maintain a safe space for online activities.The
purpose of this work is to develop a botnet prevention system that leverages the advantages of Software
Defined Networking (SDN) along with the Blockchain. Here, we develop a mechanism to detect and
mitigate botnets using blockchain and SDN. The results and performance shows that the proposed
approach works efficiently.
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1. Introduction

Botnets are malicious software-infected computer networks that are controlled as a group.
They constitute a serious network danger [1, 2]. Botnets are active on more than 16-25 percent
of internet-enabled devices, according to studies [21, 22]. Spam Messages, distributed denial
of service attacks, unauthorized access, snooping, spoofing and other similar assaults are all
possible on these networks [23, 24]. In the case of distributed denial of service attack, businesses
and network resources can have severe results. Therefore, there are two basic approaches
to DDoS prevention [30]. First and foremost, to protect your network from these types of
attacks. Second, avoid turning your network resources into botforces or botnets that conduct
attacks on other, mostly unnoticed, businesses. The growing number of devices throughout
the world poses numerous issues in terms of connectivity, security, and management, not to
mention the possibility of these devices being part of a notorious botnet force. An attacker’s
most essential weapon in botnet formation is a large number of devices. As a result, connected
devices, smart transportation systems, smart health, energy, and IoT enabled vehicles represent
the biggest potential for botnets. Some measures are proposed for preventing our device from
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Figure 1: Architecture of SDN

becoming a DDoS attack launcher[31]. Approve and authenticated Devices that satisfy basic
security standards, enforcing policies and the resources with which they communicate and
also permitted devices that satisfy minimum requirements for security. As per authors in [25],
advanced features of blockchain is used to address this requirement in architecture. The next
criterion is to include scheduled scanning and remediation, which is a time-consuming activity
that adds overhead. With this in mind, we have presented a technique for networks that takes
advantage of SDN’s programmability and management capabilities, as well as the blockchain’s
data security capabilities. The blockchain is essentially a distributed ledger which is constantly
updated throughout the world wide networks. It may download flow rules from the SDN
controller blockchain network (figure 1) and look for modifications, unusual behaviour, or
traffic bound for a certain destination (innocent network), as well as detect DDoS botnets in the
works. It is capable of detecting DDoS botnets as well as traffic directed at specific targets. It
can detect changes to the system data plan, any changes to topological features, and the state of
flow mode communication to identify malicious updates. The fundamental contribution of this
research is summarised as follows: We have created a new blockchain based system that alerts
the administrator if their network has been infected with botnet malware. This allows for quick
botnet removal before the attack can cause any significant harm to your business/organization.
The security elements of our work have been deployed, examined, and studied from numerous
perspectives. The remainder of the paper is organised as follows. In section II, related work, and
in section III, the core recommended architecture for botnet avoidance, Section IV is dedicated
to implementation, and finally section V concluded the research work.

2. Related Work

There has been a lot of work done in the field of DDoS security [5, 12, 27]. In the reference
paper [3], the authors introduce ZombieCoin, a means for botmasters to communicate bots
via control information which is stored in bitcoin. The attackers use the bitcoin system to



plan and send command and control (C&C) to bots. The authors in [4] enquiries the botnet’s
long-term survivability and problems like Spamming, phishing, identity theft, and different
CC mechanisms were discussed along with their detection measures including internet relay
protocol, Honeypots and other IDS/IPS. In paper [6], the researchers talked that the existence
of botnets which facilitates majority of unlawful operations, including DDoS attacks, phishing,
malicious code distribution, spam messages and mails for illicit content exchange. In paper
[7], the authors discussed about an immutable ledger which performs similarly to blockchain
to improve energy efficiency without mining which is used to secure devices but the results
show that the technique has slow down the processing rate. The work in paper [9] is based on
a smart contract. It was decided that the future coupling of blockchain with SDN will result in
substantial changes in the business after researching the blockchain mechanism for facilitating
services and resources between devices in a cryptographically verifiable manner. In reference
paper [10], this work proposes a new approach for upgrading a flow rule table for the forwarding
devices known as DiscblockNet that uses a blockchain technology to securely check a version of
the flow rule table, validate the flow rule table, and download the latest flow rule table. Modeled
Discblock Nets for the defence and prevention of threats like ARP spoofing and DDoS. In
Reference paper [14], A secure distributed fog node architecture is proposed that leverages SDN
and blockchain techniques and is then extended to the cloud to provide real-time processing
security and high availability to reduce end-to-end data transmission delays. Furthermore, in
order to support smart health-care applications and services that use smart sensors, this study
provides a software-defined system architecture for raw data handling. Then, because all blocks
are visible to the patient’s doctor and other network members, blockchain is used to protect the
patient’s recorded processed data. Botnet C&C mechanism Associated work Agobot, SDBot,
and SpyBot[15] are examples of first-generation botnets that communicate using the Internet
Relay Chat network. Rustock, Asprox, and Zeus were examples of second-generation botnets
that exploited HTTP-based C&C communication. Botmasters have also begun to use Domain
Generation Algorithm (DGA) instead of web addresses and then move on to Domain Flux, in
which botmasters use DNS records to bind multiple destination IP addresses to a domain name.
P2P networks, which are employed by Conficker, Storm botnet, and Nugache [16], constitute the
third key C&C framework. For extreme impacts, some use multiple solutions, such as Conficker,
which exploits both HTTP and P2P networks. Darknets, cloud, and social media platforms are
some of the esoteric C&C methods used by botnets. [17] The Flashback Trojan has a Twitter
account. Whitewell Trojan makes use of Facebook [18]. Yahoo Mail is used by IcoScript[19].
Google Docs is used by Makadocs[20].

3. Proposed Approach

Every SDN controller is part of a distributed blockchain network. In this instance, all connected
controllers can share authenticated information (flow rules) at any moment. By authenticating
and verifying the version of the flow rule table, the controllers in blockchain will update it. It
also gets most recent flow rule table for any devices connected to a switch. Those who have been
approved and meet the security requirements have been triggered. Whenever authorised data
was passed among controllers, any undesired data was generated by them, it was a symptom



of a prospective DDoS attack on another network. With the help of Parser Flow Rules, the
messages for incoming packet like PACKET IN, for statistics like STATS REPLY, foe flow mode
like FLOW MOD, and for feature reply like FEATURES REPLY, can be monitored whether data
is sent from our network to a supecious network. Also the topology builder identifies changes
to the system at data plane layer and network topology due to security regulations which helps
for detecting traffic that is headed to a potentially dangerous location. It’s possible that the
attacker is attacking any innocent network utilising network. In this ways, if attackers intend to
covert a normal devices into botnet to launch the DDoS attack, then the proposed work prevent
our devices from becoming a botnet.

4. Implementation and Experiments

We tested the proposed architecture with various network topologies and traffic loads using
the mininet [26] emulation tool. A python-based Ryu controller was used in our experiment.
Four Ryu controller instances run on different Virtual Machines (VMs) and are connected via
virtual connections to allow inter-VM connectivity. An instance of mininet emulator, is attached
to each VM’s controller. By building off-band channels using virtual linkages between Ryu
instances, we were able to communicate information of blockchain for making synchronization
in control plane. Fabric-SDK-Py, a python implementation of hyperledge [28] that is available
on Github, is used by each Ryu controller instance to create blockchain information channels
and unite them as peers. In contrast, in-band channels for communication are extended by
Generic Routing Encapsulation (GRE) tunnels between networks switches running inside each
mininet instance of each VM. To create traffic for a DDoS flooding assault, we employ the
Stacheldraht [29] programme. Different assaults, such as TCP/SYN floods, UDP floods, and
ICMP floods, are launched based on the quantity of flows. The LogMod and SecPoliMod modules
accurately detect devices in botnets. Any switch can retrieve a set of device flow rules. Any
device delivering data to an undesirable destination or as part of a botnet can benefit from the
flow rules in each switch. To avoid becoming a botnet member, the controller implements flow
rules on any switch where potentially undesired traffic may originate. From the figure 2, it
can be seen that after implementing our scheme the rate of flow can be reduced since we have
controlled the devices so that they can not be converted into bots. Also figure 3 depicts that the
proposed scheme works better and give a good throughput after applying the scheme.

5. Conclusion

SDN and blockchain technology hold a lot of promise for solving security. Using these tech-
nologies, we proposed botnet prevention approaches in this paper. Using the amalgamation
of SDN and blockchain strategies, it checks the flow rule and based on the matched rules , the
flow table will be updated. An authorised flow table may be downloaded at any moment, and
blockchain features prevent devices from becoming botnet slaves.
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