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Abstract

The presented work contains recommendations for collecting a digital trail of phishing
attacks. Some examples of algorithms for collecting a digital trace, studied indicators, and
collected data are considered. The features of working with a digital trace are given. The
authors also provide a set of functions that an attacked system must have in order to
successfully collect evidence of a phishing attack. There are also specific recommendations
for working in the area of increasing user awareness in this area.

The aim of the work is both to simplify the collection of evidence of such attacks, and to
study the possibility of increasing the security of interaction between participants in network
educational projects that are the object of social engineering attacks now. For this purpose,
the examples given are tied to the properties of the object under study and are considered
based on practical recommendations.
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1. Introduction

Working with digital traces of attacks is one of the most important components of assessing their
consequences and managing incidents as a whole process and forensic applications [1, 2], including
from the legal side (for example, [3]). At the same time, different types of attacks generate different
typical digital traces. It is advisable to single out both typical for certain attacks and for certain objects
of the tactics of collecting a digital trace.

Considering the various phishing attacks [4-5], one can draw attention to the different types of data
collected:

e technical data (device and process identifiers, packet and letter headers, etc.);

e organizational data (attacked positions and positions, departments and structural units);

e social data (parameters of social connections).

At the level of interaction with the attacked, parameters such as the response time to an attack
(incident) associated with phishing, as well as the amount of damage from an attack (incident),
expressed in various dimensions (time of elimination of consequences, damage economics, etc.) can
also be used.

The sequence of data collection is negotiated separately. It is generally easier to collect technical
parameters, which can also be collected automatically. For a phishing attack, a useful property in
terms of collecting digital traces can be a common entry point to the system - a mail server or a
general forum, file storage, which allows you to implement a single point of data collection.

Social and organizational parameters should be determined either on the basis of a comparison of
technical data and, for example, an organizational structure (say, IP addresses and a network map
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associated with the organization's business processes), or on the basis of expert assessments and user
surveys. It is also allowed to use forecasting of such parameters using statistics of attacks (incidents).

2. Indicators of Compromise

Therefore, for phishing attacks on various types of objects, one can distinguish both methods of
identifying their consequences (indicators of compromise) and detecting an attack in the course of its
implementation.

If we talk about indicators of compromise, then first of all they will show not the progress of the
phishing attack itself, but the signs of its implementation. This means that such traces should be
collected mainly in technical parameters - mail server logs, letter headers, anomalous operations. For
example, logging in to a particular account or, say, launching certain software can be signs of this
type of attack.

The main ways to collect indicators of compromise can be:

e  Retrospective analysis of collected records. The goal will be to identify sequences of actions

that begin with abnormal use of entry points or abnormal user feedback to requests.

e |terative analysis of signs of compromise in various sources of collected data. The goal is

both to find deviations and to poll users to confirm or deny the malicious intent of these

deviations.

e Assessment of interactions. Users can be exposed to various types of phishing attacks at any

given time. Therefore, it is necessary to evaluate changes in the interaction of users with external

and internal data sources.

e Automation of work with heterogeneous sources of records. Collected records of different

formats should be analyzed in a consistent manner to reduce response times.

In general, the problem of working with indicators of compromise for a phishing attack is the
difficulty of predicting its development. In fact, working with traces of an attack, one can allow
significant damage and encounter certain opposition, including the destruction of traces of an attack
(intentional or unintentional) on the part of the attacker.

3. Digital trace of the attack

A digital trace will be a set of interrelated records, including those containing indicators of
compromise, including for targeted attacks [6, 7]. The key features of using the collected digital trace
will be response time and the success of detecting an attack (incident).

The following possibilities of collecting a digital trace can be distinguished:

e The collection of a digital trace is planned at certain "key points", which will be selected

based on the model of interaction between the user and the system (depending on data flows,

access control, an attacker's algorithm of actions, as well as predictive models of attack
development, if such were foreseen and implemented in system).

e Formation of a digital trace should take into account the peculiarities of data exchange for a

specific research object.

e Analysis of the digital trace should be possible at various stages of interaction - from the

current values at the time of collecting the digital trace to the level that allows us to talk about the

effectiveness of the actions of one or another participant in the field of secure data exchange and
work with them.

4. Collecting information - basic steps

The key to successfully collecting digital trace data is working with the steps involved in
generating attack data. An approximate sequence of steps for collecting data could be as follows:

e A unified data collection methodology should be formed. It should be accompanied by clear

instructions for each type of phishing attack and each type of target; if appropriate (you cannot

apply a generic methodology).
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e Responsible for collecting information should be appointed. In fact, you will also need to
work with the authority of those in charge to eliminate obstruction of collection by other
employees.

e Digital trace collection tools such as SIEM or log collection systems are defined.

e Databases (knowledge bases) are formed containing various types of indicators of
compromise for phishing attacks specific to a particular object.

e Methods of notification about fixed indicators of compromise are being formed. Methods of
communication should also be provided for exchanging information about possibly detected
attacks.

e  Thus, the coverage by research algorithms of the total array of records collected in the field of
the studied processes will be formed.

5. Evaluating the effectiveness of an attacker's actions

The overall effectiveness of the attacker's actions can be a consequence of the success of
individual elements of the attack and should be assessed in accordance with certain logic.

The sequence of steps in the assessment should look like this:

e  Assessment of possible targets of the attack - assets or resources.

e  Assessment of possible problems, the solution of which may reduce the effectiveness of the

attack. For specific issues (for example, low user awareness of information security tasks), an

iterative assessment procedure should be provided.

e  Assessment of the possible tasks of the attacker.

e  Analysis of solutions applicable for a phishing attack aimed at a specific object.

As a result, metrics should be formed for the situation of a phishing attack, as well as
countermeasures that reduce its effectiveness. Feedback (calculating or predicting response times)
should also be evaluated and tested.

Applying this course of action should generate the following results:

e the risks of actions for the target of the attack (a specific employee, department) are assessed

based on the tasks solved and the resources spent, the key of which is the risk of failure to achieve

the goal, thus, the formation of a digital trace at this stage can be focused on calls to resources or
assets and requests for specific tasks;

e a decrease in the number and lifetime of incidents that interrupt the process under study,

depending on the organizational structure of such an incident and the reasons that cause it, which,

when forming a digital trace, requires taking into account errors and failures in the execution of the
attacker's task, including in small groups or as part of a network collaboration ;

e increasing the document ability (collection of records and evidence) of the process, which in

turn improves quality management;

e  collection of supporting and fixing documents and records;

e collection of input data for various business processes of the attack object.

6. Implementing indicators of compromise as components of the digital
trace

Let us consider further examples of implementation of indicators of compromise as components of
a digital trace. As an example, we will consider attacks on a mass mailing system for an educational
resource (1); attack through the exchange of mail messages (2); attack on the educational forum (3).
The goal of forming a set of indicators, as mentioned earlier, will be to increase user awareness and,
through it, increase the security of data exchange within the framework of using the educational
resource.

For educational resources such as forums, education management systems, and mass mailings,
when viewed as the target of a phishing attack, there are many opportunities to collect digital traces.
The positive properties of such an object are a single entry point for the attacker and the ability to
control content; negative — the impossibility of blocking (prohibition) of some actions preventively.
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Raising awareness through the collection of a digital trace and its study, including in a playful
way, is one of the basic technological processes of the awareness raising process, often analyzed in
scientific publications [8]. The work on gamification in the field of security education at the
university correlates with similar work done by specialists who train employees in countering certain
types of attacks [9]. The specifics of a particular type of activity can also be taken into account to
assess the features of the digital trace, for example, a given type of technical support [10]. Game
options for educational purposes can also be considered [11-13]. At the same time, it is possible to
take into account the features of detecting a phishing attack, for example, by methods based on
machine learning, the most significant examples of phishing attacks are identified and their
parameters are used in the future as components of the digital trace [14, 15].

If we turn to the types of objects (1) - (3), then we can distinguish the following components of the
digital trace that are characteristic of them:

Obiject type (1):

e archives of letters for retrospective analysis;

Source and destination IP addresses;

electronic signatures and certificates, as well as statistics of their use;
facts of loading and changing content;

facts of creation, removal and modification of links;

facts of masking links and pre-texting;

reverse request facts and analysis of such requests;

spam filters triggering;

statistics of transitions and calls to specific resources.

As can be seen from the list, for an object of type (1), it is possible to single out the focus of the
attacker's work, focused on injection into public resources. At the same time, he seeks to verify the
data uploaded to the mass mailing and mask the signature of the phishing attack.

Obiject type (2):

e the purpose of the appeals;
email headers;
archive of letters for retrospective analysis;
signatures of attacking actions in emails and configurations;
configuration of the mail server (servers);
archive of network traffic;
triggering an attack detection system;
firewall triggering;
statistics of clicks on links;

Attachment download statistics.

The type of object under consideration (2) is a classic object for studying in phishing attacks. Here,
indicators of compromise should be used primarily to identify attacked mail server accounts and
assess the actions associated with them, including as part of a retrospective analysis of records of
various system logs.

Object type (3):

e archives of forum posts and trends for retrospective analysis;

e [P addresses of sources and recipients, as well as identification data of user profiles and their

accounts;
electronic signatures and certificates, as well as statistics of their use;
facts of loading and changing content;
facts of creation, removal and modification of links;
facts of masking links and pre-texting;
reverse request facts and analysis of such requests;
statistics of blocking accounts and requests for blocking, as well as the timing and

consequences of blocking (using account cloning, etc.);

e  statistics of transitions and calls to specific resources.

For an object of type (3), the fact of decentralization of control is often essential for an attacker.
Global moderators can detect the fact of an attack after its implementation, while local moderators of
forum threads may not pay attention to the triggering of automatic warnings (if any). At the same
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time, it is advisable to work both with archived data (including recording the ignoring of system
warnings by local moderators) and assessing the response time (separately for a local moderator; for a
global moderator; for the system as a whole; for automatic response tools).

An example of collecting a digital trace, taking into account forecasting, can be the use of the
following indicators and types of data (for an example of interaction through communication channels
in a network educational project):

In database format:

e number of tracked users;
number of tracked data types;
coverage of user actions by controlling means;
number of indicators of compromise;
the state of the object before the attack;
the state of an object after an attack (or on a specific control point).

In digital attack trail format:

identifier or other designation of the attack;
statistics of detected attack attempts;
attacked accounts;

successfully attacked accounts;
successfully blocked accounts;

statistics of reflected attacking actions;

the state of the object before the attack;

e the state of the object after the attack.

As a result of the consideration, it can be noted that the formation of a digital trace even for such a
standard object as an educational resource, and even for such a well-studied attack with fixed attack
vectors such as phishing, can present significant complexity. It is associated both with the
shortcomings of tools for detecting digital traces of an attack, and with a lack of user awareness and a
high threshold for reaction to attacking actions.

7. Conclusions

The analysis of data on the possibilities of collecting a digital trail of phishing attacks, suitable for
educational resources, has been carried out. Various variants of data are selected, which may be
components of the digital trace, applicable in this task, their description and recommendations for use
are given.

A brief overview of the implementation of collecting a digital trail of phishing attacks for
individual attack targets has been completed. The possibilities and points of collection of the digital
trace are presented.

The analysis of the possibilities of collecting a digital trace is carried out, taking into account the
peculiarities of its application as data to increase user awareness.

The usefulness of the data presented lies in the methodological and algorithmic support for
collecting a digital trace, and specifically indicators of phishing attacks, for the purpose of response
and awareness raising.
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