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Abstract  
Data protection has always been a key issue in wireless sensor networks. However, with the entry into 
force of the General Data Protection Regulation (GDPR) on 25 May 2018, new requirements to the 
collection, transmission, and protection of personal data have been added to the handling of data in 
wireless sensor networks. This is due to the spread of IoT and Wireless Body Area Sensor Networks 
(WBAN)  in smart homes, smart cities, applications that track physical activity and human health where 
the most of the data collected, transmitted, and processed are not only personal but also fall into the 
category of sensitive data defined in the GDPR. Accordingly, the risks of losing this data are much higher, 
and minimizing the loss of packets with such data is a particularly urgent task. The methodology for 
improving the performance of networks, focused on reducing packet loss is given on the example of 
sensor networks. The bottleneck of sensor wireless networks is access to a shared physical medium. 
There are many protocols to control access to the physical environment, the protocol choice can be 
important in terms of packet loss. The L-MAC sensor network protocol, which belongs to the class of 
scheduled protocols, and the B-MAC protocol, which belongs to the category of contention based, were 
studied and compared. For specific networks, results of the research showed a significant dependence 
of the number packets lost on the choice of MAC-sublayer protocol and on the protocol settings. When 
configuring the protocol, the SlotDuration parameter was used as a variable during network 
optimization. Research conducted using the Discrete Event Simulator OMNeT++ and INET framework.  
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1. Introduction 
The use of sensor networks has spread particularly rapidly in the IoT, smart cities and homes, and 
in medicine and the daily lives of most people in recent years. More and more gadgets that we use 
every day collect certain data and share it with each other. Sensors of temperature and humidity, 
gas and water, heartbeat, and human pressure in real-time exchange information with our 
smartphones and computers, which allows you to remotely control your home, prevent 
emergencies, or monitor human well-being. However, with the entry into force on May 25, 2018, 
the General Data Protection Regulation (GDPR) added to the generally accepted requirements for 
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data transmission over wireless networks, which are caused by the requirements of the GDPR. In 
particular, one of the main requirements is the security of the personal data of the user, which are 
processed by the controller. 

The article considers the problem of improving the security of data transmission in wireless 
sensor networks, namely - the process of controlling access to the physical environment during 
the transmission of sensitive personal data of the user in real-time. To reduce the risk of losing 
personal data during transmission, it is necessary to minimize the number of lost packets, thus 
avoiding their retransmission. 

The main contributions of this paper can be summarized as follows: 

• identified the types of personal data and sensitive personal data transmitted in wireless 
sensor networks, as well as described the features of working with them by the GDPR; 
• it is revealed that the performance of the MAC-sublayer for the wireless sensor network 
depends on the media access protocol category and is different for different network size; 
• it is also has been shown that that use of the protocol L-MAC, which belongs to the 
scheduled protocols, can provide total number of packets received 40 % more than when using 
the B-MAC protocol from the category of contention based; 
•  based on simulation, the conditions under which the parameter optimization for the B-
MAC and L-MAC protocols could significantly decrease packet loss on MAC-sublayer, are 
determined. 

2. Related Works 
With continuing developments in miniaturization and battery design, wireless sensor networks 
(WSN) are poised to become common technology in our daily lives. Low cost and flexibility of 
deployment make WSN well suited for a wide variety of military, environmental, healthcare, and 
commercial applications. Some WSN applications, such as monitoring patients in hospitals or 
weapons targeting in battlefront require end-to-end data confidentiality [1-3]. 

Wireless transmission method in wireless sensor networks has put forward higher requirements 
for private protection technology. 

Data protection in WSN is one of the main requirements that must be provided at the highest 
level. There are various methods and approaches for data protection in wireless sensor networks. 
However, since WSN are made up of many resource limited sensor nodes, they are typically unable 
to sustain the high volumes of data transmissions. In particular, to reduce communication overhead 
in term of number of messages transmitted in the sensor network and to reduce computational 
overhead due to arithmetical operation in providing encryption and decryption in private data 
aggregation, in [4] proposed a privacy-preserving data aggregation in WSN. 

In [5] proposing to use in-network data aggregation, where sensor data from multiple nodes 
can be combined before being forwarded to neighboring nodes; and thus, energy consumption can 
be reduced significantly. But in situations where sensor nodes privacy is non-negotiable, data 
aggregation cannot be implemented at the cost of security. Therefore, there is a strong need for 
secure data aggregation protocols designed to fit the unique properties and considerable constraints 
of WSNs. In [5] proposed a novel solution for the secure aggregation of data in WSNs based on 
probabilistic homomorphic encryption. By combining with a unique encoding function, their 
solution guarantees the privacy of sensor data, while also greatly reducing communication costs. 

However, aggregation is a very energy-intensive operation that significantly reduces energy 
efficiency of WSN. Energy efficient privacy preserving data aggregation is important in power 



constrained wireless sensor networks. Existing hop by hop encrypted privacy preserving data 
aggregation protocols does not provide efficient solutions for energy constrained and security 
required WSN due to the overhead of performing power consuming decryption and encryption at 
the aggregator node for the data aggregation and the increased number of transmissions for 
achieving data privacy. The decryption of data at the aggregator node will increase the frequency 
of node compromise attack. Thereby aggregator node reveals large amounts of data to adversaries. 
Therefore, in [6] was proposed privacy homomorphism-based privacy preservation protocol 
achieves non delayed data aggregation by performing aggregation on encrypted data. Thereby 
decreases the node compromise attack frequency. The main aim of research was to provide a 
secure data aggregation scheme which guarantees the privacy, authenticity and freshness of 
individual sensed data as well as the accuracy and confidentiality of the aggregated data without 
introducing a significant overhead on the battery limited sensors [7]. 

According to the packet loss problem of private protection algorithm based on slice technology, 
in [6] was described the data private protection algorithm with redundancy mechanism, which 
ensures privacy by privacy homomorphism mechanism and guarantees redundancy by carrying 
hidden data. It selects the routing tree generated by Collection Tree Protocol as routing path for 
data transmission. By dividing at the source node, it adds the hidden information and also the 
privacy homomorphism. At the same time, the information feedback tree is established between 
the destination node and the source node. In addition, the destination node immediately sends the 
packet loss information and the encryption key via the information feedback tree to the source 
node. As a result, it improves the reliability and privacy of data transmission and ensures the data 
redundancy [8, 9]. 

The protection of personal data transmitted via WSN can be considered as a separate task. After 
all, a huge number of indicators that are transmitted from different sensors in a smart home or 
within a smart city can be used to identify users, analyze their behavior and make automated 
decisions. Starting from May 25, 2018, all these actions must be regulated by the GDPR and meet 
its requirements [10-11]. 

A smart home is a building in which ubiquitous computing and information technology are 
deployed to expect and respond to the occupants' needs and to enhance their every day’s life. To 
achieve this goal, smart homes rely on WSN for collecting all kind of personal data. Nevertheless, 
information privacy is one of the most sensitive issues for users nowadays. Therefore, it becomes 
of utmost importance to ensure this privacy in smart homes. This is particularly challenging 
because of the specific characteristics of WSN (e.g. limited resources: energy, storage, 
computation, communication) and the specific smart home environment. In [7] overviewed 
existing techniques for content-based privacy and contextual-based privacy in smart home 
environments according to a set of proposed criteria.  

Also, now Wireless Body Area Sensor Networks (WBAN) are becoming more and more 
popular and have shown great potential in real-time monitoring of the human body. With the 
promise of cost effective, unobtrusive, and unsupervised continuous monitoring, WBAN have 
attracted a wide range of monitoring applications such as healthcare, sport activity and 
rehabilitation systems. However, in using the advantage of WBAN, a number of challenging issues 
should be resolved. Besides open issues in WBAN such as standardization, energy efficiency and 
Quality of Service, security and privacy issues are one of the major concerns. Since these wearable 
systems control life-critical data, they must be secure. Nevertheless, addressing security in these 
systems faces some difficulties. WBANs inherit most of the well-known security challenges from 
WSN. However, typical characteristics of WBAN, such as severe resource constraints and harsh 
environmental conditions, pose additional unique challenges for security and privacy support. In 



[12], was surveyed major security and privacy issues and potential attacks in WBAN and explained 
an unsolved quality of service problem which has great potential to pose a serious security issue 
in WBANs. 

For different applications of WSN, the loss of data packets has its risks. In particular, for 
emergency monitoring and prevention systems, the loss of a package containing critical data 
means that appropriate actions to prevent or respond to an emergency will not be taken in time 
[10]. Loss of data in the WBAN medical direction can also lead to the fact that critical patient 
readings will not be processed in time, which can lead to fatal consequences. 

On the other hand, according to the GDPR, data describing a person's whereabouts, physical 
and medical characteristics belong to sensitive personal data and must be protected with particular 
care. That is why the urgent task is to minimize data loss during simultaneous access to the physical 
environment in real-time [11]. 

3. Method and techniques of research 

3.1. Enforcing GDPR regulation to wireless sensor networks 
Data privacy in WSN remains a major concern of regulation bodies. The introduction of the 
European General Data Protection Regulation (GDPR) enables users to control how their data is 
accessed and processed, requiring consent from users before any data manipulation is carried out 
on their personal data by smart devices or cloud-hosted services (article 1 GDPR). The GDPR 
applies to the processing of personal data of data subjects in the Union in the context of the 
activities of an establishment of a controller or a processor in the Union, regardless of whether the 
processing takes place in the Union or not (article 3 GDPR) [9]. 

Following the privacy-by-design approach system should supporting GDPR compliance 
checking for smart devices. The privacy requirements of such applications are related to GDPR 
obligations of device and software systems operators (such as user consent, data protection, right 
to forget etc.) [12, 14].  

In order to identify and minimize project data protection risks, it is recommended to conduct a 
Data Protection Impact Assessment (DPIA). DPIA is a way for organization to systematically and 
comprehensively analyze its processing and help to identify and minimize data protection risks.  

DPIAs should consider compliance risks, but also broader risks to the rights and freedoms of 
individuals, including the potential for any significant social or economic disadvantage. The focus 
is on the potential for harm – to individuals or to society at large, whether it is physical, material 
or non-material. To assess the level of risk, a DPIA must consider both the likelihood and the 
severity of any impact on individuals [13]. 

A DPIA does not have to indicate that all risks have been eradicated. But it should help you 
document them and assess whether or not any remaining risks are justified. 

DPIAs are a legal requirement for processing that is likely to be high risk. But an effective 
DPIA can also bring broader compliance, financial and reputational benefits, helping you 
demonstrate accountability and building trust and engagement with individuals. A DPIA may 
cover a single processing operation or a group of similar processing operations. A group of 
controllers can do a joint DPIA. 

Table 1 described the correlation between WSN, WBAN and GDPR obligations and 
rights [14, 15]. 

 



Table 1 
Correlation between WSN, WBAN and GDPR obligations and rights 

GDPR obligations and rights Article of 
GDPR 

WSN WBAN 

Right to be informed Article 15 + + 
Right of access Article 15 + + 
Right to rectification Article 16 + + 
Right to be forgotten Article 17 + + 
Right to restriction of processing Article 18 + + 
Right to be notified about rectification or erasure Article 19 + + 
Right to data portability Article 20 + + 
Right to object Article 21 + + 
Right to deter automated decision-making Article 22 + + 
Subject`s consent  Article 7 + + 
Child consent Article 8 + + 
Privacy by design Article 25 + + 
Breach Notification within 72h Article 33 + + 
Data Privacy Impact Assessment Article 35 + + 

DPIA is recommended to be performed if the system: 

• use innovative technology; 
• use profiling or special category data to decide on access to services; 
• profile individuals on a large scale; 
• process biometric data; 
• process genetic data; 
• match data or combine datasets from different sources; 
• collect personal data from a source other than the individual without providing them with 
a privacy notice; 
• track individuals’ location or behavior; 
• profile children or target marketing or online services at them; 
• process data that might endanger the individual’s physical health or safety in the event of 
a security breach. 

Therefore, from the above we can conclude that for most tasks that use wireless sensor 
networks, risk assessment through the implementation of the DPIA is mandatory. Once the risks 
are identified, it is necessary to choose organizational and technical methods to minimize them. In 
particular, one of such methods is the selection of optimal parameters for data transmission via 
WSN to minimize the loss of packets with personal data. 

3.2. Wireless networking technologies for data transmission 
Wireless networking technologies are based on the use of a shared environment for data 
transmission. That is why the bottleneck of any wireless local area networks, wireless sensor 
networks have access to the physical medium. Management of access to the physical environment 
is regulated by the Media Access Control (MAC) sublayer of network architecture. The primary 



task of any MAC protocol is to control the access of the nodes to the shared medium. There are 
four protocol categories as contention based, scheduling based, channel polling based, and hybrid 
[16] and a large number of MAC protocols specifically designed for this sublayer in wireless 
sensor networks [17, 18]. For research in this paper we have chosen the two most important 
categories: contention based and scheduling based. In the contention-based protocols the channel 
access policy is based on competition. Each time a node needs to send a packet, it tries to access 
the channel. These protocols cannot provide guaranteed access to the network. Schedule-based 
protocols can be scheduling packets on nodes or scheduling nodes to access a channel.  Some of 
these protocols take battery charge into account when scheduling nodes. 

We will focus in detail on the study of two protocols B-MAC and L-MAC, which respectively 
belong to contention-oriented and scheduling based. 

B-MAC (Berkeley MAC) protocol is a carrier sense media access protocol that provides 
effective collision avoidance, high channel utilization and low power operation. L-MAC 
(Lightweight MAC) is an energy-efficient medium access protocol based on time-division 
multiple access to give nodes in the WSN the opportunity to communicate collision-free. 

WSN optimization requires a lot of time and money if you do it directly with real sensors. That 
is why it is important to create models of wireless sensor networks for their research and 
optimization. As a tool we used OMNeT ++ Discrete Event Simulator using INET framework that 
contains the implementation of MAC protocols for wireless sensor networks [19, 20]. 

There are many network parameters, which are studied by various authors, such as the data 
transmission time [21], the number of retries and conflicts [22], reliability [23-25], data loss [22, 
26, 27], network throughput, backoff time and delay [25, 28-30], energy consumption [31], etc. 
We mainly focused on how to reduce data loss. We compare B-MAC and L-MAC protocols in 
terms of the number of packets carried by the network. We want to find the values of the 
parameters for each protocol that lead to the best performance of the network in a particular 
scenario. We want to minimize packet loss, so we need to optimize the number of packets received 
by the server. Optimization of protocols will be performed depending on the parameter Slot 
Duration. For both protocols, we will select this parameter specifically for the available number 
of nodes in the network. We will find the value of the Slot Duration, at which the server will 
receive the maximum number of packets during the network. 

4. Results of Experiment 

4.1. The architecture of wireless sensor networks  
We will conduct our experiment using two networks, which include 5 (Figure 1) and 10 (Figure 
1) sensor nodes that send data packets to the server. 

To begin with, we will conduct an experiment with both protocols, where each sensor will send 
data packets to the server with an interval of 1 second. The start time of sending the first packet of 
each node is determined by the exponential distribution in the range from 0 to 1 second: 

*.sensor*.app[0].sendInterval = 1s 
     *.sensor*.app[0].startTime = exponential(1s). 
For both B-MAC [19] and L-MAC [20], we will use a value of 0.1 second as the slotDuration 

parameter: 

**.wlan[*].mac.slotDuration = 0.1s, 

and the length of the message – 10 Byte: 



*.sensor*.app[0].messageLength = 10 Byte. 

 
Figure 1: Network structure with 5 sensor nodes 

 

 
 

Figure 2: Network structure with 10 sensor nodes 

To increase the size of the statistical sample, we will repeat each experiment 10 times and then 
find and analyze the arithmetic mean of the number of packets delivered to the server. 



The results of the simulation according to the settings and scenario described above are shown 
for networks with 5 and 10 sensors, respectively, in Figures 3 a) and 3 b) and Table 2. 

Table 2 
Comparison of the number of received packets for B-MAC and L-MAC protocols 

 5 sensor nodes 10 sensor nodes 
Protocol B-MAC L-MAC B-MAC L-MAC 

SlotDuration, sec 0,1 0,1 0,1 0,1 
The number of packets 
received by the server 

356 497 532 576 

a) 
     b) 

Figure 3: Total number of packets received: a) for the network of 5 sensor nodes; b) for the 
network of 10 sensor nodes 

Analysis of the results shows that for the studied networks, the use of the L-MAC protocol 
provided more packets than the use of the B-MAC protocol for both networks. For a network with 
5 nodes by 40%, and with 10 nodes – by 8%. 

4.2. Optimizing for packet loss 
Now we implement the process of optimizing the number of packets received by the server. The 
scenario of the experiment is as follows. For each protocol, change the slotDuration parameter in 
0.01 second increments from 0.01 seconds to 1 second and count the number of packets the server 
will receive in 100 seconds of network operation. As mentioned earlier, repeat this experiment 10 
times to increase the sample. With the best slotDuration parameter, the number of received packets 
by the server will be the largest, respectively, the number of lost packets is minimal. 

4.2.1. B-MAC protocol 
In the OMNET ++ environment for the B-MAC protocol, the condition of the above-described 
parameter changes and time constraints are set as follows: 



**.mac.slotDuration = ${slotDuration=0.01..1 step 0.01}s 
sim-time-limit = 100s 
repeat = 10 

5 sensors in the network 
The results of starting the simulator in the above scenario using the B-MAC protocol for a 

network with 5 nodes are shown in Figure 4 and Table 3. 

 
Figure 4: B-MAC statistics for a network of 5 nodes 

Figure 4 illustrates the significant dependence of packets number received by the server, 
depending on the variable SlotDuration. We perform optimization in order to maximize the 
number of received packets. And as can be seen from Figure 4, the maximum number of packets 
received by the server averages 392 packets (392 ± 33.2). Before optimization, according to the 
previous experiment, this value was 356 packets (see Figure 4 or Figure 3 a)). For the network, 
which includes 5 sensors, when using the B-MAC protocol, the best option is to set the parameter 
Slot Duration = 0.16 seconds. At this value of the Slot Duration parameter, the number of received 
packets by the server will be the maximum and 10% more than before optimization. 

Table 3 
Comparison of the number of received packets for B-MAC and L-MAC protocols without and with 
SlotDuration parameter optimization 

 5 sensor nodes 10 sensor nodes 
Protocol B-MAC L-MAC B-MAC L-MAC 

 optimization optimization optimization optimization 
         

SlotDuration, sec 0,1 0,16 0,1 0,05 0,1 0,07 0,1 0,05 
The number of packets 
received by the server 

356 392 497 497 532 624 576  994 



10 sensors in the network 
In Figure 5 shows the results of a similar experiment for a network with 10 sensor nodes. The 

graph on fig 5. shows that the best value of the SlotDuration parameter for this network is 0.07 
seconds. The average number of packets received by the server, with a SlotDuration value of 624 
packets. An interval of 0.06 seconds also gives a very close to optimal number of received packets. 
The data of both optimization experiments, as well as the results of the optimization results are 
summarized in Table 3. 

 
Figure 5: B-MAC statistics for a network of 10 nodes 

Comparison of the results before and after optimization shows that for the B-MAC protocol for 
both five- and 10-node networks, the number of packets received by the server due to optimization 
increased significantly, by 10% and 17% respectively. 

We will conduct similar studies for the L-MAC protocol. 
4.2.2. L-MAC protocol 

For the L-MAC protocol, the change of the SlotDuration parameter will be set in the same way as 
in the experiment with the B-MAC protocol: 

**.mac.slotDuration = ${slotDuration=0.01..1 step 0.01}s 
sim-time-limit = 100s 
repeat = 10 

5 sensors in the network 
Figure 6 presents the results of the simulator in the script, which allows to maximize the number 

of packets received by the server using the L-MAC protocol. The variable parameter is the value 
of SlotDuration. 

According to the graph on fig.6 when using the L-MAC protocol in a network with 5 nodes, 
the maximum value of the average number of received packets 497 was obtained for both Slot 
Duration = 0.05 and Slot Duration = 0.1 seconds, which is set by default. That is, optimization in 



this case does not win. However, the nature of the curve indicates that a further increase in Slot 
Duration will lead to a sharp decrease in the number of received packets. 

 
Figure 6: Statistics for L-MAC protocol in a network with 5 nodes 

Find the optimal SlotDuration parameter for a network with 10 nodes. 

10 sensors in the network 

 
Figure 7: Statistics for L-MAC protocol in a network with 10 nodes 

The best value of the SlotDuration parameter for this network is 0.05 seconds. The number of 
packets received by the server in this case is 994. This is 72% more than when the SlotDuration 
value is 0.1 second, set by default. 



5. Discussions 
As shown by the results in Figures 3a) and 3b) for the studied sensor networks, the L-MAC 
protocol, which belongs to the class of scheduled protocols, provides less packet loss on MAC-
sublayer than when using the B-MAC protocol, which belongs to the category of contention based. 
Research shows for a network with 10 nodes, the number of received packets increased by 40 %, 
for networks with 5 nodes – by 8 %.  

For quantitative analysis of the optimization results, the default value of the SlotDuration 
parameter was set to the default value of SlotDuration in the Simulator OMNeT ++ equal to 0.1 
second. Figures 4-7 illustrate the optimization results depending on the SlotDuration parameter 
and illustrate the significant effect of this parameter on the number of lost packets for both the B-
MAC protocol and the L-MAC protocol. Data analysis shows that this effect is different for 
networks with different numbers of nodes.  

For the B-MAC protocol for both five- and 10-node networks, the number of packets received 
by the server due to optimization increased significantly, by 10% and 17% respectively. 

For the L-MAC for five-node networks, optimization does not give a gain, because the accepted 
base value of SlotDuration in this configuration also provides the optimal result. Regarding the L-
MAC protocol for ten-node networks, the optimization gave a significant improvement, namely 
an increase in the number of packets received by the server by as much as 72%. 
6. Conclusion 
Among the huge amount of data transmitted through wireless sensor networks, a significant part 
of personal data of people is transmitted, which, according to the GDPR, require special protection. 
The study concluded that it is particularly important for WSN and WBAN to identify the risks 
associated with the collection and transmission of sensitive personal data (such as information 
about a person's physical condition, indicators that determine his health, coordinates and location, 
etc.). To do this, it is advisable to identify all possible risks associated with compliance with the 
GDPR using DPIA. 

The methodology for improving the performance of networks, focused on reducing packet loss, 
is given on the example of sensor networks. The bottleneck of sensor wireless networks, like other 
wireless networks, is access to a shared physical medium. There are many protocols to control 
access to the physical environment that can be divided into four protocol categories as contention 
based, scheduling based, channel polling based, and hybrid. Analysis of different categories 
protocol showed that for specific networks, the choice categories protocol can be important in 
terms of packet loss. Thus, for the studied sensor networks, the L-MAC protocol, which belongs 
to the class of scheduled protocols, provides less packet loss on MAC-sublayer than when using 
the B-MAC protocol, which belongs to the category of contention based. Research conducted 
using the Discrete Event Simulator OMNeT++ and INET framework show that for a network with 
5 nodes, the number of received packets increased by 40 %.  

Optimization of protocol settings allowed to reduce the number of lost packets considerably. 
The SlotDuration parameter was used as a variable during optimization.  

Experiments have shown that for a certain type of measurement, the number of packets received 
by the server through optimization increased by both B-MAC and L-MAC by 17% and 72%, 
respectively. 
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