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Abstract- 1T-based mechanisms are nowadays widespread and indeed
essential, both in the first steps of learning and in university. In the
latter case, a large amount of information is provided by teachers to
learners, plus grades are uploaded which should only be seen by those
they belong to. Further, email is used throughout, and Cloud-based
repositories are used by all concerned. Secure access is an obvious
requirement, and this is the goal pursued in the University of
Salamanca. Two-step authentication can be done in several ways, be it
in software, in hardware or by means of a mixture of both. This paper
describes the various types of two-factor authentication in use today,
as well as the experience of the authors when such a system was
deployed in the University of Salamanca.
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1. THE PROBLEM IN CONTEXT

Authentication techniques can be split into two groups: UAF
or Universal Authentication Factors and U2F or Universal Two-
factor Authentication. The first makes use of just one of the
usual authentication factors: biometric data, physical devices
(dongles) and passwords. The second one makes use of not just
one but two of these methods. Indeed, passwords can be
guessed, hardware keys may be stolen, and even biometric data
can be simulated. Clearly, a combination of two of the previous
factors provides better security because two obstacles are harder
to circumvent than just one (Megouache,2020).

A second authentication factor, hence, enhances security in
comparison to single-factor systems (Ding Wang, 2020). For
instance, a popular system in banking is the use of a plastic card
engraved with an array of numbers. Each cell holds a couple of
numbers, which the user must provide upon request when a
financial operation is to be carried out. A second example is the
use of a mobile phone to which some secret code is sent; the user
must enter that code to confirm the operation. This is done by
means of an app that can be installed in any smartphone. In this
way, a dynamic authentication key is generated, which acts as a
further authentication level and makes -electronic fraud
correspondingly harder.

European directive PSD2 (Payment Services Directive)
(EUR-Lex, 2015) has been instituted to reinforce safety when
buying or selling through Internet. This bill was passed on 2015,
and it was adopted in Spain on January 1%, 2021. This type of

security should really be in place in many other sectors which,
like Teaching, make widespread use of a simpler mechanism
like user/password combinations.

Both the online and the contact teaching/learning process
make use of on-line services. To use them, both teachers and
learners must authenticate. That is, teachers and learners use
email, cloud storage, various platforms that hold information
used in remote and contact learning, virtual libraries, and indeed
servers that hold student grades. Obviously, all these services
require knowing the precise identity of the user.

This paper describes current authentication methods in the
University of Salamanca. There exists an authentication portal
shared by students and teachers; through the portal, users can
access their email (see Fig. 1) and a contents platform, Moodle
(see Fig. 2).
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Figure 1 User authentication portal for email access in the
University of Salamanca.
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Figure 2 User authentication portal for Moodle access
(Studium.usal.es) in the University of Salamanca.

Two alternative methods can be used for authentication, a
seen on previous figure.
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Besides, U. of Salamanca offers the community an app called
Latch: this is a mobile app that makes it possible to use a second
authentication factor, by means of a temporal PIN that can be
compulsory or optional. (Figure 3).
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Figure 3 Safety Latch.

This app adds an additional level of safety when accessing
digital services. Latch protects those users whose password has
been guessed or found out. That is: if a user’s password is
stolen, Latch will keep intruders from entering. Any attempt to
use the password without the cooperation of Latch will keep the
intruder from using any apps. This means there is no access to
personal data or resources, and further an alert is sent to the
phone so that measures can be taken.

Our study of the situation serves more than one purpose.
First, it is an attempt to make users conscious of the need to use
safer authentication methods, because a user/password
combination is not secure enough. A second goal is to find out
the actual degree of usage of Latch in the community. Finally,
we consider the use of safety keys as a second authentication
factor; is a second authentication factor viable in the context of
access to services in Salamanca’s University?

2. DESCRIPTION

As stated, the teaching/learning process involves many
online services that store a lot information, both personal
information of teachers and other types of information that
belongs to students. The usual combination of username and
password is no longer enough; many attacks have taken place
lately and as a result the user/password of millions of persons
has become public. This is especially damaging when, as is the
case of students and teachers, many services share the same
authentication.

Of course, actually logging on your own computer is a first
barrier; one must log on before authenticating in some server.
Indeed, operating systems offer possibly more than one way to
authenticate for logon. Windows offers several options as seen
in (Figure 4). Besides the usual user/password combination, one
can make use of face recognition, fingerprint validation, and a
safety device or key.
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Figure 4 Windows session start-up options.

A safety key es is a hardware device (see Figure 5) that may
be used in stead of a user/pwd combination in order to start a
session in a web server. The device is used together with a
digital footprint or PIN, so that even if the device were stolen
one cannot stat a session without the PIN or digital footprint
created previously.

Figure 5 Safety Key FIDO.

Two-step authentication is made easy by physical safety
keys. One no longer must check a mobile device or email; just
by inserting the key in a port the computer will authenticate the
user. In a way, keys act like portable ID documents that, as USB
devices, can be connected to a computer.

Safety keys are standard hardware devices that work through
U2F. Instead of receiving a code, one connects the key to the
computer to log in.

Keys look much like normal USB flash sticks. Internally,
they have a chip with firmware that verifies both the account
and the URL one wants to access. This avoids phishing and thus
makes it impossible to supplant the user.

There exist several types of safety keys, depending on the
connection methods they offer. Briefly, available key types are
as follows:

+ USB, with a type A or C connector. They are inserted in
a compatible USB port in the device one wants to log on
into.

e USB/NFC, which besides the USB connection offer
NFC to perform verification just by placing the device
near the NFC reader in our computer.

¢ USB/NFC/Bluetooth, which adds Bluetooth. In this
way, even if the computer does not have an NFC
antenna, on can use the key through the widely available
Bluetooth connection.

Safety key operation is, well, secure. FIDO keys generate a
couple of cryptographic keys when used. The private key is kept
in hardware in the user’s device. The online service checks that
key by means of a mathematical operation; but the private key
can only be unlocked when the user consents from the local
device. Consent can be given by means of a fingerprint, o by
entering a PIN. This method is described in many presentations
one can find in Internet (FIDO, slideshare, 2021).

The FIDO Alliance is an open industrial whose goal is to help
reduce dependence on passwords. It promotes the development
of standards of authentication and certification, as well as the
use of these standards and the compliance of devices with those
standards (FIDO, Autenticacién mas simple y solida, 2009).
Many important business concerns are part of FIDO, like
Microsoft, Google, Samsung, Apple, PayPal, Visa, American
Express, Lenovo, Intel, Yahoo and Nok Nok, among others.
Thus the usage of FIDO keys can be taken for granted as part of
their products.

Various important companies like Google (Ayuda de cuenta
Google, 2021) and Facebook (Servicio de ayuda Facebook,



2021) offer web support to activate safety keys. Others, like
Dropbox (Dropbox, 2021) provide information pertaining to the
way to enable two-step authentication.

Configuration of safety keys is simple. One must look for an
option called “Add Safety Key” in the safety options of the
various services. This option normally offers more than one
way to enhance security: physical USB keys, or the chance to
user a mobile phone as a safety key. This option is relatively
new; users must confirm their identity from the phone when
they try to access a server or service.

Google explains how to use two-step authentication in order
protect accounts from hacking, even if the password has been
stolen. Additionally, one can find the configuration procedure
for safety keys embedded in a mobile phone to do a secure
session start-up from devices based on Chrome OS, iOS,
macOS and Windows (Google, Usar la llave de seguridad
integrada de tu teléfono, 2021).

The access method for a Google account is described in this
paper because the University of Salamanca has externalized its
email by means of Gmail. Google provides personal or
Workspace accounts, and each type can make use of different
procedures to authenticate (Google, Seguridad, 2021).
Workspace accounts require an administrator to authorize two-
step verification, since those are institutional accounts.

The study of physical FIDO keys has required both
software and hardware resources:

I USB FIDO keys with NFC and JavaCard. These
safety cards (FIDO U2F Security Key) can be used in
machines based on Windows™, Mac OS™ and
mobile Android™ devices. These type of FIDO keys
has been selected because JavaCard makes it possible
to safely run small Java apps (applets) in the key.

0 Server software to control FIDO keys. This is the
activation software for FIDO keys. Indeed, a demo
version has been used (Cloudentify, 2021); should the
software be deployed for various web services in the
university of Salamanca, it would be necessary to
implement the proper software.

We have been unable to find any Spanish universities that
make use of FIDO keys as the second factor in two-step
authentication. The authors contacted the proper authorities in
the University of Salamanca to make USAL a pioneer in the
deployment of a FIDO system. Our goal is to use FIDO keys
for logging on to the on-line Moodle campus, and for
authentication into the intranet of the academic administration
system.

3. RESULTS

This study has implied 63 students form the Grado en
Informatica (Computer Science) of the Science Faculty and 54
staff members of said Faculty. The procedure was carried out
just before the onset of COVID. This is a review of the
authentication methods of the users when they access the digital
services of the University for Salamanca. In particular, a second
factor of authentication called Latch was offered to the
members of the community involved in the study.

Students make use of their user/pwd combination in most
cases (See Table 1).

Table 1 Authentication methods preferred by students.

Authentication methods
ID with Digital
card Certificate
ust/pwd | reader FNMT Other
0 Never 0,0% | 81,0% 85,7% 87,3%
1 Almost never 1,6% | 7,9% 3,2% 0,0%
2 Some times 3,2% 1,6% 0,0% 1,6%
3 Almost always 14,3% | 1,6% 1,6% 0,0%
4 Always 81,0% | 0,0% 0,0% 1,6%
No answer 0,0% | 7,9% 9,5% 9,5%

Very few students have installed Latch (Figure 6 (a)) and
most of them use it rarely (Figure 6 (b);Error! No se encuentra
el origen de la referencia.).

85,7%

Yes No
(a)
4,8% 3,2%

1,6%
o 0 Never

1 Almost never
2 Some times
® 3 Almost always

m 4 Always
(b)
Figure 6 (a) Students who have Latch installed
(b) Usage.

Staff members use the user/pwd combination in most cases
for access to online services in the University of Salamanca.
Some of them use a certificate emitted by the FNMT, an a few
use ther DNIe (electronic ID in use in Spain), see Table 2.
Professors have normally attended courses taught by the
University of Salamanca; further, a digital certificate is required
for other external activities like accreditation or research
recognition.



Table 2 Authentication method used by staff members.

Authentication methods
Digital
ID with Certificate
usr/pwd | card reader FNMT Other
0 Never 0,0% 63,0% 53,7% 63,0%
1 Almost never 0,0% 3,7% 7.,4% 0,0%
2 Some times 1,9% 3,7% 9,3% 0,0%
3 Almost always | 9,3% 0,0% 1,9% 0,0%
4 Always 87,0% 0,0% 1,9% 0,0%
No answer 1,9% 29,6% 25.9% 37.0%

One can see that less than one fourth of the staff members
who answered the poll have installed Latch (see Figure 7(a)).
Of these, only one half use it (see Figure 7 (b)). This percentage
is only slightly higher than that of students and it is possibly due
to fearing illegal access to grades.
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Figure 7 (a) Staff members who have Latch installed. (b)
App usage.

Students were also asked about the need to increase safety in
university online services. A relatively high number (58,7%)
agreed about this need. The first poll was posed to staff
members, degree and master students, and non-faculty staff.
Participation was 75.9%, 11.1%, 7.4% and respectively 5.6%.
One can see a smaller need for increased security that could be
attributed to the fact that some of them make use of Latch (see
Table 3).

Table 3 Need to increase safety levels.

Staff members Students
Yes 46,3% 39.7%
No 50,0% 58.7%
No answer 3,7% 1,6%

Results show that a second authentication factor is hardly
used, although it is indeed available. This may be due to lack
of knowledge about Latch, or perhaps because using a mobile
phone for authentication could be cumbersome. Hence, other
alternatives for second factor of authentication are being
offered to the community (indeed safer alternatives).

The various authors have tested different authentication
methods. Each of them met different problems. Keys have been
found to be only officially compatible with Google Chrome.
Firefox requires a plugin; work seems to be in progress to make
it natively compatible. One further obstacle is that to access
Google Drive for key activation one must make use of a
smartphone. In this case, since USAL provides VoIP, each
teacher has an assigned phone number, but students would
have to use their own devices.

All participants in this review registered their safety keys
USB/NFC/Bluetooth in the test web (Cloudentify, 2021) and
web access by means of the key was achieved with no
problems.

4. CONCLUSIONS

. Most users do not know the existence of a second
authentication factor offered by USAL; in fact, they do
now know that Latch is available. Of the few who know
about Latch, most do not have it installed and those do, do
not use it.

e  Two-factor authentication is necessary to access the
virtual campus, and to use other services that deal with
grades and with private data. Nowadays this can be done
by means of a digital certificate, by a usr/pwd combination
may also be used.

e  Handling of FIDO keys is simple, as tested in several
services.

. A second authentication factor in the form of a hardware
device increases safety when compared to other
authentication methods.

e Safety in online teaching/learning processes requires
further study. One must consider the viability of making
FIDO key usage compulsory for access.

e  The investment needed to increase safety is modest. To be
precise, a FIDO key should be provided to all involved,
plus a web application must be developed in order to
control service access by means of the keys.

Possibly, an increase of safety in authentication will have a
positive influence on teaching. Nowadays, most of the teaching
in USAL is carried out in contact hours. The difficulty of
online teaching is related to student authentication, even more
so when evaluation is done online. One doubts about giving
more weight to continuous evaluation because online exams or
tasks uploaded to a platform offer no proof about their
authorship. In that sense, a better knowledge about just who is
online is positive; with further help concerning authorship, one
might indeed increase the offer of virtual, partly presential or
fully online learning.



For instance, two-factor verification with FIDO keys
would increase the safety of exams sent through email between
teachers. Further, exams kept in the cloud would be safe even
when usr/pwd combinations are stolen since the key would be
required for access. The list is long, and one can think of many
other instances in which two-step verification would be most
useful.
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