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Abstract

We investigate the possibility of the practical use of the Kolmogorov—Wiener filter for the
prediction of a heavy-tail stationary random process. A discrete process and a discrete filter
are considered. Nowadays telecommunication traffic in telecommunication systems with data
packet transfer is considered to be a heavy-tail random process, so the problem under
consideration may be applied to the prediction of telecommunication traffic, which may be
important, for example, for the prevention of network congestion, for the maximization of the
network utilization rate and for cyber security, because a comparison of the actual traffic with
the predicted one may help to detect cyber-attacks. There are a lot of different and rather
sophisticated approaches to traffic prediction, for example, the ARIMA approach, neural
network approaches and so on, which may be applicable to the prediction of a non-stationary
traffic in various cases. However, in the rather simple case of a stationary telecommunication
traffic, more simple approaches may be applied. For example, such a simple prediction
approach as the Kolmogorov—-Wiener filter is not sufficiently developed in the literature. In
this paper it is shown that if a stationary heavy-tail random process is smooth enough, then
the Kolmogorov—Wiener filter may be used for its practical prediction. The obtained results
may be taken into account for practical telecommunication traffic prediction in
telecommunication systems with data packet transfer.
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1. Introduction and related works

The problem of telecommunication traffic prediction is important for telecommunications. For
example, it is important for the prevention of network congestion and for the maximization of the
network utilization rate [1]; it is significant for understanding future market dynamics and reducing
the decision risks [2]. The telecommunication traffic prediction is also important for cyber security [3]
because the comparison of the actual traffic with the predicted one may help to detect cyber-attacks.

There are a lot of different approaches to traffic prediction. For example, the following ones can
be indicated: Auto Regressive Integrated Moving Average (ARIMA), Markov Modulated Poisson
Process models (MMPP), Kalman filtering, Seasonal ARIMA (SA), a neural network approach
(including deep neural networks [4]), wavelet transforms [1], the least-squares support vector machine
(LSSVM), gray models [2], Holt-Winters models [3]. Of course, rather complicated approaches
should be used for non-stationary randomly fluctuating traffic prediction. But if the traffic is
stationary and rather smooth, sophisticated approaches may not be needed. For example, in [2] some
methods are presented for a description of rather simple cases. In [2] it is stressed that in stationary
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cases the ARMA approach may be used too, and in the case of a smooth monotone process the gray
model may be applied.

As is known [5], such a simple filter as the Kolmogorov—Wiener one may be used for the
prediction of stationary random processes. However, as far as we know, such an approach is not
sufficiently developed in the literature for traffic prediction even for rather simple cases. The
Kolmogorov-Wiener filter is widely used for signal extraction in different fields of knowledge [6]. It
is widely used in econometric analyses [7, 8] and in image restoration [9]. The theoretical
fundamentals of the Kolmogorov-Wiener filter for continuous telecommunication traffic prediction
are developed in our recent paper [10]. The paper [10] is dedicated to the solution of the Wiener—Hopf
integral equation in the unknown filter weight function for two telecommunication traffic models: the
power-law structure function model and the model of fractional Gaussian noise; the solutions based
on the truncated polynomial expansion method and the truncated trigonometric Fourier series method
are obtained.

However, the possibility of using the Kolmogorov-Wiener filter for practical traffic prediction is
still under question. The aim of this work is to show that the Kolmogorov—Wiener filter may be
applicable to traffic prediction if the traffic is stationary and smooth enough. As is known [11, 12], the
telecommunication traffic in systems with data packet transfer is considered to be a self-similar
heavy-tail random process. So, if we show that the Kolmogorov-Wiener filter is applicable to the
prediction of simulated data of a stationary random self-similar heavy-tail process, then we will be
able to conclude that it may be applied to practical telecommunication traffic prediction. In this paper
we restrict ourselves to the investigation of a discrete process and a discrete filter. The corresponding
simulated data may be generated via the symmetric moving average approach [13], the generated
process is in fact similar to the fractional Gaussian noise process, which may describe
telecommunication traffic, see [14].

The paper is organized as follows. In Sec. 1 the introduction and the literature review are given. In
Sec. 2 the discrete Kolmogorov-Wiener filter and the symmetric moving average approach for
obtaining simulated stationary heavy-tail data are described. In Sec. 3 heavy-tail simulated data are
obtained. In Sec. 4 the prediction results are described, and in Sec. 5 conclusions are made.

2. Description of the discrete Kolmogorov-Wiener filter and of the method
of generation of heavy-tail simulated data

Let the filter input x; be a stationary random process which is the sum of the signal s; and the
noise n;:
X't = s¢ +ng. (1)
The Kolmogorov-Wiener filter output y, should be «the closest» to the value s;,, where z is the
number of points for which the prediction is made, so we have the following requirement:
(Ve = S¢42)?) = min, (2)
The correlation function R, (t) of the filter input x'; and the cross-correlation function of the
processes s; and x'; R, (t) are considered to be given. The Kolmogorov—-Wiener filter is considered
to be a linear one, so the filter output is expressed in terms of the filter input as follows:

T
Ye = zhix’t—i (3)
i=0

where h; are the unknown filter weight coefficients and the input data are given for t = 0,1,2,..,T.
The coefficients h; should minimize expression (2). The term (s, ,) is a constant and does not depend
on the weight coefficients h;, so (2) can be rewritten as

(YtZ) — 2(YtSt4+z) — min, (4)
which in view of (3) gives
T T
z hihj(x,t—ix’t—j> -2 Z hi<x,t—i5t+2> = f(hOI hll ey hT) — min. (5)
i,j=0 i=0

With account for the facts that



(x,t—ix,t—j) =R, (i _]) (6)

and
(x't_iSt+z) = Ry (i + 2) (7)
one can finally write
T T
Z hihiRy (i — ) — 2 z hiRe (i + 2) = f(ho, hyy o, ) — min. (8)
i,j=0 i=0

The function f(hg, hy, ..., hy) is a quadratic one, and thus it has one minimum, which is described
by the conditions
of (hg, hy, ..., hr)

=0; k= v, T. 9
o, 0; k=012,..,T (9)

These conditions with account for the evenness of the correlation function and the fact that

dh; 1,i=j
an, % =loi 7] (10)
lead to
T
Z thxl(l - k) = Rsxl(k + Z); k = OF1F21 "'ITI (11)

i=0
which is a set of linear equations in the unknown coefficients h;. In matrix form, this set may be
presented as

Ry, - h = Ry, (12)
where
Ry(0)  Ry(1) Rv(2) ... Ry
(Rxl(l) er(O) Rx/(l) Rx/(T - 1)w
Ry =1 Ry(2) R, (1) R, (0) Ry(T —2) (13)
Rxl(T) Rxl(T - 1) Rxl(T - 2) Rxl(o)

is the correlation matrix [5], h is the vector column of the unknown weight coefficients, and R, is the
vector column of the free terms:

hy Rsx/(2)
hy Re(z+ 1)
h=|h, |, Reyp = Re,(z+2) | (14)
hT Rsxl(Z + T)
So, the vector column h may be found as
h=R;' Rgy . (15)

Then the filter output may be obtained by formula (3).

It should be noticed that all the above-mentioned calculations are described in [6]. The
Kolmogorov-Wiener filter may be used both for the extraction of a signal form the sum of a signal
and a noise and for the signal prediction. In the case where the input signal is non-noisy, the
Kolmogorov-Wiener filter may be used for the prediction of the stationary process given at the filter
input. In the non-noisy case, the filter weight coefficients are given by formula (15) with account for
the fact that

Ry = (Ry(2) Ry(z+1) Ry,(z+2) .. R,(z+T)T. (16)

Now let us describe the method of the generation of heavy-tail simulated data, which is used in
the paper. In this paper we use the symmetric moving average approach, which is described in detail
in [13]. Such an approach was chosen because of its simplicity.

Let V; be a stationary white noise process with an average value equal to zero and a variance
equal to 1. Then a heavy-tail process X; similar to the fractional Gaussian noise may be generated as
follows [13]:

Xi = Z Cl|]|VH,J = aqu’_q + aq_lVi_qH + -+ aqVi+q, (17)
j=-q



theoretically, g should be infinite; in practical calculation it may be a rather large, but finite number;

and the coefficients a; are as follows:
_ vV (2 - ZH)YO (18)

% ="95_H
and

a
a = 70((]- + 1HHOS 4 (j — 1)HH0S5 _ 2jH+05) (19)

here, y, is the variance and H is the Hurst exponent of the process X;. The number g may be very
large, it is estimated as follows [13]:

1
H? — 0.25\15-H
) (20)

> - =
q = max m,( 28
where m is the number of correlation function points of the process X; which should be obtained and
a small number g is in fact the given accuracy of the coefficient a; in (17); the values a;4 should
be less than Ba,. The accuracy of this method depends on g, and the method is not exact even in the
case where g — co. However, for a rather large g the method may lead to good practical results [13].

3. The generation of non-smooth and smooth heavy-tail simulated data

10° points of the white noise process V, with an average value equal to 0 and a variance equal to 1
are generated on the basis of the generator built in the Wolfram Mathematica package. The following
parameters were chosen:

m = 105, f=10"%, H=08 7y,=1 (21)
The corresponding number g = 3 - 10> is chosen. In fact, the inequality (21) holds even for g = 105,
the value g = 3 - 10° was chosen for a higher accuracy. On the basis of the idea (17)—(19), 10° points

of the process X; were generated as follows:
q

Xi = 2 aj|\Vitjtq - (22)
j=-q
in fact, the quantities V;,;,, and V;,; are independent because V; is the white noise, no matter
whether formula (17) or formula (22) is used; formula (22) is chosen in order to avoid indices beyond
the array V; bounds. The coefficients a; are calculated on the basis of (19).
The average value of X; is close to zero. We have to construct simulated data that may describe
telecommunication traffic, which is obviously non-negative. So we build the array x; as follows:
x; = X; + |lmin(X)| + 1073, (23)
a small summand 107 is added in order to avoid obtaining an infinite value of the prediction mean
average percentage error (MAPE). The process x; is a non-negative random stationary heavy-tail
process; its graph is given in Fig. 1.
Let us make sure that the generated process x; is a heavy-tail one. Let us describe the
corresponding centralized process xc;:

xc; = x; — {(x) (24)
where the average value (x) is
1 105
(x) = 105 Z Xi, (25)

j=1
here we take into account the fact that the number of points of the generated array x; is equal to 10°.

The correlation function of the process xc; is built as follows:
105-1

1
Ri(T) = (x€; * xCive) = 755 — z (xc; " XCio)- (26)
i1

The corresponding correlation function and its Ieast-square fit are given in Fig.2.
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Figure 1: The values of the simulated non-smooth heavy-tail non-negative random process
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Figure 2: The correlation function of the simulated non-smooth heavy-tail random process and its
least-square power-law fit; t>1.

The corresponding least-square fit is sought as

Rge(t) = a-t?, (27)
The following numerical coefficients were obtained:
a = 0.39, b =-0.44, (28)
here, the coefficients are rounded off to two significant digits. So,
Reie(t) = 0.39 - 7044 (29)

and on the basis of formula (29) and Fig.2 one can conclude that the correlation function exhibits a
power law decay rather than an exponential one. So, indeed, the generated process is a heavy-tail one.
It should also be noticed that according to [13] the following property should be valid for > 1 :

R, (t)~t?H~2 (30)
s0, according to the least-square fit
2H — 2 = —0.44, (31)
which leads to
H = 0.78, (32)
which is very close to the value 0.8, see (21). The variance of the process is equal to
R,(0) = 0.93, (33)

which is rather close to the value y, = 1, see (21). So one can conclude that the generated process is
close to the fractional Gaussian noise with given variance and Hurst exponent.



The generated process is hon-smooth, i.e. it is really highly fluctuating, so it is rather difficult to
predict it. So it is reasonable to investigate smooth heavy-tail processes. In order to obtain smoother
processes, we use a very simple smoothing algorithm [15]:

l

- 1
Xi=57 ZlXHj (34)
j=

where X; are the values of a smooth process, expression (34) is valid for every point except for the
first [ and the last [ ones. The first [ and the last [ points of the process X; may be obtained as the
corresponding linear least-square fit of the first [ and the last  points of the process X;, respectively.
The corresponding non-negative process may be expressed similarly to (23):

%; = X; + |min(X)| + 1073, (35)
and the corresponding centralized process
X¢; = %; — (%) (36)
where the average value
05
1N,
(X) = 1—05 in . (37)
j=1

The simulated data for the process %; for [ = 3 are given in Fig.3.
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Figure 3: The values of the simulated smooth heavy-tail non-negative random process for [ = 3
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Figure 4: The correlation function of the simulated smooth heavy-tail random process and its least-
square power-law fit; t=1.

It should be stressed that the obtained smooth process %; is also a heavy-tail one. Let us consider
the corresponding correlation function:



10°-1

Ry(1) = (R; - Tipe) = Z (T, - Tiyo). (38)

For example, for [ = 3 the following correlation functlon and its fit are obtained, see Fig. 4.
The least-square fit is sought in the form (27) , the following numerical coefficients were obtained:

a=0.43, b = —0.46, (39)
here, the coefficients are rounded off to two significant digits. So,
Rge(t) = 0.43 - t7046 (40)

As can be seen form Fig.4, the correlation function of a smooth process is also well described by a
power-law function, the obtained smooth process X; is also a heavy-tail one, and, in fact, this process
may also be roughly considered as fractional Gaussian noise.

4. Prediction on the basis of the Kolmogorov—-Wiener filter

The prediction for non-smooth data is built as follows. In fact, the prediction for the centralized
process is used. The filter weight coefficients are built on the basis of (13)—(16); the corresponding
correlation function is taken in the form (26).

First of all, the points xc;, xc,,..., xcr441 Of the simulated process xc are taken as the filter input,
and the points xcr4y, XCry3,..., XCr4,41 are predicted. Then the points xc,, xcs, ..., xcp4, are taken
from the simulated data, and the points xcy.,3, XCr44,..., XCr454- are predicted, and so on.

At the i" iteration of the algorithm the predcition is calculated as follows. The filter input data are

x'g = xC;, X'\ = XCigqy ey X'7 = XCigr, (41)
SO
x']- = XCH_]'. (42)
The filter output y;, is the predicted value for x;., (the non-noisy case is investigated). According to
(3) we have

Ye = z hX' ¢, (43)

here, the upper bound of summation is changed in order to avoid obtaining indices beyond the array
of the input data. Such a change of the bound does not lead to a significant error for the prediction
under consideration. On the basis of (41)—(43) one can conclude that

t

XCitt4z = Z hiexceri-k (44)
k=0
where X¢;, ;4 is the predicted value of xc;,;,,. Obviously, the prediction is made only for the values
i+t+z=T+1+i T+2+1i,..,T+z+i. We should also remember that we should make the
prediction for the non-negative simulated data. So, the predicted non-negative data may be expressed
as

‘fl'+t+Z = ﬁi+t+z + (X) = (x) + Z hkxct+i_k, t=T + 1-— Zz, T. (45)
k=0
The MAPE and MAE errors for the corresponding prediction are calculated as
T

1 X —X;
MAPE = = Ttz YL 100% (46)

Z o Xitt+z

and
T
1 ~
MAE = P z |Xive4z — Xireezl (47)
t=T+z—-1

The corresponding prediction errors are calculated at each iteration.

Let us tell a few words why the above-mentioned change of the upper bound of summation has no
significant effect on the result. In order to make the prediction for x¢;,q.;, one should calculate the
sum of T + 2 — z summands, in order to make the prediction for x¢r,,,; one should calculate the



sum of T + 3 — z summands, and so on. We obviously deal with the case where T > z, so the value
T+ 1—z is rather close to T + 1, so the above-mentioned change of the upper bound is not
significant for the calculations.

Similarly, the prediction for the smooth heavy-tail process is made as follows. At the i"" iteration
of the algorithm the prediction is calculated as follows:

t
§i+t+z = (f) + Z hk%t'{'i—k’ t=T + 1-— Z,T (48)
k=0
and the corresponding MAPE and MAE errors are
T ~
1 X; — X;
MAPE = — E T 100% (49)
Z el Xit+t+z
and
T
1 2 .
MAE = o Z |xi+t+z - xi+t+z|- (50)

t=T+z-1
The MAPE and MAE are calculated for each above-mentioned iteration. The 10°> — T — z MAPE
and MAE values both for smooth and for non-smooth processes are obtained. The following
parameters are chosen:
T =100, z=1. (51)

n

MAPE, %
Figure 5: The MAPE and MAE histograms for the prediction of a non-smooth heavy-tail process
Table 1
The prediction results for a smooth heavy-tail process
l (%) Average MAPE, % Average MAE
1 2.98 9.11 0.235
2 2.52 6.26 0.142
3 2.34 4.85 0.103
4 2.31 3.92 0.081
5 2.22 3.37 0.067
6 2.11 2.98 0.057
7 2.04 2.68 0.050

The following results are obtained. The MAPE and MAE histograms in the case of the non-smooth
process are shown in Fig.5. The y-axes of the histograms indicate the number of MAPE and MAE
values that belong to the corresponding intervals. For the non-smooth process the average MAPE is
24.7%, and the average MAE is 0.70 (the average value of the process is (x) = 3.88). It should also
be stressed that for some points the MAPE are more than 100%. So one can conclude that the
prediction accuracy is not high in the case of the non-smooth process. So, if the process is a highly
fluctuating one, then the prediction based on the Kolmogorov-Wiener filter may not lead to good
results.



But if the process is rather smooth, the prediction results are much better. The corresponding
results are given in Table 1. In Table 1 [ is the parameter used in (34), i.e. 2l + 1 is the number of
smoothing points. As can be seen, the smother the process is, the better the prediction results are, and
the prediction accuracy increases with [. The corresponding histograms for [ = 3 are given in Fig.6.
The predictions for I > 6 have an average MAPE value less than 3%.

e < - A 0 | | H ’ hw =
- MAPE, % ’ i MAE s
Figure 6: The MAPE and MAE histograms for the prediction of a non-smooth heavy-tail process

For example, for [ = 3 the average MAPE is less than 5%. As can be seen from the corresponding
histogram, the MAPE for the overwhelming majority of points is less than 10%. For some very rare
points the MAPE may be rather high (up to 40%), but in our opinion this may be explained as
follows. As can be seen from Fig. 3, the values for some points of the process X are rather close to
zero, and the MAPE may not be an adequate characteristic for the prediction of points close to zero.
So, one can conclude that the Kolmogorov—Wiener filter may give good results for the prediction of a
stationary heavy-tail random process if the process is smooth enough.

5. Conclusions and plans for the future

The use of the Kolmogorov—Wiener filter for the prediction of stationary random heavy-tail
processes is considered. The attention is paid to the discrete case. The problem under consideration
may be connected with the telecommunication traffic prediction, which is important, for example, for
cyber security, see [3]. There are many rather sophisticated approaches to telecommunication traffic
prediction [1]. For rather simple cases (stationary or smooth traffic) the ARMA or gray model
approaches may be used [2]. The traffic in telecommunication systems with data packet transfer is
considered to be a self-similar heavy-tail process, see [11]. Such a simple filter as the Kolmogorov—
Wiener one may be used in the prediction of stationary random processes [6]. However, as far as we
know, the corresponding approach for traffic prediction is not sufficiently developed in the literature.

In this paper we generate data for a stationary heavy-tail process on the basis of the symmetric
moving average approach [13]. The corresponding non-smooth and smooth data are generated. The
prediction for 1 point forward on the basis of the previous 101 points is investigated. It is shown that
the Kolmogorov-Wiener filter is not good for non-smooth processes, but may give a good prediction
for a stationary random heavy-tail process if the process is rather smooth. So, if the traffic is
stationary and rather smooth, the Kolmogorov—-Wiener filter may be used for its prediction. The
advantage of the corresponding approach is the simplicity of the method in contrast with, for example,
neural networks or ARIMA models.

The plans for the future are as follows. In this paper only the values T =100 and z =1 are
investigated. So the prediction investigation for a wider range of parameters may be a plan for the
future. In our recent paper [10] the theoretical approach to the Kolmogorov—Wiener filter construction
in the continuous case is considered. In this paper we generated a large number of data points, which
may allow one to try to investigate the continuous case, so the investigation of the applicability of the
method [10] may be another plan for the future. This paper is based on the generation of simulated
data, so the investigation of real experimental traffic data may be another plan for the future. It should
also be stressed that the use of the Kolmogorov—-Wiener filter for the prediction of stationary



processes may be useful not only in telecommunications, but also in other fields of knowledge, for
example, in electrical engineering, see [16].
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