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Abstract

Information and communication technologies are an essential part of almost any business
sector and, therefore, are the target of different cyberattacks. ICT security measures are
necessary to protect information from unauthorized access. The Human-in-the-Loop approach
argues that cybersecurity specialists should be continuously involved in evaluation of
automated intrusion detection activities and should be supported by suitable tools to evaluate
the situation. This paper proposes an overall design of the intelligent intrusion detection system
with a focus on supporting cybersecurity specialists to fulfill the requirements of the Human-
in-the-Loop approach. Typical users of cybersecurity, their use cases and interactions are
identified. Architectural components supporting implementation of the system are identified.
Big data and machine learning threat identification, knowledge management and personalized
workplaces for system administrators and other users are the key modules of the system.
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1. Introduction

Information and communication technologies (ICT) are an essential part of any business sector.
These technologies are used to automate business processes, to store and process data, which can also
include sensitive information. Therefore, data access by unauthorized third parties or cyberattacks on
the system can cause a disruption of business processes or even cause permanent damage to the system
itself. With the growing dependence on ICT technologies, there is a growing potential for significant
damage to public administration IS and electronic communications networks, neutralization of national
politics, economics, and military decision-making centres, misinformation of the public and the
emergence of man-made technogenic accidents, leading to a growing risk of non-military threats with
severe consequences.

Data centres are typically used as a host for various ICT systems, and therefore are typical targets
of cybercriminals and security threats. According to [1], threats such as viruses, malware, ransomware,
spyware, spam, phishing, DDoS, and other related threats are frequent in data centres, which shows the
importance of real-time network monitoring and threat prevention. According to the report [2], phishing
threats increased from 3% in 2018 to 9% in 2019, and also the amount of compromised data has
increased. In 2019 botnet C2 servers number has increased by 57% compared to 2018, which are usually
associated with distributed denial of service (DDoS) attacks [3]. Timely intrusion detection and
response is essential to dealing with these threats.

However, continuous monitoring of enterprise IS and network data, as well as incident identification
and threat prevention, impose serious performance and scalability requirements on the ICT security
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management solution. Currently, the most commonly used security management solutions address this
issue by processing only a portion of the available data, because it would not be possible to provide the
desired performance and response time when processing all data. ICT security management solutions
available on the market have limited capabilities to provide a full-scale complex analysis of IS systems,
network data, server logs, and other unstructured and semi-structured data; therefore, it is only possible
to provide a limited level of security threat identification and appropriate action to mitigate the impact
of cybersecurity incident.

Lack of cybersecurity specialists is another problem [4]. Currently, the management of ICT security
incidents is performed by security personnel, and the identification of the causes of the incident and the
speed of response depends directly on the experience and competence of the professionals. They need
in-depth knowledge of networks, their protocols and devices, device architecture, vulnerabilities, as
well as cybersecurity tools and the effectiveness of their application. Big data technologies and machine
learning approaches are promising to automate intrusions detection. However, involvement of human
decision-maker is still important [5]. The Human-in-the-Loop Security Model argues that automated
machine learning based approaches should be combined with manual intervention models to deal with
low confidence problems. Therefore, a user-oriented intrusion detection system that combines
automated detection techniques with user-friendly approaches to visualize, explain, and share intrusion
detection data is needed.

The objective of this paper is to propose an overall design of the intelligent intrusion detection
system with the focus of supporting cybersecurity specialists to fulfil the requirements of the Human-
in-the-Loop approach. Typical users of cybersecurity, their use cases and interactions are identified.
Architectural components supporting implementation of the system are identified. The work is
conducted as a part of university and industry collaboration applied research project, and the results
will serve as basis for further implementation of the system. The proposed system is known as
BICTSeMS.

The rest of the paper is organized into 5 sections. Characteristics of current intrusion detection
systems are reviewed in Section 2. The requirements are identified in Section 3. The overall design of
the proposed systems is presented in Section 4. Section 5 contains the conclusion, and section 6 -
acknowledgments.

2. Background

Intrusion detection systems (IDS) monitor network traffic by scanning a network or a system to
identify suspicious activity and generate alerts when suspicious activity is discovered. Measurement
criteria as the false positives (unmalicious activity identified as malicious), false negatives (malicious
activity identified as unmalicious) are used to evaluate IDS performance.

IDS can be classified into five types:

1. Network-based IDS (NIDS) - monitors packets from the network,

2. Host-based IDS (HIDS) - analyse the audit data of the operation system,

3. Protocol-based IDS (PIDS) - is located in the front end of a server and controls and interprets

the protocol between user/device and server to secure a web server,

4.  Application protocol-based IDS (APIDS) - is located in a group of servers and monitors and

interprets the communication on application specific protocols,

5. Hybrid IDS which is a combination of two or more approaches.

IDS uses two different detection methods: the signhature-based method or the misuse detection and
the anomaly-based method. Misuse detection identify attacks based on specific patterns or signatures.
It uses information on previously detected malware. One of the signature-based IDS main problems is
large number of signatures in the database, which leads to possible misses of dangerous attacks and
inability to detect unknown attacks. The anomaly-based method uses machine learning to detect
previously unknown malware. The disadvantage of this method is that non-malicious behavior can be
identified as an incident that leads to high false positives rate. Both intrusion detection methods can be
combined to overcome the disadvantages of these methods [6]. In various research papers, IDS are
supplemented with additional methods to improve IDS performance and overcome its limitations.



The new generation IDS that can correlate information from various resources to identify bots in the
network before they inflict damage is proposed by [7]. The solution consists of the Snort network
intrusion detection system that performs real-time traffic analysis and packet logging and Splunk that
identifies data captures, correlates real-time data, and generates visualizations.

The Signature Apriori algorithm can be used to implement the misuse detection technique and data
mining into IDS. The main concept of the algorithm is to use prior knowledge of the properties of the
frequent itemset. This method is used in [8] research with an additional Scan-Reduction method to
minimize scans of the database and by the observation of the attack signatures determine which attack
signatures depend on each other and identify the new attacking signature. The system analyses data
gathered from Snort and packet sniffer to find frequent items which meet minimum support, and
afterwards checks all possible combinations with already known signatures. The proposed algorithm is
faster than the Signature Apriori algorithm with a moderate false positive rate ~25%.

Open-Source Intelligence (OSINT) is a technique that may be used to automatically update IDS
knowledge by collecting knowledge about threats from diverse sources. In [9] the OSINT data are used
to generate rules and blacklists that are later integrated into an IDS in the IDSoSint prototype. The
proposed approach acts continuously in a loop, each iteration containing three phases: information
gathering and categorizing into predefined threat categories, knowledge generation by correlating
gathered information, and incident detection managed by Pulledpork? platform and updating of the
Snort IDS. The proposed approach is able to successfully generate rules and blacklist entries using
OSINT feeds and is able to eliminate traffic based on blacklists and then emit the remaining incidents
through Snort’s rule processor.

The enhanced signature-based IDS is proposed in the research [10]. The proposed solution resolves
signature-based IDS disadvantages by distributing signature database in the several small databases
based on a protocol type; by using a filtering engine and by updating engine. The IDS captures an
incoming packet, extracts its signature, and matches the extracted signatures with the signatures stored
in the databases. If there is a match, the alert is sent and the packet is blocked; if not, the packet goes
through the filtering engine which checks the similarity of the signatures of the new packet and the
stored in databases, and whether the new IP is stored on the IP blacklist. If the packet passes those
criteria, itis clean; if not it is blocked, and the signature databases and blacklist are dynamically updated.

[11] propose an associated graph set (AGS) model-based NIDS architecture for enterprise network.
Model requires the decomposition of the host into sets of MAC addresses, IP addresses and Ports
associated with the host. An address of each level can be associated with one or more addresses of
neighboring levels. These sets specify a mapping function for network associations, up to the OSI
protocol stack, and the analysis of these mappings allows one to define node’s internal configuration
and enter security validation rules. Any attack on each OSI layer makes changes in the graph structure
and can be detected. Hosts are classified according to the communication role, and the information can
be used to collect data about the system. The information can be divided into structural data and
communication data. The AGS NIDS architecture includes two layers of analysis modules: module to
identify attacks by known data mining methods based on behavior, specifications or knowledge, module
to generate the system, system behavior, and structure rules based on the first analysis.

The brief overview shows that different approaches can be used for IDS improvement, for example,
by combining multiple open-source IDS systems. Table 1 shows the overview of the most popular open-
source, free, and real-time NIDS or HISD that performs data analysis, and uses both anomaly-based
and signature-based detection methods.

Table 1 shows that different IDS systems can be used in combination to analyze different network
logs and obtain a complete picture of the incident. Each IDS system also has a different set of features
that can be used; therefore, it is important to understand the requirements of the system to select the
most suitable open-source solution if needed.

2 https://github.com/shirkdog/pulledpork



Table 1
The overview of selected open-source IDS

IDS Type Logs Features

ee traffic, ) )
Zeek IDS® NIDS SNMP traffic, FTP, DNS
(Bro IDS) HTTP activity, events

Event Engine, Policy scripts

Packet logger, sniffer, and IDS modes,
Snort* NIDS Network traffic packets Rule-based configuration,
Plugin framework

OSSECS HIDS Alterations, mail, FTP, web Creation of important files checklist and

server data validating it
DNS, SMB, FTP, HTTP, Integration with third-party tools like
Suricata® NIDS UDP, TLS, TCP and ICMP Anaval, Squil,
protocols Uses rule sets

Focus on log management, enterprise
security monitoring.
Includes tools as Elasticsearch, Locstash,
Suricata, Zeek and other.

Security  NIDS,

Onion’ HIDS Network and host logs

The overview of current IDS improvement solutions does not show how to integrate human
interactions with the cybersecurity analysis system for the creation of the Human-in-the-loop
cybersecurity system. The current IDS systems focus on technical aspects while importance of usability
issues has increased recently. [5] define that a Human-in-the-loop cybersecurity system should have a
machine detection module, knowledge base, confidence level module, and manual intervention module.
[12] states that IDS should deliver reliable predictions about potential threats, delivers easy to
understand explanations about its decisions, adapt towards new challenges and does not have a negative
impact on performance. They add an explainer to the classification algorithm to meet these
requirements. Visualization also plays an important role in supporting the analysis and comprehension
of cyber-incidents [13]. [14] specifically focus on user interactions with IDS and provide automation
of configuration activities including configuration by means of using voice activated commands.

3. Requirements analysis

The requirements towards the Human-in-the-loop cybersecurity system are formulated to understand
the required functionality of the proposed system. These requirements are elicited on the basis of
analysis of existing intrusion detection systems (Section 2), literature review of automated cybersecurity
solutions [15], IT security standards, and interviews conducted with representatives from an ICT
company managing data centers.

3.1. Overall approach

The BICTSeMS platform is envisioned as an intelligent intrusion detection system supporting
cybersecurity specialists. The threat prevention activity refers to the detection and blocking of malicious
attacks on the ICT infrastructure (Figure 1). It is supported by best practices providing information of
type of attacks and suitable response mechanisms. In order to support the cybersecurity specialists, the
threat information is contextualized and represented in relation to the overall network topology
uncovered and maintained using automated methods. The topology modeling describes relationships
among the network’s elements and explained potential attacked vectors. The component topology
graphs are retrieved from a cloud computing platform using a specialised adapter. The topology

8 https://zeek.org/

* https://www.snort.org/

S https://www.ossec.net/

® https://suricata.io/

" https://securityonionsolutions.com/



preprocessor extracts subgraphs (subsets of connected devices, such as one VLAN) from the entire
topology graph and checks whether changes have occurred in the subgraphs. If changes are detected, a
new version of the subgraph is saved in the Topology dataset.

The threat identification using big data analysis and machine learning methods continuously run in
the background to identify new threats and generate warnings and recommendations to human decision
makers. Positive warning and recommendations are documented as best practices to provide input for
the treat detection. Thus, the BICTSeMS platform provides automated threats analysis,
contextualization and accumulation of knowledge further used to help the cybersecurity specialists to
monitor and to manage ICT infrastructure.

Threat
preventation

Topology

Best practices modeling

Threat
identification

Figure 1: BICTSeMS overall approach

3.2. Uses cases

The BICTSeMS system is designed as a semi-automated system that requires human interactions to
perform the security management of ICT components. The identified possible system users are the
following:

1. incident response team that performs intrusion detection, advisory distribution, education and

awareness, information sharing and incident response [16], it usually includes:

a. team leader — coordinates the incident response team,

b. lead investigator — performs evidence analysis,

c. communication lead — provides necessary communication inside and outside of the
company,

d. documentation and timeline lead — documents team activities and tasks,

e. legal representative — assures that incident response activities are in line with laws and
regulations,

2. system administrator — responsible for the maintaining of computer systems, for example,

Servers,

3. BICTSeMS administrator — responsible for the BICTSeMS system user management, system

performance, and system configuration.

In this system context, incident response team manages incident identification and prevention
processes and maintains ICT security management best practices repository. The system administrator
is responsible for the isolation of the infected system area and is responsible for enforcing the security
measures of the ICT components. The system itself performs automatic data analysis, threat detection
and prevention if the instant actions are needed.

The BICTSeMS system provides different functionality to maintain a high ICT security level, this
functionality is summarized into five use cases:



Use Case 1: Real time full-scale integration of system data: Provides ICT system components
data reception, pre-processing and aggregation used for security threat identification.

Use Case 2: ldentification of security threats: Performs system cyber security threat
identification based on system data analysis provided by Use Case 1.

Use Case 3: Security threat prevention: Performs cyber security threat prevention based on
threat identification data.

Use Case 4: Management of ICT security management best practices repository: Provides
summary of automated or recommended actions to ensure that the level of security is restored.
Use Case 5: Creation of ICT components topology model: Provides system ICT component
topology model including a database with IP addresses and servers to determine the area of
influence of ICT device interdependence and security incident.

Two of the use cases are described in more details in the following sub-sections.

3.2.1. Real time full-scale integration of system data

The objective of real time full-scale integration of system data is to pre-process ICT system data
from various data sources (Figure 2: ). The results of the analysis are passed to the BICTSeMS threat
identification module for threat detection.

ICT component data for . Public security
threat identification © - database
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Figure 2: Use case diagram for real time full-scale integration of system data

This use case describes ICT system data analysis performed by BICTSeMS real-time data
integration module using data from different sources, for example, network data, server log files,
firewall log files, email log files, graph-based features, etc. that will be used to identify possible cyber
security threats in the system. Data center is built on the TCP/IP network model that can be divided into
four layers: physical, link, network, and application layers, and each of them has their own security
risks and each of them produce different data [17]. Graph-based features represent the system
components interactions, these features can be used to identify the neighbors of the infected device [18].
According to [19] usage of various data sources is important to understand the full picture of the events
in the system, their correlation and sources. Therefore, the cyber security management system should
be able to perform parallel processing of a huge amount of log data that have a different structure [20].
The data analysis should be done in real-time to be able to detect threats instantly and react to them
[21].

Data filtering is performed to support the context of the data that is used to interpret the data and
retain interesting events from large data sets. For example, by filtering data by a timeframe, the system
is able to identify the correlation of the events in this timeframe, determine the attack path and it source,
and exclude unrelated data. Filtering is often used in combination with prioritization that helps
determine the importance of the event and whether it should be investigated [22].



The use case actors include relevant subsystems:

1. Public security database — contains IP and DNS addresses blacklists that is used for the analysis,
2. E-mail server, webserver, router — an example of data sources for full-scale system analysis,
3. Cloud computing platform — contains systems ICT components topology.

3.2.2. Creation of system components topology model

The objective of this use case is to ensure the definition of the topology model of the ICT components
in the form of a graph for the further use of different components of the system (Figure 3). The use
case post-conditions include making versioned ICT topology data available for other use cases.

BICTSeMS
Model related ICT
Create ICT - - components
components - include
topology model
- - - - rd =~ - -
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computing ~ N Sy component
platform e tends! _:\ graph
# ten
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R L threat identification . dgataFll:se
Incident
Response
team

Figure 3: Use case diagram for the creation of system components topology model

This use case describes creation and managing of ICT components topology model. Network
topology consists of nodes (users, devices, etc.), edges (relations) and degree of the node (for example,
number of neighbors). The attack on certain node can cause not only disruption of this node but also
could infect neighbors, therefore, topology graph is excellent way to see the relations of the nodes.
When the network is large, it consists of many nodes, and it is difficult to model the interactions among
all nodes. One of the solutions is to create a population game that is often used to model the strategic
interaction between many players [23].

Modeling of network topology is especially helpful for botnet detection allowing to see how the
network components change their connections and overall behavior [24]. Using graph-based features
retrieved from network topology graph overcome the limitations of using only most common flow-
based features like source and destination IPs, protocol and other that cannot capture the systems
components interactions and analyze complex communication patterns [25]. For better analysis graph-
based and flow-based features should be used together.

The creation of ICT component graphs contains the model of data center virtual environments
(virtual machines, containers, hypervisors, etc.). The virtual environment is evolving dynamically,
therefore, it is not recommended to use static topology graph for the system data analysis, threat
identification and prevention, and ICT security management best practice repository. The graph is
created and versioned by the graph database management system.

The use case actors include both users of the system and relevant subsystems:

1. Incident response team — views the topology of ICT components,

2. Cloud computing platform —used to create ICT component topology model.



4. Overall design

The overall design of BICTSeMS is elaborated according to the requirements following the service-
oriented approach. The main components are BICTSeMS core services, infrastructure services and user
interface (Figure 4). The data sources component is responsible for the capture and preprocessing of
network traffic. The core services support the BICTSeMS approach and implement the specified use
cases. The user interface component presents the core services to the users.

A workplace concept is used to provide a customized work environment for specific users depending
on their needs. The workplace is composed of reusable components. Out-of-the-box workplaces for
security manager and audit manager. The administration panel provides an overview of the current
cybersecurity situation. The user interface will be developed state-of-the-art web development
technologies to provide user experience customary in user-oriented applications.

The real-time data integration module provides the reception, pre-processing, and aggregation of
large amounts of real-time data, obtaining the availability of information for use in machine learning
models. The component interacts with the threat identification module (ensures the availability of
aggregated data characterising the real-time ICT components for the performance of machine learning
models). The threat prevention module, which performs automated adaptations to the ICT components
or informs the responsible person in response to the identified threats and ensures the restoration of the
security level, considering the topology and interdependencies of the ICT components

The ICT security management best practice repository contains automated actions or recommended
actions for the responsible person to ensure that the level of security is restored in response to identified
threats. The component interacts with:

1. threat prevention module - provides the selection of the most appropriate actions for the

identified threats,

2. topology modelling module - defines good ICT management practices at the level of several

related ICT components.

The threat identification module, which provides both specialised automated actions to identify
previously known security threats (e.g., there is unauthorised port is open on the server) and machine
learning models to identify previously unknown threats and identify suspicious activities in the
aggregated data available to the platform. The machine learning models provides ICT components
behavior patterns baselines that are created using unsupervised machine learning approach — clustering,
and LSTM maodels. Identification of the behavior pattern of ICT components in a cybersecurity context
can be used to identify abnormal activity of the by comparing the device normal activity of the device
with the current activity

The topology modelling module, which ensures the definition of the topology model of ICT
components in the form of a graph and the further use of the obtained graph for more accurate
identification of security threats and selection of the most appropriate adaptive actions. The component
that interacts with:

1. threat identification module - allows for an overview of the characterising information of ICT

components,

2. threat prevention module - for performing adaptive actions in several related ICT components,

3. ICT security management best practice repository - allows to model related ICT components

to formalise security management best practices.

The infrastructure services provide data streaming, messaging, data storage, and security services
needed by the core services. The infrastructure services are designed using open source tools to achieve
a high degree of scalability and portability. The message brokers are used for netflow data and system
log streaming and service communication between each other. There are unlimited flows of netflow
data and system logs. The stream processing service provides continuous data processing. The data flow
is intensive, and a distributed data storage is required in order to ensure continuous data storage and
analysis. Graph databases will store the network topology. The reverse proxy and load balancer on the
BICTSeMS platform is expected to redirect requests to the user interface backend service, topology
modelling service, the threat identification service, the threat prevention service, and the best practice
repository service.
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Figure 4: Overall architecture

The architecture meets the identified requirements and conforms the principles of the Human-in-
the-loop security system [5]. The threat prevention and identification services implement the automated
machine detection functionality. The best practice repository service provides the knowledge base. The
topology modeling service provides explanatory capabilities. The users use customized workplaces in
provide oversight and manual intervention module.

Technology evaluation was performed to select the most suitable technologies for BICTSeMS
system development. Evaluation of criteria and 4 technology groups (network data ingest technologies,
document database, real-time streaming platforms, development and analytics tools) were performed
by 8 experts from Riga Technical University who are experts in software development and integration,
or cybersecurity. As a result of technology evaluation, the most suitable technology for each group was
obtained:

1. network data ingest technologies - software tools like GoFlow, Fprobe, and SoftFlowBD,

2. document database - Apache Cassandra,

3. real-time streaming platforms - Apache Spark,

4. development and analytics tools — Python programming language.

5. Conclusion

The paper proposes the BICTSeMS security management platform as a user-oriented solution for
automated and intelligent intrusion detection. At the same time, it follows the Human-in-the-loop
approach to involve human decision-makers and to support their activities. One of the key challenges
is finding the right balance between automated intrusion detection and human involvement to maintain
efficiency and continually develop the cybersecurity competences of users.

The BICTSeMS platform provides user friendly means to present contextualized cybersecurity
information and support users with intrusion detection knowledge maintained in a best practice
repository. The requirements identified and the overall architecture designed serve as the main inputs
to ongoing implementation of the platform.
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