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Abstract

Many IoT circuits are under the threat of side-channel attacks such as power analysis attacks.
Among the side-channel attacks, power analysis attacks are serious threat to security. Therefore,
security measures are necessary to ensure the safe use of IoT devices. However, there are a
wide variety of IoT devices, and the allowable cost, power, and required security strength vary
depending on the system application. Therefore, in this study, we conduct an empirical study
on masking for adders on FPGAs, and explore the trade-off between cost and safety by
changing the bit length of the mask. The experimental results show that masking improves
power analysis attack resistance, and series-connected masked adder is particularly effective
in resisting power analysis attacks.
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1. Introduction

Internet of things (IoT) devices which have become increasingly popular in recent years are
vulnerable to side-channel attacks due to their exposure to the physical environment. Typical side-
channel attacks include power analysis attacks, timing attacks [1], electromagnetic analysis attacks [2],
and so on [3]. In particular, the power analysis attack, which infers security key from power
consumption, is the most popular for side-channel attacks since an instrument is not expensive to
analyze the power. According to the work [4], the power analysis attack is a serious threat to the security
on not only application specific integrated circuits but also field programmable gate arrays (FPGAs).
Therefore, security measures are essential for the safe use of IoT devices. Thus, one of the
countermeasures against attacks is a technique called masking. Masking use random masks to split
sensitive cryptographic intermediate variables into multiple shares. The side-channel information from
the individual shares does not reveal the sensitive variable since the random masks should be
unbreakable. Even if an attacker earns the side-channel leakage, the sensitive intermediate variable is
mystified enough to keep secret. In the past, there have appeared a variety of masking methods such as
multiplicative masking [5] and masked AND operation [6]. Such work aims to improve side-channel
attack resistance. However, little work has investigated how masking mystifies the sensitive
cryptographic variable [7]. Also, there is a wide variety of [oT devices, and the acceptable cost, power,
and required security strength vary depending on the system's application. Therefore, a trade-off
between implementation cost and safety can be expected by devising a method of masking.

This paper presents empirical studies on masking for adders on FPGA, focusing on adders as one of
the most basic components of circuits. The contributions of this paper are two-fold. First, we compare
two types of masked adders, i.c., a series-connected masked adder and a compression-based masked
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adder. We also evaluate the impacts of the mask bit-length on the power analysis attack resistance.
Specifically, we explore the trade-off between cost and security by changing the bit-length of masking.

The rest of this paper is organized as follows. In Section 2, we describe the two circuits used in our
study and introduce the masking methods in these circuits. In Section 3, we present the experimental
scenario and the results of the side-channel attack resistance. Section 4 gives a summary of this paper.

2. Masked arithmetic adders

In this section, we compare the power analysis attack resistance of two types of masked adders. In
this paper, we make the following assumptions. An attacker inputs augend A to the adder and tries to
identify the addend B through observing a side-channel leakage of the power consumption. Note that
we assume the attacker cannot observe B and the sum C.

2.1. Series-Connected Masked Adder

Figure 1 shows the structure of a simple masked adder. It consists of two carry-propagate adders and
one carry-propagate subtractor connected in series. First, the random number R generated by the
pseudo-random number generator (PRNG) is added to A. Then, B is added to the output of A+R. Finally,
R is subtracted to derive the final output of C (=A+B). In this example, we assume that A is masked
with adding R, and its intermediate variable mystifies the side-channel leakage of the power
consumption by the subsequent calculation. In this experiment, the pseudo-random number generator
is excluded from the attack resistance evaluation, and only the arithmetic unit part is evaluated.

2.2. Compression-based Masked Adder

Figure 2 shows the compression-based masked adder. The series-connected masked adder
previously presented has a long delay in adding the augend A, addend B, and random number R, since
it is connected to two carry-propagate adders in series. Therefore, to reduce the delay, the three inputs
are first compressed into two terms by carry save adder. According to the work [8], the carry save adder
achieves the shortest latency among adders.

Figure 1: Series-connected masked adder
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Figure 2: Compression-based masked adder

2.3. Experiments

We compare two types of masked adders. The number of bits is 128-bits. We synthesize with AMD
Xilinx Vivado 2019.2. The target device is assumed to be Airtix-7 FPGA. Our synthesis has been
performed with enabling a couple of optimization options to the performance. In addition, we use the
tool introduced in the work [9] for power analysis. This tool can observe dynamic temporal changes in
power. Table 1 shows the synthesis results. However, this table does not include the area and delay of
the pseudo-random number generator.

Next, we evaluate the power consumption. Figure 3 shows the power consumptions on the compare
circuits. The X-axis represents a hundred of testbenches of which each contains 2000 test vectors, and
the Y-axis represents the power consumption. In the results, we focus on only the logic and signal power
consumption. Table 1 also shows the average power consumption for each circuit. The results show the
non-masked circuit consumes the least power since due to none of additional computation for masking.
The power consumption on series-connected masked adder looks almost the same as that on
compression-based masked adder.

Finally, for the evaluation of the resistance towards the side-channel leakage, we employ T-test to the
results of the power analysis. It is a statistic methodology to evaluate the difference between the means
of two sets of data [10-11]. T-test is expressed in the following equation:

XX,
t= 2 2 (1)
\/51/N1+52/N2

Here, X; and X, represent the mean power consumption for random and fixed inputs, S; and S, are
the standard deviation, and N; and N, represent the number of samples. The T-value ¢ is desire to be
less than 4.5 to meet security criteria. The results of the T-test for the two types of adders are shown in
Figure 4 and Table 2. Figure 4 shows the T-value for each testbench, and the red lines represent the
security criteria. Figure 4 indicates that T-values are frequently exceeded over 4.5 without masking.
The T-values of series-connected masked adder are obviously ranged within the security criteria. The
T-values of compression-based masked adder are seemingly larger than that of series-connected masked
adder. The results show that the series-connected masked adder shows a high tolerance. Also, Table 2
shows the series-connected masked adder seems safe against power analysis attacks since T-value stays
between -4.5 and 4.5 in any case, while the compression-based masked adder still exceeds the security
criteria in eight testbenches.

69



Table 1
The number of LUTs, delay and power consumption for the synthesized adder circuits

Masks Adders LUTs Delay(ns) Power consumption(puW)
0-bit (Non-masked) Carry propagate adder 128 8.470 699
128-bit (Full-masked) Series-connected masked adder 384 11.048 9675
Compression-based masked adder 511 10.268 9708
Table 2
The number of T-values violating a security criterion (>|+4.5])
Masks Adders No. of Maximum
T-values over |+4.5| T-value
0-bit (Non-masked) Carry propagate adder 23 12.10
128-bit (Full-masked) Series-connected masked adder 0 3.07
Compression-based masked adder 8 6.35

— Non-masked carry propagate adder
— Full-masked series-connected masked adder

— Full-masked compression-based masked adder
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Figure 3: Analysis results of power consumption
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Figure 4: The results of T-test

3. Trade-off between cost and security

In the previous section, we have compared the circuits with non-masked and full-masked. In this
section, unlike the previous section, we utilize the masks whose bit-widths are different. The
experiments aim to explore the trade-off between the cost, power consumption, and side-channel attack
resistance.

3.1.

Experimental setup

In the experiments, we evaluate the power attack resistance of masked 128-bit series-connected
masked adder and compression-based masked adder.
We prepare the following six different masks:

Lower 32-bit mask: Upper 96 bits in 128-bit are set to 0. The rest of lower 32 bits are assigned
to a 0-1 random value R.

Distributed 32-bit mask: A 0-1 random value R is set every four bits and there is the mask for
32-bit in total as shown in Figure 5 (a).

Lower 64-bit mask: Upper 64 bits in 128-bit are set to 0. The rest of lower 64 bits are assigned
to a 0-1 random value R.

Distributed 64-bit mask: A 0-1 random value R is set every two bits and there is the mask for
64-bit in total as shown in Figure 5 (b).

Lower 96-bit mask: Upper 32 bits in 128-bit are set to 0. The rest of lower 96 bits are assigned
to a 0-1 random value R

Distributed 96-bit mask: 0 is set every four bits and the others are set to 0-1 random values R.
The total number of bits for the mask is 96-bit as shown in Figure 5 (c).

We synthesize the adders described in the previous chapter with AMD Xilinx Vivado 2019.2. The
target device and synthesis options are the same as the experiments in the previous chapter. After that,
we analyze the power consumption of each circuit based on post-synthesis simulation. The power
analysis tool presented in [9] is used with the Vivado toolkit.
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Figure 5: Distributed random masks
Table 3
Synthesis results with regard to the number of LUTs, delay and power consumption
Masks Adders LUTs Delay(ns) Power consumption (W)
Lower 32-bit Series-connected masked adder 288 11.048 4283
Compression-based masked adder 511 10.268 6722
Dist. 32-bit Series-connected masked adder 512 11.494 4772
Compression-based masked adder 639 10.738 6923
Lower 64-bit Series-connected masked adder 320 11.048 6128
Compression-based masked adder 511 10.268 7714
Dist. 64-bit Series-connected masked adder 512 11.494 6814
Compression-based masked adder 639 10.738 8337
Lower 96-bit Series-connected masked adder 352 11.048 7934
Compression-based masked adder 511 10.268 8738
Dist. 96-bit Series-connected masked adder 512 11.511 7994
Compression-based masked adder 639 10.738 9673
Table 4
The number of T-values violating a security criterion (>|+4.5])
Masks Adders No. of T-values over |+4.5| Maximum T-value
Lower 32-bit Series-connected masked adder 32 12.26
Compression-based masked adder 44 19.04
Dist. 32-bit Series-connected masked adder 28 10.98
Compression-based masked adder 32 11.83
Lower 64-bit Series-connected masked adder 12 8.23
Compression-based masked adder 26 12.12
Dist. 64-bit Series-connected masked adder 16 8.52
Compression-based masked adder 27 10.92
Lower 96-bit Series-connected masked adder 2 5.22
Compression-based masked adder 18 8.11
Dist. 96-bit Series-connected masked adder 1 4.62
Compression-based masked adder 24 10.59

3.2. Synthesis results

The results of the number of look-up-tables (LUTSs) and delay for each circuit are shown in Table 3.
If the number of LUTs for the masked circuits are larger than that for the non-masked circuit shown
Table 1 since the masked circuits require to mystify the intermediate variable by masking. In addition,
the number of LUTs is increased as increasing the number of bits to mask. We highlight the circuits
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with the smallest number of LUTs and the shortest delay. In the case of 32-bit masks, the series-
connected masked adder by the lower 32-bit mask uses 288 LUTSs. In terms of the delay, the
compression-based masked adder by the lower 32-bit mask takes 10.268 ns. As shown in the table, it is
found that the trend has been observed in any case. Overall, the series-connected masked adder uses the
smallest number of LUTs, and the compression-based masked adder take the shortest delay.

3.3. Power analysis

The results of the power consumption are shown in Tables 3. Due to the larger circuit area, the
compression-based masked adder is larger power consumption than the series-connected masked adder.
Compared to the masks, the lower-bit masking shows the smaller power consumption than the
distributed-bit masking. Thus, masking for the upper bits results in enlarging the dynamic power
consumption, and the power consumption also tends to increase if the number of bits for masking is
large.

3.4. Power side channel leakage analysis

Using the results of the power analysis, the T-test has been conducted with the power traces, and the
results are shown in Table 4. Table 4 shows that the total number of times the T-values exceed +4.5
and the maximum T-value for each circuit. If a T-value exceeds +4.5, the case indicates that the circuit
is vulnerable to power analysis side-channel attacks.

According to Table 4, the circuits masked for the lower 32-bit may spoil the security since the T-
values of the lower and distributed 32-bits exceed the security criteria 32 and 28 times for the series-
connected masked adder. However, the vulnerability decreases as the number of bits for masking
increases. The results show that the masked circuits for series-connected masked adder are safer towards
power side-channel attacks than the masked compression-based masked adder.

4. Conclusion

In this paper, we have investigated the resistance of masked adders against power side-channel
attacks. The results show that the larger number of bits for masking presents the advantage in the
masked adders. In addition, the masked series-connected masked adder achieves safer than the
compression-based masked adder and they are superior in terms of the circuit area, while the
compression-based masked adder is superior in terms of delay time.

In future, we plan to conduct a more detailed analysis of the relationship between the internal
structure of masked circuits and their resistance to power analysis attacks.
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