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Abstract

The article presents an analysis that showed the lack of scientific and methodological apparatus,
universal devices or automated software packages to ensure the prompt implementation of
traffic analysis and information transfer to automated systems or relevant specialists.

A new developed method is proposed to ensure the prompt implementation of traffic analysis
and information about situations that are suspicious and require further detailed analysis by
automated systems or relevant specialists.

The developed method allows to carry out operative (real-time) informing of responsible
specialists, or transfer of necessary data to the automated complex, about deviation of character
of traffic from network elements (separate telephone numbers, number capacities, trunk groups,
etc.) which is fixed in primary data. Deviations, the nature of traffic from the elements of
network parameters are measured from the usual traffic of the telephone network relative to
these elements.

This method has a methodology that takes into account practical recommendations for constant
coefficients, calculations. These coefficients are selected by calculation and empirical. This
reduces the response of the system using the developed technique to the deviation of the
communication parameters.
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1. Introduction

According to the latest research by the World
Association for the Control of Telecommunication
Network Violations (CFCA), in 2017 the losses
from violations in the telecommunications industry
amounted to 74.4-90 billion. This is approximately
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57% more than the figure obtained in CFCA
studies three years ago [l]. Violations on
telecommunications networks are actions of
subscribers, telecommunications operators or third
parties that are aimed at obtaining
telecommunications services at a lower rate or
without payment. CFCA experts count about 200
types of violations on telecommunications



networks. The most common violations by
subscribers are third-party connection to the
subscriber line in order to receive free telematics
services «900», the implementation of long-term
international  calls, the organization of
unauthorized negotiation points [2, 3]. It is a
violation on the part of third parties to use
hardware and software to obtain international
traffic from the Internet and complete it on a public
telecommunications network under the guise of.
local, which leads to interference in the work of
communications, substitution of call information.
On the part of operators, the most common is the
unauthorized, without relevant agreements,
termination of incoming long-distance and
international traffic to the public network under the
guise of local. Abuses lead to loss of revenue,
subscriber complaints and disruption of
telecommunications networks.

The fight against abuse on telecommunications
networks is largely based on the analysis of data on
services and data contained in payment systems
with subscribers and operators [4, 5-7]. Detection
of suspicious actions of subscribers and their
analysis is the main principle of modern systems of
protection against violations (Fraud Management
System, FMS). The key criteria for FMS efficiency
are speed of operation, flexibility of debugging
algorithms that provide incident detection and
analysis, and the availability of standardized
interfaces for integration with billing platforms and
the Customer Relationship Management System
(CRM).

1.1 Literature analysis and problem
statement

A significant number of publications are
devoted to the task of ensuring the prompt
implementation of the analysis of communication
traffic.

Thus, in [8] considers the analysis of
communication traffic with different technical
parameters, which unites only one thing - they can
only show and (at best) store panoramas of signals
in the communication network. They do not solve
the problem of communication traffic analysis at
all.

The article [9,10] presents the results of the
study of SS7 network security. The Signaling
System 7 standard is used to exchange service
information between network devices in
telecommunications networks. At the time this

standard was being developed, only fixed line
operators had access to the SS7 network, so
security was not a priority. Today, the signaling
network is no longer as isolated, so an attacker,
who in one way or another gained access to it, has
the opportunity to exploit security vulnerabilities
in order to listen to voice calls, read SMS, steal
money from accounts, bypass billing systems or
affect the operation of the mobile network.
However, no real protection is offered.

In [11-14] the development of mobile
communication over the last decade is considered.
It is noted that there has been huge progress in the
field of wireless communications and especially in
the field of 4G cellular networks. However, it will
take several years to fully switch to 4G systems,
and work has already begun on 5G technologies
and their problems. Network security issues are not
addressed.

In [15,16] it is said that the effective work of
employees is one of the main conditions for the
company's success. Uncontrolled access of
employees to the Internet can be a serious obstacle
to this. Without proper control, an average of up to
a third of working time can be spent visiting non-
work-related resources. That is why it is important
to set up Internet traffic control and use a traffic
counter. Protection and proper control over mobile
telephone communication has not been properly
considered and described [17].

Thus, the most critical for the operator are:
violation of the routing of long-distance and
international calls, detection of subscriber numbers
on outgoing local traffic, activity of operators on
incoming local traffic, similar to the operation of
gateways to complete incoming long-distance and
international traffic, detection of changes in
activity of subscriber numbers, which may be
evidence of third-party connection to the
subscriber line or actions of the subscriber that
potentially lead to complaints, non-payment for
services and debt write-off. Automated analysis of
data on services must be operational.

From the analysis of modern literature it can be
concluded that there are almost no universal
devices or automated software to ensure the rapid
implementation of traffic analysis and information
transmission by automated systems or relevant
specialists. Therefore, the topic of developing a
method designed to ensure the rapid
implementation of traffic analysis and information
about situations that are suspicious and require
further detailed analysis by automated systems or
relevant specialists, the method of informing



responsible professionals is relevant and very
important.

Thus, the development of a method designed to
ensure the prompt implementation of traffic
analysis and information about situations that are
suspicious and require further detailed analysis by
automated systems or relevant specialists, the
method of informing responsible professionals is
very relevant.

2. The material and methods

The operation of violation detection
mechanisms is based on the processing of records
of network-registered CDR events (Call Detail
Record). The anti-fraud system looks for non-
compliance with certain conditions or non-
compliance with a given pattern, the characteristics
of the subscriber's behavior. When the detection
module finds one of the anomalies, it generates a
warning message.

Typical conditional checks for FMS systems
include:

1. Non-existent numbering (calling party
number «A»)

2. Verification of authorization, temporary
blocking of number «A»

3. Correspondence to the set template

4. Checking the «black and white lists»

5. Frequently repeated subscriber numbers «A»
or «B»

6. Check the connection duration

7. Verification of suspicious calls from «A»
subscribers for inclusion in the list of «B»
subscribers who most often receive calls from
abroad.

8. Changes in the intensity of signal and
information load.

The search for a given template is based on
traffic patterns that are created for each
telecommunications operator. The difference
between the existing signal and information traffic
and the template indicates a possible violation. An
additional use of templates is to compile a profile
of the subscriber (telecommunications operator) of
the attacker and search for compliance with such a
profile among existing subscribers
(telecommunications operators). Profiles can
contain such characteristics as:

* activity during the day;

* activity in the evening;

* activity at night;

* volumes of outgoing traffic to mobile phones;

» volumes of outgoing traffic to fixed local
numbers (including frequently used numbers);

* volumes of outgoing traffic to fixed numbers
in other cities (including frequently used numbers);

* volumes of outgoing traffic to fixed numbers
in other countries (including frequently used
numbers);

» number range of the operator;

* average number of connections over time;

* average amount of traffic over time;

* average connection duration;

* number of unique numbers;

* characteristic directions.

The most critical for the Customer in terms of
reducing revenue loss are: violation of the routing
of long-distance and international calls, detection
of subscriber numbers on outgoing local traffic,
activity of operators on incoming local traffic,
similar to the operation of gateways to complete
incoming long-distance and international traffic in
the activity of subscriber numbers, which may be
evidence of third-party connection to the
subscriber line or actions of the subscriber that
potentially lead to complaints, non-payment for
services and debt write-off. Automated analysis of
data on services must be operational. Thus, at this
stage it is important to develop a method designed
to analyze traffic and inform about situations that
are suspicious and require further detailed analysis
by automated systems or relevant specialists.

The main tasks in developing the method will
be:

1. Debugging the elements of the
telecommunications network. Automatic or with
the participation of the operator

2. Providing automatic analysis, data
classification, search for deviations of behavior of
elements of a telecommunication network from a
usual profile.

3. Creation of an detection algorithm based on
the features of violations that create a dynamic
over time impact on the network, causing
anomalous phenomena.

4. Development of a graphical display of
changes in quantitative characteristics over a
period of time.

5. Estimation of conformity of parameters of
anomalies (non-existent number, big duration of a
call, etc.) to the values characteristic of this type.

6. Assessment of anomalies on the degree of
probability of violation to determine the priority of
response.

7. Development of information on the detection
of deviations and events.



8. Development of a user-friendly operator
interface.

Block detection scheme, which is based on the
characteristics of violations, it is possible to
present in Figure 1.
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Figure 1: Block diagram of detection of estimates
of profile anomalies for detection of violations

Report

Confirmation

To assess the quantitative characteristics of the
object and the dynamics of changes over time, it is
proposed to use the method of exponential
averages with different smoothing coefficients:

Qc = (1 — k)Q¢_nt + kqat, (1)

where:

Q is the exponential average value;

q - new dimension;

k is the smoothing coefficient;

At - interval between measurements;

The formula uses a constant interval of
measurements. The profile correction for each call
is complex, because in this case the smoothing
factor is a complex exponential function of the
measurement interval. However, the features of the
parameters allow the use of simpler formulas.

The optimal number of average values and
values of smoothing coefficients for each
parameter can be obtained experimentally. To
begin with, it is assumed to use for each parameter
three values with coefficients k = 0.3; 0.05 and
0.005 with a focus on the daily interval of
measurements.

For all the parameters and coefficients used
below, the wvalues that can be used in the
development are presented, but when obtaining

practical results, these values can be changed by
the operator. In addition, the use of some profile
parameters and anomaly calculations may be
impossible or impractical, and others may need to
be added.

Traffic will be estimated as the average daily
number of seconds of connections:

At (2)
=(1-k + kT,
Qt ( 86400)Qt—At

if At <86400

And

3
0, =(1-kQ, , +kT 22, G

if At>86400

where:

T is the duration of connections in seconds;

At - time between the ends (beginnings) of the
previous and new call in seconds.

The following types of traffic are provided for
analysis:

- local outgoing

- long distance outgoing

- international outgoing

- input

We suggest estimating the intensity of the call
flow as the average daily number of connection
attempts:

At
Qe = (1= k==)Qe_gr + kT, At <86400 (4]

And

5
86400,if At =2 86400 )

0 =(01-k)O_, +kT

where:

T is the duration of connections in seconds;

At - time by the ends (beginnings) of the
previous and new call in seconds.

It is estimated the intensity of the flow of calls:

- incoming

- outgoing

- effective.

The distribution of traffic by time type is
estimated as the average daily number of seconds
of connections for working time.

- working hours - 1st-5th day of the week from
8-30 to 17-30;



- non-working hours - 1st-5th day of the week
from 0-00 to 8-30 and from 17-30 to 24-00;

- 6th-7th day of the week from 0-00 to 24-00.

The distribution of traffic by time of day will be
estimated as the average daily number of seconds
of connections during the day.

- daytime from 7-00 to 24-00;

- night time from 0-00 to 7-00.

Signal traffic is estimated as the average
number of bytes of signal information per call:

Q,=(1-Kk)Q,  +kB, (6)

where:

B is the number of bytes of signal information
in the call.

The instability of stable network parameters of
the object is estimated by their change from call to
call. One characteristic can be used for all
parameters.

For each call:

O =LO,  +Xh, (7)

where:

hi - increment levels for parameters whose
values differ in previous and subsequent calls;

L is a factor that takes into account outdated
information L = 0.9.

Other parameter values (if present in the CDR):

- access (ISDN, non ISDN) h = 10;

- category of the subscriber calling h = 5;

- the presence or absence of signaling
interaction when establishing a connection h = §;

- invalid localization of the calling subscriber
(correspondence of the address to the admissible
template) h = 200;

- invalid subscriber category that causes h =
100.

It is necessary to provide for the possibility of
expanding and changing similar parameters in the
future, as well as the use of different characteristics
for different groups of parameters.

Additional coefficients:

- is a constant additional factor that allows you
to reduce or increase the sensitivity to anomalies in
the assessment. Can only be changed by the
operator;

- is a temporary additional factor that reduces
or increases the sensitivity to anomalies in the
assessment. [t can be changed only by the operator,
but then automatically strive for a normal value.

After each call, a temporary additional factor is
determined by:

K2, =(1-k)K2, , +kK2, (8)

where:

At - time between the ends (beginnings) of the
previous and next calls in seconds;

K2norm is the normal value;

k is the smoothing coefficient, k = 0,05.

Normal values for additional coefficients:
Klnorm = 100, K2norm = 100.

We will evaluate the anomalous behavior of the
object by the following method:

The anomaly in the behavior of the object is
assessed by the overall rating, as the average of the

identified anomaly, taking into account additional
coefficients.

_ (TA*KI*K2 (9)
(SO *Kl  *K2

norm norm

K1 - constant additional coefficient;

K2 - temporary additional coefficient.

When creating an object, the field T starts the
time of the beginning of the observation, in the
field K2 - a reduced value to stabilize the
characteristics, in other fields - the default values.

To determine the anomalies, use the following
method:

When determining anomalies, the coefficients
and parameters common to all objects are used:

C - weighting factor, taking into account the
impact of each anomaly on the overall rating;

m is a parameter that compensates for the high
uncertainty in the profiles of low-traffic objects.

Traffic (A1, A2, A3, A4):

4(0.3) = C(0.3)+ 1203~ 0(0.05)
0(0.05)+m
4(0.05) = €(0.05)2(0:99) ~ 0(0.005)
0(0.05)+m

b

(10)

To determine the anomalies you need to set the
traffic parameters, set the common for all objects
coefficients and parameters of table 1 and table 2:

Table 1
Given the weights of anomalies
C4(0.3) C1(0.05) C,(0.3) C,(0.05)
1 3 20 60
Table 2.



The specified parameters for determining
anomalies

m1 ma ms may

200 100 80 200

The connection duration will be calculated as

The section by time type will be performed as
follows:
Total traffic:

A8(0.3) = C8(0.3) *

Q0= (d. 1) *Q803) _ 0, (009 ~ko(d)* G80.09)]  (18)
01,(03)+my,, 01,1(0.05)+ my, ‘

k1(d, h), k2(d) - coefficients that take into
account the error of exponential averaging (d - day
of the week, h - hour);

The coefficients that take into account the error
of exponential averaging are given in table 4 and

follows:
Outgoing traffic:
Qi =0+0,+0;;m,,, =m +m, +m, (11)
Outgoing calls
(Qnu0.3)+my,, ) *(©5(0.09)+my) [ (12)

45(0.3)=C5(0.3) *{ (05(0.3) + m5) *(Or,,(0.05) +my,,,)

[1(©0u0:09) +my,, ) * (050009 +my) [T (13)
(05(0.05)+m)*(0,,(0.005) +my,,,)

A5(0.05) =C5(0.05)*

Incoming calls

[(04(0.3) + m,) * (06(0.05) + m,)
(06(0.3) + mg) * (04(0.05) + m,)

-1

A46(0.3) = C6(0.3)’{

} (14)

46(0.05) = C6(0'05)*P(Q4(0,05)+ m,)* (06(0.005) + m,) 71H (15)

‘(Q6(0,05) +mg)*(Q,(0.005) + m,)

To determine the duration of the connection,
you need to specify the traffic parameters,
according to the developed method, the
coefficients common to all objects and the
parameters are given in table 3:

Table 3
Connection duration settings are set
Cs Cs Cs Cs ms Mg
(0.3) [ (0.05) | (0.3) | (0.05) | (0.3) | (0.05)
3 10 3 10 5 5

According to the developed method, we will
determine the effectiveness:
Total calls:

0703 +045*m,,,, 07005 +045*my,[| (16)
A7(03)=C7(0.3)*||  Oyu03)+my,, Oyu0.05)+my,,
|07(005)+045*my,, _Q7(0.009+045*my,[]  (17)
A7(0.05) = C7(0.05)*||  Oy,,(0.05)+my,, Oyu(0.005) +my,,

Where C7 (0.3) =3 and C10 (0.05) = 10

table 5.

Table 4

Error coefficients of exponential averaging

d=1,2,3
h kidh)| h | ki(d,h)| h| kidh)
0 (1470 | O 1.151 | 0 |0.992
1 (1489 | 1 1.165 | 1 | 1.004
2 1507 | 2 1.180 | 2 | 1.017
3 11527 3 1.195 | 3 | 1.030
4 1546 | 4 1.210 | 4 | 1.043
5 |1.565 | 5 1.226 | 5 | 1.056
6 |1.585| 6 1.241 | 6 | 1.069
7 |1.605 | 7 1.257 | 7 | 1.083
8 |1.626 | 8 1.273 | 8 | 1.097
9 1529 | 9 1.216 | 9 | 1.056
10 | 1.444 | 10 1.164 | 10 | 1.018
11 (1369 | 11 1.117 | 11 | 0.984
12 (1302 | 12 1.075 | 12 | 0.952
13 | 1.242 | 13 1.036 | 13 |0.923
14 |1.188 | 14 1.100 | 14 | 0.895
15 | 1.139 | 15 0967 | 15 [0.870

Table 5

Error coefficients of exponential averaging
d 1 2 3 4

ko(d) 1.031 1.008 | 0.988 0.970

where C8(0.3)=5 and C8(0.05)=15




The distribution of time of day we calculate by
the expression:

AX03)=CX0.3)* 0,.(03)+m,, 0,009 +ny,,

10,,(03)~k(h)*OX03) Qra/KO-OS)—Q9(0-05)] (20)

10,(009-0%003_Q,(009-0X000§
0..(009+m,, Q.,(0005+n,,,

(21)

A(009=CA009*

where:

k3(h) - coefficient that takes into account the
error of exponential averaging (h - hour);
Table 6
The error rate of exponential averaging

h 0 1 2 3
ks(h) |0.9709 | 0.9832 | 0.9956 | 1.0082
h 8 9 10 11
ksth) | 1.0347 | 1.0288 | 1.0230 | 1.0173
h 14 15 16 17
ks(h) | 1.0012 | 0.9960 | 0.9910 | 0.9861

For the developed technique C9 (0.3) = 8; C9
(0.05) =24.
We will define signal traffic by expressions:

010(0.3)
A10(0.3) = C10(0.3)*| | Oy, (0.3) +my,

_ 0100005 || (22)
Oy (0.05) +my,,

A10(0.05) = C10(0.05) *| | Oy (0.05) +my;, - Oy (0.005) +myy,

| o1000.05) 010(0.005) ] (23)

Coefficient C10 (0.3) = 20, coefficient C10
(0.05) =60

The stability of the network parameter will be
determined by the expression

A=W (24)

Not all objects can be further processed, but
only objects with the highest overall anomaly
rating. It is enough to process about 1% of the total.

The assessment of the probability of violation,
in contrast to existing methods, will be determined
taking into account additional factors. In addition
to the high level of anomaly of the object profile,

additional factors that increase the possibility of
detecting fraud in the assessment are:

- correlation of events of anomalous objects -
coincidence of unique addresses in records of calls
of objects for the last time (2-3 days);

- compliance of the profile of the object of the
known case of violation, the coincidence of
specific for this known case information about the
call (direction, addressing) recently;

- inconsistency of the object profile with the
typical subscriber accounting profile. (It is possible
only if there is access to the subscriber accounting
database, not necessarily in the early stages of
development, but it is necessary to provide for such
a possibility in the future).

Determining the probability of violation

A (25)
MAX (B, )P, .
A +a ( known ) subbase )

P =MAX(

where:
A
A+a
by the anomaly of behavior;
a - anomaly at 50% probability. The value of a
can be obtained experimentally.
First you can use: a = 20;

- the probability of violation, determined

A=A, +> 4 (26)

cor.pr.

where:

Acor.pr - anomaly of the object, which has a
correlation in the calls (when checking it is
necessary to exclude coincidence at popular
addresses: special services, serial modem pools,
etc.), if the correlation is not defined - Acor.pr=0;

Psubbase - the probability of fraud, which is
estimated by the inconsistency of the object profile
to the typical profile in accordance with the
subscriber accounting.

Pknown - the probability of a known type of
violation (determined for each known type). The
method of determining the probability of a known
type of violation can also be based on the
correspondence of characteristic anomalies in the
profile of the observed object and the profile of the
violating object at the time of detection, as well as
correlations in calls by addresses

or prefixes. More precisely, the method can be
determined only after the accumulation of a
sufficient number of experimental results.

The assessment of the degree of risk of fraud
according to the developed methodology will be
calculated as follows.

Assessment of the degree of danger is necessary
for cases that require priority intervention. They



can be considered as the effect of the probability of
violation on loss or unearned income:

AQ(0.3) = 0(0.3) - 0(0.05) (27)
AO(0.05) = 0(0.05) — 0(0.005) | (28)
AQI(0.3)+k, *A02(0.3)+k, *AQ3(0.3) +
D= Px*| +L*(AQ1(0.05)+k, * A02(0.05) (29)
+k, * AQ3(0.05))
where k,,k; — coefficients that take into

account the average difference in tariffs;
They will take the values k, = 15, k; =250, L =3.

Recommendations for the practical application
of the developed methodology.

The peculiarity of the operation and the
distinction of the developed methodology will be
the following:

1. Feature when creating profiles of objects:

- For each group of connecting lines and for
each direction of the channel, describes the list of
valid addresses of the source party, the list of
uncontrolled addresses of the source party, lists of
objects that have more than one address in the
corresponding list of addresses.

- If a record of object profile information is not
found during call processing, it must be generated
automatically.

2. Specific profile formation:

If there is a loss in the System of call
information for any period, to prevent failures in
the formation of information about the profiles of
objects, you must check all objects again, using
zero values of traffic at the beginning of the period
and restore information in profiles at the end.

For ease of use, the user interfaces and methods
of working with them must be identical to the
System as a whole. But in addition you need to
consider the following:

1. The subsystem must contain means of
actively informing users about events that need
attention, by generating screen messages in the
client part of the system, including at the start of
the client part, if the event occurred and was not
covered before.

2. Provide the ability to graphically display the
characteristics of the profile of objects.

3. Provide for the possibility of organizing
additional checks, with a slight change in the rules
used in the analysis using the rule editor.

Areas of further research.

Further research should be aimed at improving
the software for automated software, in order to
enable automated recognition and operational

implementation of traffic analysis for further
detailed analysis of automated systems.

3. Conclusions

The analysis showed the absence of scientific
and methodological apparatus, universal devices or
automated software packages to ensure the rapid
implementation of traffic analysis and information
transfer to automated systems or relevant
specialists. Therefore, a method has been
developed to ensure the prompt implementation of
traffic analysis and information about situations
that are suspicious and require further detailed
analysis by automated systems or relevant
specialists.

The developed method allows to carry out
operative (real-time) informing of responsible
specialists, or transfer of necessary data to the
automated complex, about deviation of character
of traffic from network elements (separate
telephone numbers, number capacities, trunk
groups, etc.) which is fixed in primary data.
Deviations, the nature of traffic from the elements
of network parameters are measured from the usual
traffic of the telephone network relative to these
elements.

The given technique takes into account
practical recommendations concerning constant
coefficients, calculations. These coefficients are
selected by calculation and empirical. This reduces
the response of the System using the developed
method to the deviation of the communication
parameters by 9% compared to existing methods.
This is a perfectly acceptable result.
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