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The Internet of Things (IoT) is being applied to areas such as smart-cities, home environment,
agriculture, industry, etc. These application areas are very different from each other, thus
requiring IoT systems with specific performance in terms of quality of service (QoS), delay,
bandwidth or energy consumption. For instance, new IoT paradigms such as the Internet of
Vehicles (IoV), or classic IoT systems such as healthcare, are latency sensitive application areas
that need ultra-low latency infrastructure to make the application of IoT feasible. On the other
hand, applications such as video analytics, or massively multiplayer online gaming involves high
bandwidth requirements and an efficient management of the network [1]. In this context Cloud
Computing is the common Computing paradigm applied, however it could be a bottleneck and a
single point of failure. As part of the solution to these challenges and issues, fog computing has
taken on a major role. Fog computing is defined by the OpenFog Consortium as “a horizontal
system-level architecture that distributes computing, storage, control and networking functions
closer to the users along a cloud-to-thing continuum”. As a layer located between the Cloud
layer and the Edge layer, it is closer to the end-devices than the Cloud, thus reducing latency,
increasing bandwidth, enabling greater energy savings, better management of network load
balancing, in short, offering greater QoS at an affordable cost [2].

However, the IoT is constantly evolving. According to the International Data Corporation,
by 2025 the number of devices connected to the Internet will be around 42 billion, and a total
of 80 zettabytes of data will be generated in the same year. The rapid growth of internet-
connected things, and thus the increase in data generated, brings new opportunities but also
new challenges (e.g. IoV). Therefore, even though Fog computing has helped a number of
organisations and corporations to meet their IoT goals, further progress is needed in the
development of infrastructures capable of meeting these new challenges. In this sense, both
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corporations and academia are focusing their efforts on the development of new computing
paradigms, such as Edge-Cloud computing, Cloudlet computing, Mobile Cloud Computing or
Mobile Ad-hoc Cloud computing [1]. These efforts are also being focused on the improvement of
existing computing paradigms, such as Fog or Cloud computing (e.g. Fog Federations, Fog-Cloud
federations, task scheduling or offloading algorithms and policies improvements). To do this, IoT
systems need to be developed, deployed and tested, requiring high investments on devices, fog
nodes, cloud nodes, analytic nodes, hardware and software. However, in order to decrease the
cost associated with developing and testing the system, the IoT system can be simulated. Thus,
simulating environments help to model the system, reasoning about it, and take advantage of
the knowledge obtained to optimise it. Designing IoT simulation environments has been tackled
focusing on low level aspects such as networks, motes and so on more than focusing on the high
level concepts related to IoT environments. Additionally, the simulation users require high IoT
knowledge and usually programming capabilities in order to implement the IoT environment
simulation [3]. The concepts to manage in an IoT simulation includes the common layers of an
IoT environment including Edge, Fog and Cloud computing and heterogeneous technology.

Model-driven engineering is an emerging software engineering area which aims to develop
the software systems from domain models which capture at high level the domain concepts
and relationships, generating from them the software artefacts by using code-generators. In
this respect, SimulateloT [3] is a model-driven engineering approach to define, generate code
and deploy IoT systems simulations. In this paper, SimulateloT has been extended taking into
account the requirements and new challenges of current IoT systems.

In this sense, the first contribution is based on the addition of the federated Fog concepts to
the IoT domain and SimulateloT metamodel. The federation of Fogs allows the different fog
nodes to act as one entity rather than as isolated nodes. In this way, the user has the possibility
to analyse the impact (usually on delay) of the application of new task scheduling or offloading
algorithms and policies, using geographic distributions of Fog nodes, the addition or subtraction
of certain nodes, etc.

The second contribution is based on the concept of Fog-Cloud federation. IoT systems are
heterogeneous in infrastructure as a response to the heterogeneity (requirements) of their tasks
and processes. In this respect, the cooperation between the different layers of an IoT system is
essential to optimise the system, and a current research area. For instance, there are tasks that
may be computationally complex and also have latency requirements in some parts of their
processes, or applications that generate several kinds of tasks, such as delay sensitive tasks
and complex computational tasks (e.g. a stream processing application). In order to achieve
optimal execution of such tasks, federation between the Cloud layer and the Fog layer is a key
element. In this way, the Fog layer should carry out the latency-sensitive processes, and the
Cloud layer should carry out the computationally complex ones. In this sense, and as in the first
contribution, end-users will be able to test the impact of algorithms and policies that manage
the orchestration between Fog and Cloud in terms of performance in the execution of this kind
of tasks.

The third contribution is carried out as a complement to the previous ones. The possibility of
modelling IoT applications is added. IoT applications are the ones that generate different tasks
and processes (with different requirements), thus making use of the new infrastructure included
and allowing end-users to test their task scheduling algorithms, offloading policies, etc.



The last contribution focuses on the need to create a feasible latency model for the end-user of
the simulator. SimulateloT allows the Cloud and Fog nodes to be deployed on different machines,
thus emulating a real system, otherwise the simulation results would not be realistic in terms of
delay. To this end, we have included the possibility to model the latency that each Edge node or
IoT application would hypothetically experience when interacting with the Fog/Cloud layers.
In this way, the end-user can model the maximum and minimum latency, as well as the latency
distribution (e.g. Gaussian) that each of the nodes might experience when interacting with each
other.

In short, these extensions allow the modelling of a federated Fog and Cloud layer that can
support critical applications with critical requirements for QoS, latency (e.g. ultra-low latency),
bandwidth, energy consumption etc. Thus, end-users of the simulator can design, test, analyse
and optimise IoT systems according to current and future IoT scenarios in terms of infrastructure
and services requirements.
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