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Abstract

In the article the main conceptual principles of creating intelligent information systems for
monitoring and controlling the financial sector of the circulation of funds, which meets the
requirements of the regulatory framework of the world community regarding the prevention
and counteraction of the legalization of income obtained through criminal means are examined.
The author's package of a flexible software model, Integrated Software Package for Preventing
Abuses in Financial Practices, is proposed, which successfully integrates with various banking
products (operational day of the bank), solves the issue of multi-faceted testing and detection
of abuses in banking practice.
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1. Introduction

Shadow money circulation harms society by creating ample opportunities for criminal activities such
as drug and arms trafficking, human trafficking, and terrorist attacks. The issue of the importance of
combating the illegal circulation of funds is obvious for all countries. The Financial Action Task Force
(FATF), which was established in 1989 to combat money laundering and terrorist financing, is an
independent intergovernmental body that develops and promotes policies to protect the global financial
system against money laundering, terrorist financing, and the financing of the proliferation of weapons
of mass destruction. It is an intergovernmental agency made up of 35 member jurisdictions and two
regional organizations. Ukraine is a member of the Committee of Experts of the Council of Europe as
part of the FATF on the evaluation of measures to combat money laundering and terrorist financing —
MONEYVAL [1,2].

Recently, the European Union (EU) adopted some important regulations (officially known as
General Data Protection Regulations-GDPR) regarding the collection, storage, and use of personal
information, which became law throughout the EU in May 2018 and replaced the EU Data Protection
Directive 1995. In terms of scope, the new provision applies equally to industries, EU organizations,
and organizations of other countries that trade with the EU. Data-driven regulations focus on some
specific issues, including ownership of data, explainability and trustworthiness, and transparency of
algorithms that are trained or built on such data. A detailed analysis of these rules can be found in
[3,4,5]. As countries around the world implement FATF standards, they should become more effective
in detecting, investigating, prosecuting, and preventing financial crimes. Criminals and terrorists are
constantly looking for new ways to collect and move funds while avoiding detection. FATF's research
into existing or emerging money, trends, and methods of money laundering and terrorist financing will
help countries better understand the risks involved. Once these risks are properly understood, countries
will be able to implement effective anti-money laundering and countering the financing of terrorism
measures and reduce these risks.
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FATF's high-risk public identification process and other monitored jurisdictions ensure that every
country in the FATF Global Network upholds its commitment to implement FATF's international
standards because there is no safe environment for criminals and terrorists to hide their activities. If one
country has a weaker financial system than another, then it is a threat to all. This process is a powerful
tool for preventing criminals and terrorists from abusing the financial system. On the one hand, public
vigilance and control reveal information about specific risks arising from each of the jurisdictions, on
the other hand, potential business partners, financial institutions, and regulators introduce necessary
precautionary measures, which makes criminal devices impossible and prevents illegal financial flows
in the global financial system.

It is obvious that there is an urgent need to create new and improved existing interactive automated
intelligent software complexes for detecting and countering money laundering of financial institutions
based on algorithms and developments using artificial intelligence. Known anti-money laundering
systems work using a combination of human experience and skills and automated information
processing. These methods often include artificial intelligence technologies or data analysis methods,
but there remains a strong dependence on the professionalism of the human auditor. Systems for
detecting and combating money laundering of financial institutions are, as a rule, simplified and based
on rules where a transaction will be marked as suspicious, requiring human verification in accordance
with a set of rules defined by law. Systems based on such rules lead to an uncontrollable number of
transactions marked as suspicious, requiring a large expenditure of time and resources to verify
legitimacy. Institutions must find a balance between the thorough review of transactions and the timely
approval of legitimate transactions. The implementation of automated intelligent anti-money laundering
software packages optimizes the overall decision-making process while remaining compliant with data
protection regulations (GDPR). Automated intelligent systems can minimize the number of transactions
falsely flagged as suspicious, achieve clear compliance with regulatory expectations, and increase
operational productivity.

2. Review of known results and formulation of the problem

Among the modern automated applications of intelligent decision-making support with the help of
agents in the field of logistics and anti-money laundering are known, for example, Real-Time Exception
Management Decision Model [6], multi-channel data-driven, real-time anti-money laundering systems
for electronic payment cards [7], Scalable graph learning for anti-money laundering [8] and others.

As a rule, the algorithms of such software complexes are based on a sequential multi-step analysis
using Simon's decision-making model. First, a description of the data is carried out, and then there is a
transition to the weighted assessment of transactions [9]. In [10], the authors proposed a system for
identifying transactions with a high risk of illegality. The article [11] describes an intelligent anti-money
laundering system that uses human agents to train and adapt such a system. The publications contain
meaningful recommendations for the use of modern automated applications of intelligent decision-
making support in the prevention and fight against money laundering, but they do not provide details
about how the specified technology should be developed and implemented and what is the real result
of its implementation.

The characteristic stages of a money laundering scheme are its placement, layering, and integration
or legalization. Proceeds of crime enter the placement phase, where they are converted into monetary
instruments or otherwise deposited with a financial institution (or both). Layering refers to the transfer
of funds to other financial institutions or individuals through bank transactions, wire transfers, or other
methods. At the final stage of integration, the funds are used to purchase legitimate assets or to continue
financing criminal enterprises. Here, illegally obtained money becomes part of the legal economy.

Industry-leading anti-money laundering solutions are generally an anti-money laundering (AML)
technology workflow that connects a data source to a rules-based system. Next, analysts add their own
conclusions regarding the legality of the transaction. The multi-step process first collects and processes
data using anti-money laundering technology using an infrastructure of AML software solutions. In the
next step, the transaction is fixed and controlled, then if the transaction is suspicious, it is thoroughly
checked by a human analyst who makes a decision about its legality. In general, the multi-step process
of anti-money laundering technology can be defined in four levels. At the initial, first level, collection,
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management, and storage of relevant data are carried out, which includes both internal data of the
financial institution and external data of regulatory bodies, government agencies, and others. It is the
layer where data is collected, managed, and stored by various sub-modules and agents and supports bi-
directional access with other layers, and processes both internal and external data. Internal data refers
to various sources of information that are identified and processed internally by various components of
the system - for example, customer profiles, customer accounts, and real-time operation mode. They
are used to assess a customer's profile, measure the risk of a transaction and diagnose the behavior.
Outputs of various analytical engines, insights from analysis, and the history of previous blocked
transactions are also processed at this level. This data is used to support the final decisions made when
evaluating transactions throughout the system. External data is data collected from a source outside the
financial institution (this may include data from regulatory bodies, government bodies, international
standards, legislation, sanctions and watch lists). Social media and news portals are often seen as
external sources of data but are currently underutilized in anti-money laundering technology solutions.
From a technological point of view, traditional systems suffer from architectural deficiencies, such as
data quality and data management. Big data technology and distributed data processing have not yet
gained widespread use in anti-money laundering technologies.

The data tier is typically supported by an enterprise data center that includes the technologies
required for efficient processing. For example, Hadoop is used for parallel processing and data
collection [12], Solr is used for search, and Mahout or Spark is used for modeling and creating analytics
[13, 14]. Various databases are used to store raw data, processed data, and analysis results. For a better
understanding, the aggregate is divided into components depending on their purpose. The collection
component deals with internal and external data and has a distributed data collection and processing
structure. Such technologies as Hadoop, Kafka, and Storm are used here. The data processing
component is an important but cumbersome task. Because data comes from multiple sources, it is
collected and generated using different standards. All input data must be standardized for future use.
Data is often enriched with metadata generation and linking techniques, formatted and compressed
using information retrieval tools (such as Solr) and NLP techniques, including tokenizers.

The analytics component generates insights from the data using multiple analysis methods, namely,
grouping similar transactions and customers together according to their profiles. Relationships between
customers and transactions are created using data analysis tools such as Mahout. Anomalous
transactions can also be identified using customer or organization profiles. This information is used at
the next level to determine whether the transaction should be considered suspicious. The data storage
stage is a critical component of this layer because data is collected, generated, and processed in this
layer. Storage is relational (eg Oracle) or linear (eg Cassandra). Often multiple data management
infrastructures are included in this layer.

The second layer, the screening, and monitoring layer check transactions and customers for illegal
activity. Financial institutions have mostly automated this level into a multi-step procedure, often based
on rules or risk analysis. If suspicious activity is detected, it is escalated to the notification and event
level for further investigation. This process involves supplementing the data with historical transaction
information and the necessary evidence to review the flagged transaction. Screening occurs before a
transaction is executed and consists of a name and transaction verification. The monitoring process is
carried out constantly, and the transaction and customer profiles are analyzed using analytical models.
Components at this level work in a collaborative effort that includes multiple tools. They support a
bidirectional connection to the data layer for data retrieval and post-operational storage operations.
According to its specific tasks, the transaction verification module works before the transaction is
carried out and is used to enforce sanctions. The transaction screening module maintains a connection
to the data layer to receive external data for filtering. Programs that provide transaction verification
services include Actimize and MANTA. Name Verification Module: This module is used to identify
payments related to customer personalization or entities that have been identified by regulatory
authorities as potential money launderers. Checks are carried out constantly and in real-time; this
requires the module to support a data layer connection. Several organizations provide quality corporate
name screening services to financial firms, including Compliance Link of Accuity, Oracle Watch-list
Screening of Oracle, and LexisNexis Bridger Insight XG from LexisNexis Risk Solutions.

The transaction monitoring module identifies suspicious transaction patterns and populates a
suspicious activity report. Next to its analysis engine, this module contains the results of the screening
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modules and is connected to the data layer to retrieve information and store reports. The customer
profile monitoring module analyzes the customer account to get an overview of the customer profile. It
also supports a two-way connection to the data layer to retrieve client data and store analytical results.
The component works in cooperation with other modules at the level of screening and monitoring;
however, it specifically focuses on certain activities, such as high-risk country alerts, analyzing
financial ties and business relationships, and understanding political preferences.

Often client profiles are compared to a database of potential or known financial offenders, Template
and Risk Analysis are common techniques used in this module. Rule-based systems depend on human-
defined rules and prohibitions. In turn, sufficient meticulousness in verification can cause the
accumulation of a large number of transactions that will be erroneously marked as suspicious, which
will lead to a significant number of manual verifications [15, 16]. On the other hand, only the formal
recording of suspicious transactions leads to a small number of checks and the omission of a large
number of illegal transactions [17].

Thus, most rule-driven anti-money laundering solutions cannot handle large volumes of operational
and financial data, making them impractical at the scale of banks' operations. They are also unable to
generalize or automatically adapt to new patterns of criminal schemes because the rules are
predetermined. The results of the screening and monitoring modules are the basis for generating alerts.
Transactions that are considered suspicious are flagged for further processing. The next level is the level
of notifications and events, where a notification is created so that a suspicious transaction should be
checked by an expert analyst. A large number of transactions to be verified and the lack of supporting
data increase the time it takes to verify each transaction. To reduce both the risk and the costs of manual
verification, the history of previous decisions and comparisons with similar operations and decisions
are taken into account. If the transaction is marked as suspicious, the level supplements it with additional
data for the evaluator. This includes decision history for similar transactions, risk scores calculated by
previous levels, and transaction clearing priority. Pending transactions for which no decisions have been
made are kept in the service queue. Next, the alerts created and organized in the third step are passed to
the next, final operational layer.

At the last level, analysts make the final decision to block, release or queue a transaction based on
the data obtained at the previous stages. It is legally required that the final decision on the transaction
be made by an authorized person of the financial institution. Previous levels are used to monitor all
transactions and flag potentially fraudulent operations. Intelligence agents use a number of techniques
to gather and visualize additional information about a suspicious transaction. This includes querying
the World Wide Web (WWW) and Lexis Nexis for information about entities associated with a
transaction and visualizing the relationships used by the subject link analysis.

This layer suffers from a high number of false positives, namely legitimate transactions that are
falsely flagged as suspicious. This leads to significant queues in making the right decision regarding
the transaction and a sufficient workload for the work of a specialist analyst.

Despite the simplicity and potential for error in deciding whether a transaction is legal, the use of
rules is common because they make it easier to demonstrate compliance. There are more sophisticated
implementations of rule-based systems, for example[18, 19], where categories of specific accounts and
transactions are separated by building reasoning based on the ontology, then querying the ontology with
new transactions, or using hard-coded rules that identify transactions from suspicious countries, people,
organizations and accounts when a certain threshold is exceeded, using link analysis as a visualization
tool to identify indirect links to suspicious entities.

3. Main part

Anti-money laundering systems are implemented by financial institutions, such as banks and other
credit institutions, to combat money laundering by identifying money laundering risks, potential
thieves, and money laundering operations. The consequences of the mistake are obvious.

In April 2020, the new Law of Ukraine "On Preventing and Countering the Legalization
(Laundering) of Proceeds from Crime, Financing of Terrorism and Financing the Proliferation of
Weapons of Mass Destruction”, or the Law on Financial Monitoring, which is appropriate for financial
policy FATF. The law changed the threshold amounts for checking financial transactions, the number
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of evaluation criteria, and the rules for identification and verification, expanded the list of subjects of
financial monitoring (organizations responsible for tracking suspicious financial transactions), and
significantly increased penalties for non-compliance. The adoption of the law seriously stirred up the
financial market. After all, many financial organizations have not thought about the issues of financial
monitoring before. And according to the new requirements, the subjects of financial monitoring within
the framework of the risk-oriented approach to assessing a financial transaction must use more than 200
criteria, which poses a difficult task for financial monitoring analysts. But technologies came to the
rescue, greatly simplifying the tasks of financial monitoring entities in identifying dubious transactions.

The modern Ukrainian market already offers separate “complex solutions™ for the study of financial
flows for the purpose of financial monitoring. But at their core, these are financial constructors that
provide only general information data that is already available in banking institutions [20-25]. The
disadvantages of such solutions are the lack of combined scenarios for solving individual problems; the
need for constant updating of algorithms (tasks) taking into account financial market trends. To solve
the above problems that arise in banking institutions in modern conditions, the authors of the article and
a group of specialists from the Analyst-1 information and analytical firm developed ISPPA in FP
(Integrated Software Package for Reinventing Abuses in Financial Practices - a package of integrated
software for preventing abuse in financial practice. It provides automation of control over the activities
of bank customers based on the analysis of banking operations performed by customers, the status of
customer accounts, the risk levels of their legalization of proceeds from crime, as well as the
identification of affiliated customers by their contractors, the timeliness of updating personal data and
their compliance with real activities. To write the ISPPA in FP software product, an object-oriented
programming language JAVA was chosen, which provides reliability, security, and functionality and is
a universal environment connection of users with various sources of information, regardless of their
location. And "architecture independence” allows you to run the software on any platform that has a
JAVA virtual machine installed. The main repository of information for the operation of the ISPPA in
FP software is the PostgreSQL object-relational database management system. This DBMS provides
high stability, fault tolerance, functionality, and speed, has a wide range of tools for storing, processing,
and retrieving information, and also supports full compliance with the SQL standard.

When tracking cash flows, the system used an innovative approach to analyze cash flows using
mathematical models. This is a scoring of client risks - the identification of atypical (doubtful) cash
flows using 20 multi-level mathematical scenario cases with their further ranking according to the
degree of riskiness. In an in-depth study of the client, in order to increase the accuracy of identifying a
dubious transaction, we also use an assessment of reputational risks, as well as simplified operational
indicators. To date, we have automated the identification of more than 70 risks and indicators in order
to obtain additional data for the final decision on the client.

When assessing reputational risks, information registers are used, and only those that are in the
public domain. A deep professional understanding of the processes taking place in the banking sector
allows us to develop and improve for our clients exactly those databases that are directly needed for
high-quality financial monitoring. The gradual filling of our information platform with new databases
is not our desire, this is a market requirement, because the market is developing, mutating, and
unscrupulous clients are constantly looking for new and new ways to conduct dubious transactions. We,
on the other hand, are on guard and monitor risky areas that appear on the market, which financial
institutions need to control more deeply and carefully. Currently, there are two ways for ISPPA in FP
to interact with automated accounting systems: integration and conditional integration. The order of
interaction for each of these methods is shown schematically in fig. 1 and fig. 2 (on the example of
integration with automated banking systems - ABS).

In the case of interaction between ISPPA in FP and an automated accounting system using the
integration method (Fig. 1), the ISPPA in FP system is directly connected via a local network to data
arrays (DBMS) formed in an automated accounting system, and in the reading, mode receives data
online for further processing (1). As a result of data processing, templates of dubious transactions and
schemes are formed that can be used by clients when carrying out transactions in a financial institution.
A library of such templates is formed into a protective shield designed to prevent dubious operations or
the use of dubious schemes for such operations. The results obtained during data processing,
intermediate and final forms of ISPPA in FP work reports can be used to make appropriate management
decisions. In the case of interaction between ISPPA in FP and an automated accounting system using
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conditional integration, the ISPPA in FP system receives data in file mode - offline. As a result of data
processing, templates of dubious transactions and schemes are formed that can be used by clients when
carrying out transactions in a financial institution. A library of such templates is formed into a protective
shield in the form of template files, which are loaded into the system to ensure the timely termination
of dubious operations or the use of dubious schemes for such operations.
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Figure 1: First method of integration
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Figure 2: Second method of integration

The results obtained during data processing, intermediate and final forms of ISPPA in FP work
reports can be used to make appropriate management decisions. The integrated software package has
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proven itself and has been successfully tested in a number of leading Ukrainian banks, such as
Ukreximbank, Alfa-Bank, TASCOMBANK, PUMB, Raiffeisen Bank, OTP Bank, Kredobank, Piraeus
Bank, and other banks. Our solutions are used by more than 25 insurance companies, including
Universalnaya, Oranta, Etalon, Providna, Persha, UPSK. TAS Group and Eximleasing are also our
clients. Financial companies "SS LOUN", "CASH TO GO", "FREEDOM FINANCE Ukraine", and
Money4You cooperate with us. And there are many other clients that are equally important to us.

4. Conclusion

The main objective of the ISPPA in FP software product was to create a flexible model that makes
it possible to quickly integrate with a variety of banking products (the bank's operating day), as well as
to create a technological map for diverse testing of the integration using functional analysis, analysis of
limit values, broken down into equivalence classes and taking into account multilevel mathematically
integrated components to test the structural and functional criteria of software. Conducting multi-vector
statistical and dynamic testing of the software package confirms the correctness of the mathematical
model of the software product and ensures successful certification and verification. The cross-platform
nature of the ISPPA in FP software package allows you to easily and quickly integrate with the
environment of a financial institution. The implementation of the ISPPA in FP software package makes
it possible to use: typical information search scenarios with the possibility of using "alerts"; new unified
algorithms that are already successfully operating in banking institutions and developed by practicing
financial analysts; the latest developments in the field of processing large data arrays and
systematization of technological processes that allow you to quickly and efficiently operate information.
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