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Abstract. Current SEC and NASD rules require securities boked dealers
to maintain, supervise, and periodically reviewctienic communications. We
present a solution called Galaxy that provides raat@ supervision and in-
depth discovery of email, instant messages, anderotlelectronic
communications to enable compliance with thesesrul€alaxy’s supervision
component analyzes these communications to enfowogany policies and
detect potential violations. It allows complianaficers to generate powerful
and flexible rules to implement information screithin an organization and
detect suspicious text patterns in incoming andg@ng communications.
Galaxy's discovery component enables companiesetpond to litigation
discovery requests efficiently. It also suppontgeinal investigations by
allowing analysts to focus their results along wasi search dimensions and
visualize relationships among entities. In thipgra we describe Galaxy’'s
architecture, illustrate the functionality of itsupervision and discovery
components using financial services scenarios, @ngose topics for future
research.
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1 Introduction

The United States Securities and Exchange Commis§®EC) and National
Association of Securities Dealers (NASD) requireusities brokers and dealers to
maintain and supervise incoming and outgoing conaations to ensure compliance
with federal securities laws. These rules requimproved technologies to monitor
and search electronic correspondence. SEC Rule4 1[23 requires exchange
members, brokers, and dealers to maintain all eamailother communications sent or
received, including all inter-office memoranda aother communications, for a
period of three years. NASD Rule 3010 [2] requitssmembers, which include
brokers and dealers participating in the over-thenter securities market, to establish
and enforce procedures to supervise incoming amdoog written and electronic
correspondence. Rule 3010 also requires membecsriduct periodic reviews of
their business activities to assist in promotingnpbance with, and detecting
violations of, applicable securities laws and ragohs. SEC Rule 10b-5 [3] and
supporting case law prohibit companies and indizislufrom trading on inside

* Work was done while author was at IBM.
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information or otherwise engaging in fraud or dedei the purchase or sale of
securities.

Galaxy is a communication management system thables: 1) the supervision
and discovery of electronic communications to feti® compliance with SEC and
NASD rules, and 2) timely and efficient responseditigation discovery requests.
Galaxy leverages prior research in the field ontinfateted search [4] and text
analytics [5]. Given that most forms of electrom@emmunication contain a high
proportion of free-form text, the Galaxy solutiorusit 1) detect and resolve errors,
abbreviations, and acronyms, 2) provide an accéptdllance between false
positives (precision) and false negatives (relby for compliance violation alerts,
and 3) minimize the performance impact of the tedbgy on daily business
functions. Galaxy's analytic capabilities allowngpanies to intercept suspicious
electronic communications in transit, detect suepi text patterns in archived
communications that may indicate violations of sii@s laws, and reduce the time
and cost necessary to comply with the litigatioscdivery requests.

The application of a general system for discoveny supervision to real problems
in a specific industry demonstrates the value ahaio-focused solutions. In section
2, we define key terms necessary for our discussiorwompliance in the financial
services industry. In section 3, we describe tiohitecture of the Galaxy technology.
We present the supervision and discovery compor@riBalaxy in sections 4 and 5,
respectively. Finally, we discuss related worlséttion 6, future work in section 7,
and conclusions in section 8.

2 The Environment

As this instantiation of Galaxy is intended for tfieancial services industry, we

explain a few foundational terms and concepts leeffooceeding with the technology

discussion. Specifically, we define the followingaenple roles for managing and

monitoring corporate communications, and the resjdities of each role. We refer

to these roles in describing the Galaxy technokogy application scenarios.

= Compliance officer: At the direction of senior management, this rote i
responsible to implement policies and procedungsh sis information screen®s
supervise electronic communications in compliandth vapplicable securities
laws. The purpose of an information screen isntnitor certain kinds of
communication between people or groups and to bémgkcommunications that
violate company policies and procedures. Becauseitha sensitive role that
frequently handles confidential internal informaticcompanies may designate
multiple officers, each responsible to supervissuéset of communications.
Thus, it is desirable to control access to ceifiteimrmation about monitoring and
supervision.

= Internal auditor: When a communication is flagged and interceptegétential
violation of corporate policy, an internal audit@ceives it for further review.
The auditor can either take no action if the comication complies with policy,

1 Information screens are mechanisms that prevdotmation in an organizational silo from
being disseminated in violation of company poli@esl procedures.
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or flag a communication for further review. Whervialation such as insider
trading is suspected, the communication is forw@itdean internal investigator.

= Internal investigator: This role handles internal investigations, whinhy be
triggered by an internal auditor, a suspicious camypofficer, an employee
complaint, or a request from regulatory agency. idiernal investigator will
gather all evidence relevant to a case by extrgatiactronic information from
company archives, such as past email communicatiosiant messages, trading
records, and telephone records.

= Discovery coordinator: This role handles all legal discovery requestsluiting
collecting all the requested documents (or othexctebnic evidence) and
preparing a report summarizing all the collectddrimation.

In small companies, the role of compliance auditmternal investigator and

discovery coordinator can belong to the same perstaving defined these roles, we

describe the Galaxy technology and several appitagcenarios in the following

sections.

3 Technology Overview

Galaxy assists companies in complying with regafeti requiring supervision of

electronic communications. Thus, the initial olijge of the system is to reduce the
amount of suspicious communications that are aliblecurrent systems. Galaxy is
intended to detect clear violations of policiesstalken disclosures, and indicators of
improprieties that lead to deeper investigatioRgwever, it is not intended to detect
highly sophisticated violations, such as dissenmigainhsider information using secret

codes, or those violations perpetrated outsidaeg&tectronic communication system.

Because technology alone cannot detect all vialatiof company policies or
securities laws, Galaxy must be administered bymptiance team to ensure that
automated policies and procedures reflect evergihgncorporate and regulatory
environments. This team should also be able to shiyate potential violations
detected by the automated system.

Figure 1 below shows an overview of Galaxy’s ammttiire when it is integrated
into an email archiving system. Each componentasgmts an annotator that appends
an additional piece of structured information te #mail. For more information about
annotators refer to the Unstructured Informationn&tgement Architecture (UIMA)
documentation [6].

The initial annotator, i.e. the Meta Extractor iiglte 1, is fed a Multipurpose
Internet Mail Extensions (MIME) encoded email doemmhand extracts metadata,
such as senders, recipients, subject and dateniafam. The Group Extractor
annotator then retrieves group information aboudee and recipients by accessing
an identity repository, such as a corporate dirgctideally, corporate directories are
cached locally to improve performance. Accesstd-time corporate directory data
is not essential; a cache that is updated daibven weekly would be acceptable.

Galaxy then passes the communication to the Sdesénactor annotator, which
extracts all information screens that the emaisses by consulting a policy database.
A local cache helps improve performance by avoidiliigct access to the policy
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database. If there is no information screen inwilvenost of the subsequent
annotators can be skipped except for tokenizatideiing.
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Fig. 1. Galaxy architecture integrated into an email aiclgi system.

If the Screen Extractor finds applicable informat&creens, the communication is
tokenized and sentences are detected. Next, theex@orerm Extractor retrieves any
additional background information about the senaled incorporates this into the
metadata. This may be a specific list of sensittegwords that depends on the
sender’s current role or project. Such keywordsireerporated into the text analysis
by extending Galaxy’s native dictionary. Finallyewapply the three last annotators:
the Rule Matcher performs semantic rule matchingiresy the email, the Evidence
Matcher combines matched rules into evidence categand the Compliance Class
Matcher calculates compliance class scores. ThexbBrédMonitor component is a
UIMA [6] consumer with two responsibilities. First,inserts the document into an
email archive and text index so it can be searchgdthe Galaxy discovery
component. Secondly, it determines whether the tiamge class scores are above a
threshold indicating the email should be reviewgdab internal auditor. If so, it
creates a record in the exception database. Compliafficers can set thresholds and
record them in the policy database.

The output from any of the annotators can be pveseand recorded in an email
archive. For instance, it may be useful to presgreaip or departmental information
since company directories may not maintain hissdrioformation and employees
tend to move around within companies. Galaxy pteserves supervision scores so a
discovery coordinator can organize and sort enaait®rdingly. Currently, we do not
store information about evidence categories founthe Galaxy discovery archive,
but this is an easy extension that would allowaliscy coordinators to ask questions
such as “Which emails discuss buying or sellingtotk in company A?,” assuming
such an evidence category has been built.
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We describe each of these processes and companantse detail in the context
of the application scenarios.

4 Supervision

In this section, we describe three example scesdnoillustrate the features and
benefits of the Galaxy supervision system in arestment banking environment.
The first scenario involves supervising commun@atmong various departments to
detect inappropriate disclosures of insider infdiara The second scenario concerns
supervising communications between employees ardideus to detect insider
information leakage. The third involves screenémgployees from communications
that would create conflicts of interest.

4.1 Supervision Scenarios

BankCo is an investment bank regulated by the SECNASD that is implementing
procedures to supervise electronic communication. would like to impose
information screens to detect improper flows ofides information among
departments.

Screening Among Departments BankCo wants to supervise communications
between the equity research department and thestargi department to ensure that
brokers do not have knowledge of stock ratings. (euy/sell/hold) before they are
disclosed to the market. These ratings often causement in the stock price and
BankCo would like to assure that its brokers amirtbustomers are not able to profit
from this information in violation of the securiidaws. BankCo also wants to
supervise communications between the mergers aquisitions department and the
brokerage department to assure that its brokerschedts do not have access to
insider information about pending acquisitions. u3hit wants to create email
supervision rules that automatically detect suspigiemails and intercept them for
review.

Screening from Outside Entities Communication between BankCo employees
and outsiders concerning insider information abpehding transactions, such as
stock buybacks, acquisitions, and planned purchaidesge blocks of securities must
be supervised. Of course, BankCo works with a remdf outside companies that
are privy to this information. Thus, there is alédnge in reducing false positives
and intercepting only communications that passdarsinformation to unauthorized
parties.

Screening Conflicts of Interest Another supervision scenario involves screening
information from particular employees to avoid putal conflicts of interest, so
called “Chinese Walls”. Suppose that BankCo hmesassociate that previously
worked in the corporate finance department of TekdgyCo. Shortly thereafter,
BankCo represents ParentCo in the acquisition ehilfelogyCo. The new associate
is legally and ethically bound not to disclose BnBCo any of the insider information
that he obtained while working at TechnologyCo.nlB2o must screen this employee
from any communications involving the acquisitiogatl Therefore, it would like to
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intercept any communications to or from this empkyhat refers to TechnologyCo
or the pending deal. Clearly, BankCo needs flexitlgervision technology that
adapts to a broad range of scenarios.

4.2 Galaxy’s Supervision System

The ability to construct and dismantle electromfoimation screens is an essential
component for supervision. Galaxy enables a compdiaofficer to access and view
company information screens, but only those screegmally created by the officer.
Also, a compliance officer cannot typically defisereens that monitor traffic sent or
received by him, since this creates a security risk

Creating Information Screens

In Galaxy’s supervision system, an information earbas the following components:

= Sender ID. This is either the name of an individual or auprosuch as
departmental information. The information screewny in effect if the sender
matches this attribute.

= Receiver ID. This has a similar definition to sender ID, bbe tattribute is
matched against the receiver side of a communitalibe screen is applied only
if at least one of the recipients, by name or dased group, matches this
attribute.

= Compliance classesA compliance class monitors communication to ricget
one particular kind of violation, e.g. insider tiegl We define in detail below
what constitutes a compliance class.

= Start/End date. This is an optional attribute that allows an mfiation screen to
be activated or deactivated automatically on thiesdapecified. This is useful,
for instance, if a small team is working on a sewesi project for a pre-
determined period of time, e.g. an acquisition.

We augment the system by allowing special tagsnfi@rnal and external roles in
the sender/receiver attributes. This allows spmtibn of information screens that
monitor all incoming and outgoing traffic. Roles ynalso be defined for other
external roles such as attorneys and accountafts.an integrity check, all tasks
carried out by compliance officers produce an argdiord in a log file.

Compliance Classes

We define asupervised email as an email associated with one or more compliance
classscores. As defined above, a compliance ciagsart of a company policy and
represents one type of suspicious communicationgbgionitored. An information
screen is associated with one or multiple compéasiasses. When an email is sent, it
is possible that more than one information screearéssed. For instance, a memo
sent from the equity research department to thkeprdivision of an investment bank,
as well as to an external address, crosses twoniation screens. Each screen is
associated with a set of compliance classes, winiaj overlap one another. As part
of the analytics, we collect the unique set of chamge classes associated with the
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email, {C4, ..., Cn}. For each compliance class, a scsrere(Ci) is calculated, such
thato @ score(Ci) @ 1,whereO @ i @ n.

Evidence Categories and Semantic Rules

Each compliance class is created by combiitings of evidencefound in the email.
An evidence categoryE is a collection ofsemantic rules (defined below) that
describe a common concept or intent. For examplppaseEn, is an evidence
category that states that part of the email isusising a private meetingys is an
evidence category that states that the email isudsng buying or selling of
securities, and, is an evidence category that states that an eqesyarcher gives
advance notice of a future stock recommendatiamticoker. ClearlyEr, violates the
bank’s policies, buk, andEys are only potential violations when detected inghme
email. In this example, a compliance class momigprsuspicious communication
Csuspicious IS @ combination of the three evidence categamnidise following way:
Csuspicious = (Em and Eps) or Ef

Note that an evidence categdrys associated with one or more semantic rules. In
Galaxy, asemantic rule is a sequence of basic or generalized terms tkatatched
against sentences detected in the emaibeferalized term can be either a term
matching any synonym of a given term, e.g. buycpase, acquire, or a hypernym.
Another example is “security” which would match dsk,” “bond,” “note,” etc.
Syntactically, we write a sample semantic rule as:

[buy]<security>

This rule matches any synonym of “buy” followed d&yy mention of a security in
a single sentence. The rules are based on thectatrapatterns that have been
successfully used by Riloff et al. [7]. To enabe tapplication of semantic rules,
Galaxy uses a native dictionary of synonyms andehyyms to match rules against
text sentences. Since emails frequently have emods misspellings, Galaxy also
supports fuzzy matching of terms based on the L&wein editing distance metric

[8].

Calculating Scores

Each ruleR has an associated weigleight(R), where0 weight(R) 1. The
weight represents the “accuracy” of the rule. Aerwith a high probability of
matching the concept or intent being captured bByetfidence category has a weight
close to 1, while less accurate rules have weighiser to 0. Currently, we use a
heuristic method in setting the weight dependingh@nconfidence of the rule creator.
We suggest that rules be validated against thel enddiive to evaluate the precision
of the rule. In the future, the method for deteliminthe associated rule weights will
be formalized and improved. If a rule matches imaie we do not attempt to match
the same rule against the email again. Insteadayéhat:

match(R, email) = true D

When calculating the evidence category score foreadence categorg, we
select the score with the highest weight that adatches the email:

score(E) = MAX(weight(R), ..,weight(R)) @
where R; @ E and match(R;, email) =true, 1@ i B n
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From the range restriction ameight(Ri), we also see that @ score(E) @ 1. The
final step in this process is the computation & Htore for the compliance class.
Since a compliance class is built from a combimatid evidence categories, we
define how to combine such expressions:

score(Rorgor...orE) = ©)]
MAX(score(R), score(k), ..., score(E))
score(E; and Ey, ..., and E,) = 4

(score(E1) + score(E) + ... + score(En)) / n
iff (score(Ex) > 0) for 1 @ x & n,
otherwise score(E; and Ey, ..., and E;) =0

Intuitively, the score for a compliance class is thaximum score of all matching
evidence categories. When more than a single esédeategory must be detected in
the email, we average the score of the matchinde@ee categories. As a result, the
final score for a compliance class is between 0land

Internally, when email text is analyzed, we optimithe text matching by
combining all relevant semantic rules into a sirgiite machine The state machine
is passed one sentence at a time and when thenseri;ecompletely processed, all
states are reset. However, when a final stateaishe, i.e. a rule is matched, we can
further optimize the rule processing by removingtttule from the state machine, as
we need not match the same rule again againsteithe socument. This ensures that
processing overhead is reduced and overall thrauglig improved, a critical
requirement for email supervision systems.

4.3 Administration and audit tooling

A supervised email with associated compliance ctzsses can be handled several
different ways by an application. Galaxy producesWork Item” list from the
exception database where a internal auditor caesacand sort emails according to
either an aggregate compliance class score, oowatown to specific compliance
classes. Each flagged email can be retrieved amt$ pf the email that match
semantic rules are highlighted. When an auditor esothe mouse over the
highlighted text, the syntax of the matching rdealisplayed. This provides feedback
to indicate the reason why the email was flagged.

Galaxy also provides a method of incorporating semantic rules. It allows users
to enter a sentence directly, where the sentenaralyzed and a suggested semantic
rule is returned. Words that are recognized, fromla®y’s dictionary, can be
generalized or specialized as desired. Galaxy enathle user to validate the rule
against an email archive to see whether it retumganingful documents. This
improves the precision by reducing false-positives.

When the user is satisfied with a new rule, he aasociate the rule with an
existing evidence category and compliance clasmaBéc rules can be reused in
many evidence categories, and evidence categoaiese used in more than one
compliance class.

Finally, Galaxy provides a dictionary tool that siskatent Semantic Analysis
(LSA) [9], which is useful for finding synonyms afgiven term or phrase. LSA is an
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unsupervised machine learning method that is caelgldanguage independent.
However, LSA can be resource intensive, so a sapfpeisiness communication is
extracted before analysis. The sampling can elteerandom or targeted towards a
particular business function, such as client/brokemmunication. A compliance
officer can use LSA to add new rules by findingestivays employees express terms
or phrases. This can improve recall ratio by regycihe overall false-negatives
detected by the supervision function.

5 Discovery

For Galaxy's discovery component, we provide twaragle scenarios. The first
scenario demonstrates how Galaxy can be used pondsto electronic discovery
requests in the course of litigation. The secarahario shows the unique features of
Galaxy that facilitate internal investigations @ngpany archives. For each of these
scenarios, we describe the capabilities and adgastaf the Galaxy system.

5.1 Litigation Discovery

Litigation discovery is the process whereby thetiparto a lawsuit request and
exchange documents and other material evidencee discovery process often
involves the exchange of electronic communicatiosisch as archived email or
instant messages. Given the volume of many compargil archives, responding to
these requests can be particularly burdensome,-dimsuming, and expensive.
Consider the following scenario:

BankCo operates many large mutual funds. A grdupwual fund investors sues
BankCo in a class action lawsuit, alleging that IBam has improperly favored select
customers by executing their trades in advanchefitutual fund trades. They claim
that this practice, known as “front running,” hasulted in significant lost returns to
mutual fund investors. By executing individualdea prior to large block mutual
fund trades, the brokers allegedly allowed selextividuals to profit by the
subsequent share price increases, at the expemsatoél fund returns. After filing
their lawsuit, the plaintiff class serves BankCothwinritten discovery requests,
including 35 requests for production of documentBhese requests seek various
documents and electronically stored informatiorevaht to the causes of action
asserted in the lawsuit. The following are two ragkes of plaintiffs’ discovery
requests:

1. All email and other electronic communications betswdankCo and customers
Arthur, Barbara, and Carter concerning companiehi@ogyCo, PharmCo, and
FoodCo between January 1, 2004 and present.

2. All email and other electronic communications sentreceived by BankCo
brokers regarding mutual funds FutureEnergy, NextStind ValuelLife, also
having connection with customers Arthur, Barbara] &arter, between January
1, 2004 and present.
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Responding to these 35 discovery requests reqieekCo to review all the
electronic communications to identify all respomsigmail, instant messages, and
electronic documents. However, the accuracy af phdcess is very important, as the
parties are required to produce all non-privilegetence that is responsive to the
discovery requests. They must also make sureniove any privileged documents,
such as attorney-client confidential communicatiang attorney work product, and
also any documents protected by constitutionaltatugry privacy rights, prior to
providing responsive documents to the other pagnkCo would like to have an
accurate and reliable method to conduct this rexgdevit can save the considerable
time and expense of a manual review.

To handle the first request, we must first ident#ly the relevant terms (or
synonyms) corresponding to TechnologyCo, Pharm@a, BoodCo, which may
include the company names (full or short), thelstanbols, and any other potential
nicknames (e.g. “Big Blue” would refer to IBM). Gthsearch conditions include the
date range (e.g. from January 1st, 2004 to now)séimder and recipient list (the three
customers) and a list of terms regarding companghi@ogyCo, PharmCo, and
FoodCo, against the body and attachment. As preliauentioned, the responding
party needs to filter out any privileged documerifiberefore, we add all of the
lawyers’ email addresses as negation terms toghdes and recipient list. However,
this may not guarantee that we have the complsteMianual review, usually by the
legal team, is required to further verify and saeithe documents to be produced.

The second request is similar to the first one ciizlso includes any search term
corresponding to the three mutual funds, and tleeipd date range. However, it is
not obvious to determine the senders and recipiksttsNaively, we can put no
constraint in the address list. But the resultyi®, include all the brokers who have
mentioned and processed any trade request for thome mutual funds, regardless of
any connection to the three customers. In orddretter estimate the contact list, we
first generate a social network graph, G(V, E)nfrthe result, R. V is a set of
vertices, one for each email address from a sengemd a recipient,;vof R, and E
is a set of edges, {e"}, if there is a communication from %o v. Note that each
edge is an aggregation of all communication betvesgrler vand recipient jy rather
than a single communication. Assuming S is a setafers which we have identified
as part of the first discovery request (i.e. brekaterfacing with Arthur, Barbara and
Carter), we can estimate the broker list by conmguthe reachable vertices from S.
Since we assume the information should be flowmgnfany broker handling mutual
fund transactions to the brokers, S, we traversegtiaph in the reverse direction.
Figure 2 describes the algorithm. The adjacents&s() function returns the adjacent
vertices of all the inbound edges from a givenesert

Reachability(S) {
CurrV <- S, TotalV <- S
do {
New <- {}
for (vinCurrV) {
Adj V <- adj acent Vertices(v)
for ((ain AdjV)
if (ais not in TotalV)
New <- NewV + a
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}
CurrV <- New

Total V <- Total V + New
} while (New is not enpty)

Fig. 2. Reachability Algorithm

We can further reduce the broker list if the ev@Ttuence is also considered. For
each edge, 8", we store an attribute, [first{€"), last(¢-" )], which contains the
date of first communication, first{e”), and the date of the last communication,
last(¢"-"), from user yto v from the result, R. Now we define a vertey, & being
reachable from jvif and only if either y belongs to the initial vertices set, S, or
last(¢-") is equal or later than the earliest start date(first(€™"*")), of any
reachable path, {(v.,v,Vis1,..,\), from the initial set, S. To compute the brokst,
we change the adjacentVertices() function to rethe next set of vertices only if
they satisfy this condition.

By further reducing the search result, Galaxy lesgshe amount of manual review

needed to produce the requested documents.

5.2 Internal Investigation Discovery

An internal investigation discovery request is Uisusriggered by an employee
complaint or a suspicious event identified in thwpesvision process. Therefore, it
usually has some initial starting points, suchrestarget subject, or some involved
parties. However, there are still a lot of unknofantors. So the main task of the
internal investigator is to uncover the unknown.

However, the simple form-based search and plaiultréist interface (similar to
web search) is not sufficient for this task. Thisthod is useful for finding
information such as restaurant reviews or produofdrimation, because as long as
relevant results are returned in the first two pagsers do not look at the rest of the
search results. For this reason, the ranking dtguaris very important. However, for
internal investigation discovery, each email has same level of importance, like
pieces of a puzzle, in reconstructing a sequenewaits. At the same time, there can
be many hits in the search result and it is diffiamd time-consuming to navigate and
understand all of them. The internal investigatants to narrow the search and filter
out the irrelevant ones in a systematic manner.siden the following internal
investigation scenario:

BankCo would like to investigate its mergers anduggitions (M&A) department
to determine whether employees have improperly laisd confidential client
information. BankCo wants to investigate threectffieclient acquisitions. Because
its electronic archives are too large to conduid ihvestigation manually, BankCo
would like to search the archives for suspiciousapbs and patterns, including all
email, instant messages, and other communicat&mtsby anyone in the mergers and
acquisitions department, containing the name eftsi: TechnologyCo, PharmCo, or
FoodCo, between the time of the initial client nmgt and the merger
announcements.



72  Proceedings of GRCIS 2008

When constructing the discovery request, the ingatir must first identify the
potential suspects. The initial set would includeptoyees working in the M&A
department, employees working in the brokerage riiegat, any employee working
in the client companies, and outside recipientsasiffidential information. However,
if we use this list and the client’s company namethe discovery search, the search
result will be huge and will be unlikely to provideuch useful information.
Therefore, the search must be further refined bsis:

= Using text classification to filter out any unredtdocument, such as meeting
invitations or general announcements; and

= Using additional related search terms may includeerger,” “acquisition,”
“stock purchase,” “tender offer,” plus their synomy and hypernyms.

Upon paring the communications down to a suspicgmiswe can examine the social
networks of the senders and recipients of thosenmamications, and their threads, to
uncover any patterns or additional persons involedhe next section, we describe
how Galaxy enables this kind of analysis.

5.3 Supervision Scenarios

Galaxy's discovery component can logically divideirito two sections. The first
section, calledBasic Search, consists of the search bar, the result table tlaaeémail
preview panel. It is a typical search panel whielm &e found in many other legal
discovery products. There are a number of thingshawee added to enhance the
discovery functionality, including the violation@e and the user profile lookup in
the preview panel. The violation score is the vallich we have computed during
the supervision phase, as described in the sedtidn The user profile not only
includes the basic user information, such as jtb, tand the department, but also
includes the aggregate violation score, which ciasof all the previous flagged
communications, using the following formula.

Z(score(e)* (exist (sender (e),u) +
elE

whereE is a set of all the flagged emails withore > 0, andexist is a function
which checks for the existence of the given usein the input list, and returds, 1}.
Each score is weighted based on the sender anpliemgcilist. We use the term
|recipient(e) | to model the diminishing effect that a large numbferecipients has

on the score. That is, the more people on theiedilist the less the score value that
should be added to the accumulative score valuee algo foresee that more

compliance-related information can be added tstimee user profile area to facilitate
the discovery process further. This includes adivmus and current client history and

transactions by the selected person executed aspeuific days.

The second logical section, callfimmarization, provides the multi-faceted
search capability on the result set. This sectioontains different visual
representations of information extracted from thlsuit set. Currently, Galaxy
provides visualizations based on summarizationstie top-N senders, top-N
receivers, sent-date distributions, classificatiand social networks. The list can be
extended to include other visual techniques, sschamg-Clouds [10] (which provide

exist (recipient (e),u)
| recipient (e) | j
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visual representations of words based on the fre@yyeand stack graph, as seen in
the Many Eyes project [11]. Users can further mefine search by drilling down (i.e.
dragging and dropping the refined dimension inte thill-down basket) into the
various dimensions such astegory for classification chartpeople for the social
network and top-N charts, ardhte range for the date distribution. Regarding the
social network, each user node contains the aggregalation score (the same one
extracted from the user profile), plus the score dach category. We can also
eliminate any broadcast communication by examining number of recipients.
Furthermore, we provide different algorithms tohlight a specified set of users in
the network, such as the reachability set (as @estin section 5.1) and the top N
clustered users based on the aggregate score.

Apart from the regular search-oriented discovergrface, Galaxy's discovery
component also provides a temporal analyzer, whi@dns multiple search results
together with external events (e.g. stock pricdrading history) on the same time
dimension. This tool correlates events and annetage search results.

6 Related Work

There are several email supervision products ctiyrawvailable, such as Orchestria
[12], CA Message Manager (previously known as ilnpmil3] and Zantaz [14].
These products use linguistic pattern matchingrtiegtes to tokenize the document
and search for suspicious patterns. Since therenargy ways to express the same
idea via electronic communications, and these westy among industries and
regions, the rules must be continually tuned andategd to achieve high accuracy.
However, for some products, like the CA Message &gan, the actual rules are
hidden from the users (i.e., in a “black box"), sax@ therefore difficult to modify.
These systems often require professional servicea the vendor for hand-tuning.
Other vendors allow customization, but rely on thser's linguistic knowledge to
construct the precise regular expression or pattGalaxy takes a different approach,
allowing users to derive rules from a sample sar@enGalaxy also categorizes the
rules using higher level concepts (i.e., evidenategories), which are easier to
maintain, especially if the rule base is large (several thousand rules).

On the discovery side, commercial products, suchZasstaz [14], Symantec
Enterprise Vault [15] and ZipLip [16], provide tyail text search interface, including
fuzzy and proximity search capabilities, on the adata fields such dsom, to, date
and subject, as well as on the body and the attachment. \iée te this asBasic
Search. However, none of these systems provide the advhnuulti-faceted search
interface of Galaxy, which guides discovery cooatlims and internal investigators to
understand and further filter the search results.

Some research projects, like EMT [17][18], emplogualization and mining
techniques to analyze and detect anomalies aga@stmail data. This functionality
can also be incorporated into the Galaxy discoftrenpework, if desired.

ADS [19] and SONAR [20] are fraud detection systateseloped by NASD which
use a variety of Al techniques, including visudiiza, pattern recognition, and data
mining, in support of the activities of regulatagalysis, alert and pattern detection.
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They focus on mining the transaction data, togetidr external data, such as news
feeds, but they do not link this data with othestunctured information, such as
electronic communications [21]. By analyzing elentc communications, Galaxy

can provide additional context necessary to impmma&ative detection rates.

7 Future Work

Galaxy is an evolving system and is currently beegied and evaluated to determine
the weaknesses and strengths of the system’s assnmpand approach. One
important area for future research is to developesusion and discovery
technologies that preserve individual privacy. Hustance, a privacy-preserving
discovery tool could obscure certain sensitive rimfation in intercepted email
communications. Similarly, improved discovery ®aobuld incorporate technologies
that de-identify unstructured text without sign#fitly degrading the accuracy of the
forensic analysis.

A second useful enhancement of Galaxy is improvihg methods used to
aggregate and summarize search results. When thbamwf search results is large, a
method for sampling results can dramatically odtpen an exhaustive enumeration.
Since search results typically are not randomlyemrd (more commonly results are
ordered by a ranking algorithm), the sampling métlamd sample size must be
carefully selected. Thus, we would like to evaluated implement sampling
algorithms that would allow Galaxy to summarizerskaesults more efficiently.

A third area of research involves detecting pagémelectronic communication
archives that may indicate policy violations or estimproprieties. For example,
assume that periodic communications from the saemeles result in small trades
based on insider information. However, this agivét not detected by the supervision
system because the tips are non-obvious and théingstrades, in isolation, are not
considered material. If this communication patteauld be traced and the trades
were considered in the aggregate, the financialashpwould be significant.
Therefore, further research is necessary to dsttt patterns in email archives.

8 Conclusion

Compliance with SEC and NASD rules is a criticatjuigement for information

systems used by financial services companies.isnpiper, we introduced Galaxy,
which provides advanced supervision and discovapabilities for various forms of

electronic communication. We also discussed tiva@tdges that Galaxy offers over
other available technologies. Galaxy empowers camggato enforce supervision
policies and procedures, search data archivesg@mdlict internal investigations. It is
an extensible solution that improves supervisiorelgctronic communications by
leveraging UIMA technology, an error tolerant amalable pattern matching engine
and latent semantic analysis. Further, Galaxy iwgsothe efficiency and quality
searching electronic archives to respond to litigadiscovery requests. Although this
paper describes application scenarios from thenfiish services domain, Galaxy can
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be applied to any industry requiring similar supgon or discovery capabilities. We
hope that this work will be useful to the reseacmmunity in developing more
convenient and useful methods of managing eleatrominmunications.

References

1. SEC Rule 17a-4, http://www.sec.gov/rules/final.shtml

2. NASD Rule 3010, http://nasd.complinet.com/nasd/digfrhdex.html

3. SEC Rule 10b-5, , http://www.sec.gov/rules/final.dhtm

4. Hearst, M. “Next Generation Web Search: Setting 8ites,” IEEE Data Eng. Bull. 23(3):
38-48 (2000)

5. Weiss, S.M,, Indurkhya, N., Zhang, T. and DameFalText Mining: Predictive
Methods for Analyzing Unstructured Information,"riyger, March 2007, 236 pages,
ISBN 0387954333

6. Unstructured Information Management Architecturé\g),
http://incubator.apache.org/uima/

7. RIiloff, E., and Jones, R. "Learning Dictionaries lioiormation Extraction by Multi-Level
Bootstrapping,” Proceedings of the Sixteenth Nafi@onference on Artificial
Intelligence (AAAI-99) , 1999, pp. 474-479

8. Levenshtein, I. V. “Binary codes capable of coiregteletions, insertions, and
reversals,” Doklady Akademii Nauk SSSR, 163(4):848;8.965.

9. Landauer, T., Foltz, P.W., and Laham, D. "Intro¢hutto Latent Semantic Analysis".
Discourse Processes 25: 259-284. 1998

10. Hassan-Montero, Y., and Herrero-Solana, V., "Imprgtag-clouds as visual information
retrieval interfaces," Proc. InfoSciT 2006

11. Many Eyes, http://services.alphaworks.ibm.com/mgagtome

12. Orchestria, http://www.orchestria.com/

13. CA Message Manager, http://www.ca.com/us/produatsiject.aspx?ID=5707

14. Zantaz, http://lwww.zantaz.com/

15. Symantec Enterprise Vault,
http://www.symantec.com/enterprise/products/ovenjep?pcid=1018&pvid=322_1

16. ZipLip, http://www.ziplip.com/

17. Li, W., Hershkop, S., and Stolfo, S. “Email Archig@alysis Through Graphical
Visualization,” Proc. 2004 ACM workshop on Visualipa and data mining for computer
security, Washington DC, USA, 2004

18. Stolfo, S., Creamer, G., and Hershkop, S. “A TempBased Forensic Analysis of
Electronic Communication,” 2006, Digital Governmé&mbceedings, San Diego, CA

19. Kirkland, D., Senator, T., Hayden, J., Dybala,Goldberg, H. and Shyr, P. “The NASD
Regulation Advanced Detection System”. AAAI 20(1prigg, 55-67.

20. Goldberg, H., Kirkland, J., Lee, D., Shyr, P. arithRker, D. “The NASD Securities
Observation, News Analysis and Regulation SystenN/&®)". Proc. of IAAIO3

21. Phua, C,, Lee, V., Smith, K., and Gayler, R. “A coefensive survey of data mining-

based fraud detection research,” Artificial Inggihce Review, 2005.



