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Abstract. Data quality presents a major issue to reduce ymtodost and

improve time-to-market for the vaccine industry. fact, the molecular
definition of vaccine product must be well formaliz in the supply chain
perimeter to be always compliant with the regubatgpproved definition of the
product.

To ensure product data quality, we study in thisgpahe concepts of model-
driven interoperability and we highlight their cagidies to connect some
models related to heterogeneous information systdimsrefore, to deal with
product complexity and the diversity of its defioits inside the supply chain
perimeter, we propose in this work a five stepsrepgh based on MDI
concepts. The proposed architecture deals with sspeeific product data
identified as critical in our context and allowssaring their quality in the
Enterprise Resource Planning (ERP), as the main ptiodu information

system in the vaccine industry. When deployed, work provides some
interesting results at Sanofi Pasteur France coypan

Keywords: Model-Driven Interoperability, Product data qualitReference
frames, Vaccine supply chain.

1 Introduction

Data quality is widely considered as a criticalljemn inside industry. According to
[1, 2], more than 52 % of audited enterprises canthat they suffer from problems
related to the lack of data quality. From a redeqerspective, data quality refers to
many research domains. In fact, the quality of d&finition between heterogeneous
systems is related to the ontology concepts. Furtbee, the quality of data
producing is related to enterprise modeling corgefiso, the quality of data coding
and treatment is related to software engineerimgl, data exchange is related to
interoperability concepts. Basing on some diversecepts related to these research
domains, we propose in this paper an approachdorerproduct data quality in the
perimeter of vaccine supply chain.
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We present in the next session some approachasgl@aih data quality inside an
independent information system as well as betwesterbgeneous systems. In the
third section, we present some related works attugpplication of a Model-Driven
Interoperability approaches. Furthermore, we explai the fourth section our
approach to ensure product data quality in the Iguppain perimeter of vaccine
industry. Next, we discuss in the fifth section somesults reached with the
deployment of our architecture. We present finaBpme conclusions and
perspectives.

2 Thedataquality challenge

2.1 Thevaccine supply chain

The specificity of vaccine industry dominates ire tharticular definition of its
product, the vaccine [3]. At the production stagee can only control the
manufacturing process and not the product itsetfeéd, the biological aspect of the
active substances in vaccines differs from prodocthe chemical industry (i.e.
pharmaceutical industry) by a very complex struetufhe biological production
consists of a mixture of molecular substances natays well identified. This
specificity makes the control procedures, alreadfferént from one product to
another, both delicate and complex.

To produce and market a new vaccine, it is necgsgarprove to health
authorities (WHO http://www.who.int/, FDA in the BWShttp://www.fda.gov/, etc) the
utility of the vaccine [4, 5]. This passes by thabmission of “Marketing
Authorization (MA) Request” to the Health Authoeiti of destination countries. The
MA contains all information collected during the opess of research and
development. Once the product is approved, it eamanufactured and distributed
inside this country.

When product data evolves in interaction with save@rformation systems, their
conformity with the regulatory definition is rapydéltered. In fact, according to each
business context, product data can be adapted mtee slocal objectives as:
manufacturing more for the producer, selling maretiie business units, breaking the
release of more products until the verificationatifproduct quality dimensions, etc.
The consequences of data quality deficiency caddiected when some component
batches reach their shelf life before their intéigrain final products composition.
Some adapted solutions are required to ensure grddta quality in such context.

2.2 Research about data quality

In an industrial context, the product quality objee is approached via the
proposition of some local standards as procedumegfality control or international
standards as guidelines to follow in a quality nasice perspective. However, dealing
with data quality still less structured and congidieas an interesting research activity
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to address. Actually, data quality has been adddess different areas, including
statistics, management, and computer science [6].

From a computer science point of view, data quaditgefined as follows: data has
quality if it satisfies the requirements of itsantled use [7]. To reach the quality
objective, many data quality dimensions are progaseh as: accuracy, opportunity,
pertinence, exhaustively, etc. and some measuremésg are defined to evaluate
them [8-11].

Seen at the perimeter of an information systempgsed data quality approaches
cover especially some structured data at a dataleasd [7, 12] propose some
research issues dealing with data quality suchthes:data profiling concepts, the
extend of Entity-Relationship model to integratetadajuality parameters, the
expansion of relational model to capture some tualftributes, the definition of
some quality parameters, the definition of datdityualgebra, etc.

At a supply chain perimeter, the data quality peablis defined between
heterogeneous information systems evolving in dbffié business contexts. [12]
propose “the context interchange architecture” mtegrate and make use of
heterogeneous information sources with the definitiof “Wrapping” and
“Mediation” concepts. [6] propose “the Total Dataudlity Management” as a
comparative analysis methodology to evaluate datdity. Also, they propose the
“Complete Data Quality Management” as a methodology evaluate the
correspondence between different data states affiledebusiness processes.
Recently, [13] proposes a “data quality projecthecept with the definition of some
measurable criteria to reach a predefined busiiaegst.

2.3 Dataquality in vaccineindustry passes by inter oper ability concepts

During the past few years, vaccine production te@gies have developed with more
sophisticated tests and more strict regulatiordefine procedures and best practices.
The definition of vaccine product in the R&D staigestructured in a Common
Technical Documents format (CTD) as a standard inade format imposed by the
health authorities to submit Marketing Authorizaso (MA). The CTD format
consists on a classification of related paper danim through some predefined
sections. When the MA is approved, these docunastscanned to be archived next.

Throughout the production process, many businestvitas interact to
manufacture and control product components. In #tégye, the same product is
defined in several information systems according e@ach local business
specifications. Product definition can appear amt@d procedures, a standard
working instructions or electronic documents. Timeraction between different
business activities in the production stage isiticathlly done by paper documents to
preserve the traceability, especially of manufadubatches. Some electronic
documents are forwarded in electronic formats (cgdhlyeExcel).

The complexity of product definition in the R&D gk is reflected, through
different business activities in the productiongstaby some heterogeneous and
disconnected information systems. Many barrierstesnstituting a transverse view
of the vaccine product at the production stage.ir@ef business processes are
disconnected through business activities.
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In this specific context of vaccine supply chaimipeter, the challenge to ensure
product data quality remains unreachable with psedoapproaches. In fact, at the
information system level the data quality problesnapproached in terms of data
structuring. To address data quality dilemma thlhosgveral information systems,
proposed approaches are generally oriented to #feittbn of some quality
indicators and propose some methodologies to athess. These approaches are
more suitable when data quality is addresses fratnadegic or a tactic point of view.
From an operational level, more adapted solutisegequested to deals with product
data quality in the supply chain perimeter of vaecindustry. The integrity of
product data is rapidly altered as well as infoiorasystems evolve.

For the specific context of vaccine industry, mamfprmation systems develop in
the supply chain perimeter. The Enterprise ResoBlaening (ERP) is considered as
the main system supporting product definition a# a®some business activities. The
ERP system interacts with many information systenthkis perimeter and develops a
bidirectional data exchange (Fig 1).

Quaii!nyontrol

Business Units

Reglatory Affairs 2'

Subcontractors

Suppliers
Fig. 1. The interaction with the ERP system in vaccine sypphin

When business opportunities expand, the produdtitieh evolves to be aligned
with the new defined business strategy. The praserv of the quality of product
data definition in the ERP becomes a big challewpen the interaction between
information systems is performed according to défeé business positions and
priorities. To approach the data quality probleime toncepts of interoperability
between heterogeneous information systems may lsamge issues in the supply
chain perimeter to connect the different occurrerafgproduct data evolving in these
systems and establish some communication ways batthem.

The different barriers presented previously coutgit some barriers for
interoperability. According to [14], we identifyrée types of barriers:

e Conceptual barriers: They are concerned with thetagyic and semantic

differences of product information to be exchangedugh different business
activities.
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e Technological barriers: These barriers refer to tineompatibility of
information technologies (architectures, platform&astructures...)

e Organizational barriers: They relate to the definit of responsibility,
authority, etc.

All these barriers are well identified in the vawiindustry and especially in our
particular context of Sanofi Pasteur Company.

The European projects ATHENA [15, 16] and INTERQR,[18] provide more
specifications about interoperability concepts étehntify at least four abstraction
level of interoperability between systems as waki than intra-organizations :

e The business level: refers to some organization@raperability issues to
work together partners from different business vitets with different
business culture, legislations, and especiallyrigs.

e The process level: refers to different issues t&emaarious processes work
together. This connection is requested first in cantext between some
processes already defined in different businesgestsr The purpose to
connect processes in a networked enterprise betemepanies still a long
term objective in vaccine industry.

e The application and service levels: refer to isswemdentify, compose and
make function together various applications.

* The data level: refers to issues to connect diffedata models developed in
different machines with different platforms and ldsjng different operating
systems.

In addition to these interoperability levels, fugtldimensions must be addressed such
as the knowledge dimensions (not always capitaliedie modeled and structured in
information systems) and the semantic dimensiopréserve the coherence between
defined interoperability levels.

To perform communication at these different intergbility levels, the ISO 14258
[19] proposes three basic ways to connect modejsther in order to establish
interoperation:

e The integration: refers to the existence and tleeais common format for all

models related to the systems in interoperation.

e The unification: refers to the existence and the asa common format but
only at a meta-model level related to the systamiateroperation. This meta-
model is not an executable entity as it is in thtedgrated approach but
provides a mean for semantic equivalence to all@ppmg between models.

e The federation: refers to the impossibility of aéfig a common format for all
systems in interoperation. This means that theyt shere an ontology.

Due to the diversity of systems evolving in the @ypchain perimeter of vaccine
industry and the need to ensure product data guakide, the federation approach
are requested to develop an interoperability fraovkwSome organizational barriers
prevent the deployment of such initiatives dueht® magnitude of such project, the
maturity of participants and especially the comjiieand the permanent evolution of
the reality of such industry.

We choose in our work to reduce our objective tmecspecific product data,
identified as the most critical in the supply chaerimeter. Therefore, we have to
identify for each system different models that ictpaata throughout different
interoperability levels and we choose to explore thodel driven engineering
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interoperability concepts to reflect the busine$snctional and architectural
specifications of each systems at the productldatd in order to ensure product data
quality. We aim with this work to translate vaccimeeroperability problem from a
federated to an unified interoperability approach.

We present in the following section some speciiicet of the model-driven
interoperability concepts and we detail in the fbusection our approach to ensure
product data quality.

3 Theemergence of the Model-Driven I nteroperability concepts

The evolution of MDA concepts go back to 2001 [2@th the fist specification
proposed by the OMG. The interest in the MDA evslwéth the proposition of the
full specifications in 2003 by [21] and marks thewn approaches for software
engineering. In addition, the MDA concepts are dgved to deal with model
problems in technologies for interoperability [2Zhe Athena project [16] proposes a
complete model-driven interoperability frameworR3] present an interoperability
framework for model-driven engineering of enterprisoftware applications. This
framework provides the concepts for software eraying to support interoperability
between enterprise business systems.

To solve problems in the parameterization procé$sRPP systems, [24] present a
model-driven approach to deal with the standardehptposed by the ERP when it
does not match the enterprise requirements.

Moreover, [25] are interested in model transforovatprocess. They present a
transformation framework to convert an enterpriseleh defined in GRAI language
to an activity based UML model at the same CIM rston level of the MDA
framework. [26] present also a transformation framek from CIM to PIM
abstraction level to ensure interoperability.

The data quality problem is not widely addresseal MDA approaches. [27]
propose an event management framework to improfernmation quality. [28]
present an approach to structure the quality rements to build dependent
information systems. [29] highlight the need ofgaering and improving the quality
of data models through the transformation procasspaopose a state of the art about
modeling related languages, tools, modeling prasesguality insurance techniques,
etc.

Basing on model-driven interoperability concept® develop in the following
section our approach for product data quality ie #pecific context of vaccine
industry.

4 MDI for Data quality

We propose a five steps approach to ensure praldtiatquality in the vaccine supply
chain perimeter.
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4.1 Thedefinition of somecritical data

As announced previously, to ensure data quality, clveose to target a reduced
number of product data, identified as the mostedhand the mainly critical in the
vaccine supply chain perimeter. As examples of ghésta, we identify the
manufacturing site, the shelf life, the storage conditions and thebatch size of one
manufactured component in a given product. Thede dee identified as critical
because they present an important impact in ragalaespect, planning stability,
production processes, etc. Each data is impactethdyevolution of one or many
information systems in our perimeter. When thestesys evaluate, it is very difficult
to maintain the quality of critical product datahefefore, in the next step we will
analyze the specificities of each critical proddeta throughout its lifecycle to
provide a large visibility about data evolution abjlities.

4.2 Theappropriation of critical product data

We analyze in this step the lifecycle of each caitidata in order to structure the
potential impact of each business service as vgethair systems. As an example, we
present in the following figure (Fig 2) the evodrtiof the data “component storage
condition” throughout its lifecycle.

Health Production

Research R&D Indus. |, o rities  Reg@ulatory Affairs e o Storage
(Propose |
—{ Validate )
“Prove
valldldy
— e 1 ¥ 7\—'—> %{Approva J=< \% 7
T‘ ‘A.,.,r.m
Use
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[ Analyze }

Propose a revlslon|

.

Fig. 2. The evolution of storage condition product datatighout its lifecycle

This UML activity diagram illustrates the interamti of each supply chain service
with this critical data.
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4.3 Thedeployment of M DA concepts

4.3.1 Theanalysisof supply chain perimeter

According to the description of the vaccine supgiyin presented previously, many
business activities should interact to define a room validated occurrence of one
critical product data to be updated in one infoiorasystem. Each member of our
supply chain develops for their core activities somodels that can be aligned
through each interoperability level. These modetésreot always formalized and can
be structured in just some procedures, best pesstiguidelines and may be some
specific knowledge related to the expertise leviebame collaborators. To identify

models impacting these critical data, we choossdd our analysis from a discussion
with supply chain actors about the following questi“what we have to check if we

want to update such product data in such busimassit?”

This analysis method allows us to understand tkeeiBgities of our supply chain
around a transverse view of our critical produdadéas example, if we analyze the
regulatory affairs impact on each critical data, eem identify these specificities at
each interoperability level:

« At the business level: some best practices andfgpkoowledge to consider
when modifying critical product data, in particulahe specifications of
Marketing Authorizations, destinations countries the latest approved
authorization license.

e At the process level: some regulatory process nsodefined to perform
product data modification. It is about the idextfion of modification types,
the notification for concerned destination courstrieghe management of
engendered modification lead-times, the date aadb#riod of the activation
of the new data value, etc.

* At the application level: some coherence rules @ify the functional
structuring of different module as the attributiohdata utility flag to inform
about the use possibility of data (verified or wetified).

« At the data level: some integrity constraints dedinto maintain data
consistency in the databases.

To deal with all constraints expressed at theszapierability levels in order to ensure
product data quality, we propose following an araiapproach based on Model-
Driven Architectures (MDA) concepts.

4.3.2 Theapplication of the MDA Framework
Our approach aims at its perspective to developvasoftware application devoted to
manage product data and ensure their quality ipénieneter of vaccine supply chain.
This approach deals with all the information (madélest practices, constraints, etc.)
identified through the different interoperabilitgviels to structure them through the
three abstraction levels of MDA [21, 30, 31]

The conceptual model related to the deployment D\Monsists in:

e The use of the appropriation model identified ia #econd step (section 4.2)
as a high abstraction level of a Computer Independéodel (CIM). This
model would has to be transformed to a new CIM rha@M2CIM
transformation), expressed at the supply chainecarity the integration of
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additional constraints expressed from business @odess models already
defined at each supply chain service

+ Afterward, the second CIM model has to be transéatrin a functional and
architectural Platform Independent Model (PIM). Hwer, we are unable
with this first release of our work to constitutedamerge business models
from different services to feed the transformatprocess from the first CIM
model to the second one. This is due to the lackigibility and coherence
between the different business strategies of al ghrtners in the vaccine
supply chain. Therefore, we propose to transforrmually the first CIM
model to a PIM Model with the integration of diféeit business models
capitalized from all supply chain systems as caiisis.

e The deployment of the MDA Framework [32] allowsitbegrate process and
application models and constraints to generate adfdPin Specific Model
(PSM). This PSM model should reflect all the speities of supply chain
systems and presents a common approved view ofipraihta model. In the
perspective to develop a new application, this P8&Mdel should be
transformed to obtain the code. However, we projfiosair particular context
to make use of this PSM when it is expressed insdrae platform than the
information system where we need to ensure datditguBata quality is
achieved when we compare the generated new motlethva exiting one.

We present in the following figure (Fig 3) thesedabtransformation steps through
the different MDA abstraction levels.

Product Life cycle

Supply chain perimeter

11 cimzciv

To develop

CIM2PIM:
Manual Model
Definition

; '{ PIM }
PIM2PSM o ; — 5
Automatic Model : - - -
Transformation PSM ] 1

AR "Fab | | ca | ap |

<

Fig. 3. The application of MDA concepts

We present following some technical information w@bahe PIM to PSM
transformation process.

4.3.3 PIM to PSM transformation
The PIM model is manually defined in the UML langealt is about an iterative
process that we update frequently to modify orgrdée additional constraints from
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different systems in our supply chain perimetereSehconstraints are usually related
to the specificities of some products or some utagprocesses.

The new generated PSM model is to be expressedaitional language. We provide
for using this model to confront it with the oneth& Enterprise Resource Planning
(ERP) system and ensure critical product data tyuakide.

The choice of UML and the SQL meta-model is dirgattlated to the technical
transformation Framework. In this work, we exploxe Frameworks:

* The ATL Framework is explored first to implemené tML and SQL meta-
models from the ISO/IEC 9075:1992 proposed in [8%ing the Kernel
MetaMetaModel (KM3) language [33].

* The KerMeta Framework is explored secondly to imqgat the same UML
and SQL meta-models from the ISO/IEC 9075:1992 qushre KerMeta
metamodeling language [34].

Due to the lack of stability using these metamoaeéth these frameworks, we prefer
to support the transformation process with the AAramework using the proposed
UML and SQL metamodels. The SQL model resultinghim ecore file (XMl format)
is edited to reconstitute the logical model of da¢abase.

The application of our architecture to ensure aaltiproduct data quality in the
Enterprise Resource Planning (ERP) system passethebymapping of the new
generated PSM model and a specific data modeletbfis an abstraction of the ERP
data model at the perimeter of these critical datdhe mapping process, we aim to
feed existent application models with all entitieseded to maintain data quality
under a global vision of product data in the vaecsupply chain. To structure the
mapping process, we propose following the concdptreference model” as a
framework to capitalize all necessary informatiopedled to ensure product data
value.

4.4 Thereference model

As exposed previously, when we deal with data tyalie address some quality
dimensions to analyze and enhance. To ensure #iléygaf critical product data in
the ERP system, we choose to address the follodag quality dimensions:
e The accuracy of the data value.
» The validity of the data value in the ERP system.
* The conformity of data value to its definition soamras well as to its
definition in the vaccine supply chain perimeter.
* The coherence of data value according to produgiioness.
We can consider that the others data quality dilnessare already satisfied when
product data are already defined and structurg¢deicRP system.
To reach selected quality dimension, we proposdefme a Reference Model as
a framework to structure:
e The product data value to define.
« Some formal rules to structure all rules needegptiate a product data value
in the ERP system: procedures to update such pradfte in the ERP
system.
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 Some informal rules defined from the mapping of ttew PSM model,
generated through the MDA framework, and the onenfthe ERP system.
As example of informal rules, we can identify thastated to the mapping
process as correspondence, aggregation, of intatiore those related to the
semantic correspondence between data values ("Betw2°C and +8°CE
"Between + 2°C / + 8°CE "5+3°C" E "T2"), etc.

Using these defined informal rules, product dataerés defined for all product
components independently. To be conforming to #féndion and the structuring of
product data in the ERP system, several coheranies need to be defined. In fact
some components enter in the composition of sevieral products. The figure 4
illustrates a simple presentation of a multilevél bf materials (BOM). Each
manufactured product components is presented hata 6S1 to S6) and the link
between two successive states presents a BOM [Bvetefore, the first product state
is presented by S1 and the last, i.e. the finadpey is presented by S6. The
definition of a common component data value inEfRP is very recurrent and must
be coherent with the structuring of the entire piidand especially with the
specifications of product destination country.

P1 P2 P3 P4

P
S6 ) S6

Fig. 4. Component reuse

As example, the component S3 enters in the conmgosif the three final
products: P1, P2 and P3. The critical data definifior the product state S3 in these
three products must be identical; otherwise, wetrduglicate the definition of this
product state and check different BOMs.

We present in the following figure (Fig 4) an oview about the interaction of
the Reference Models with the defined architecimrerder to structure the mapping
process between different data model and ensurdupralata quality in the ERP
system.
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Fig. 5. The role of the reference models in proposed actite.

Face to the huge volume of metadata generatedghoati our architecture, we
propose following some structuring issues.

4.5 Thereferenceframes

During the previous fourth steps, a lot of metadate generated when defining

models, metamodels, reference models, etc. Allettdzta need to be structured to

ensure their traceability and especially to shiaeent between the supply chain actors.

Therefore, three levels of reference frames arimeldf

 An enterprise reference frame is defined to stmectthe first Computer
Independent Model (CIM) and share it at the eniseptevel. All enterprise
actors can review models to maintain their coheresad validity throughout
product data lifecycle.

e A domain reference frame is defined at the perimeteraccine supply chain to
structure the second CIM model as well as the éHatfindependent Models
(PIM). All supply chain actors can review defineddals.

* An application reference frame is defined at theinpeter of the Enterprise
Resource Planning (ERP) to structure the PlatfopacBic Model (PSM), the
data model generated from the ERP, all models défiar the MDA Framework,
the data reference models, etc. This applicatidereace frame contain all
information needed to ensure product data qualithé ERP system.
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To ensure the structuring of metadata in theseregefe frames, different
technologies [35] are proposed in the literaturertmt covered actually by this work.

6 Discussion

The complexity of vaccine industry and the needrtipose some pragmatic solutions

to enhance product data quality are the most irapbdrivers to guide the different

proposed steps of our approaches. Dealing with switieal data in the supply chain
perimeter allows as to progress from a federatedartounified interoperability
approach to deal with systems heterogeneity angremsoduct data quality.

The proposed approach takes advantage from theuterolof model-driven
engineering concepts to propose an interoperabildgynework in order to ensure
product data quality. However, we have to deal withme difficulties:

* The proposition of a common business models atsémnd CIM level is not
very easy. We are usually faced to some divergeattives related to the core
business activities. Therefore, we choice to idgnfust some business
constraints to integrate when we transform thé @81 model to a PIM model.

e The platform and the frameworks used to deploy M&hcepts suffer from an
important lack of stability. The transformation pess is enough hard to perform
even when meta-models are well defined accordingtheir description
languages.

* The quality of the defined model at the PIM levelids the quality of generated
model in the PSM level that also drives the quatitydata in the ERP system.
The permanent evolution of the PIM model to intégradditional constraints
may generate divergent rules to drive product datlity. This lack of stability
in the outcomes of our approach can limits theprapal by the supply chain
community.

e The shared models through the different referemamds are still difficult to
understand for all supply chain actors. A persacabmpaniment is requested to
verify or enhance these models.

e The proposed mapping rules must be explained idatal the quality of product
data, but not to suggest the evolution of the ERfa chodel.

When deployed, our approach allows us to verify doality of three product
line. Actually, we finish the verification of theuglity of the identified critical product
data (manufacturing site, storage condition, shiéf and batch size) for each
manufactured component in only one product linedifddnal efforts must be spent
for the other product lines.

Conclusion

We present in this paper a Model-Driven Interop#itglapproach to ensure product
data quality in the specific context of vaccineustty. Our approach is interested to
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ensure the quality of some specific product datmtified as the most critical in the
vaccine supply chain perimeter.

The application of MDA concepts presents the céth® proposed approach. We
aim to optimize the proposed models and exceedattle of stability of available
platforms by the integration of more modeling sfieities coming from the recent
standards such as the ISO/IEC 19763 devoted tornhafiion technology and
Metamodel framework for interoperability (MFI). Ehistandard proposes some
interesting connections with the Health Level Sef{leéh7) SDO standard dedicated
to deal with health care information.

In the other hand, we project to develop the MDhaapts to deal with other
important problems in the vaccine industry espécfal the regulatory planning.
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