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Abstract

This paper examines the main blockchain and decentralized application features, their

advantages and disadvantages for use

in message interchange systems, and proposes a

conceptual method of development of such systems. Performs analysis of such method and
discusses its drawbacks while proposing methods of leveling of these drawbacks by using
different types of nodes in the system or hybrid of Tor and XRP Ledger for solving issues and
performs an examination of proposed methods.

Keywords
Blockchain, instant messaging, XRPL,
network, hybrid network infrastructure.

1. Introduction

Cyberspace has a huge impact on life today, its
capabilities are used for interaction between
people or organizations, for education, recreation,
or business, and in 2019, at the start of the
COVID-19 pandemic, the use of cyberspace has
allowed many businesses to continue operating
due to massive introduction of remote access to
workplaces [1]. However, cyberspace poses
security challenges. For example, the integration
of 10T [2] into life poses challenges because this
technology is used both in personal life and in the
activities of enterprises, which can be of interest
to an attacker. Also, the use of e-mail or social
networks carries risks for the user, such as sending
spam or phishing messages [3] or distribution of
ransomware [4], which businesses often fall
victim to [5]. Threats can also be contained in
transmission lines, as attackers can eavesdrop on
the communication between two subscribers
through the capture and processing of packets in
the network, which can lead to loss of connection,
data theft, or impersonation of the attacker as a
legitimate participant in the exchange of
information [6]. The use of instant messaging
services has become especially popular
nowadays, and various messengers have become
an integral part of people’s lives, for example,

Tor, privacy, DApp, decentralization, distributed

Messenger has 1.3 billion downloads, and
WhatsApp has 2 billion [7]. However, despite the
popularity of these services, they also pose
various threats to users, and above all, this is a
threat to user privacy. These services may collect
personal information about users, for example,
WhatsApp messenger [8] may collect the
following types of data: phone number, email
address, purchase information, geolocation,
contact list, financial data, contact data, media
content, identifiers, diagnostic data and usage
data, and Messenger [9] in addition to the above:
health data, search history, browsing history,
sensitive data, and more. The storage of such data
creates the threat of data leakage with personal
information, which happened in 2019, when a
vulnerability in Facebook (now Meta), which
owns Messenger, stole the personal data of 533
million users [10]. Another example of a possible
data leak is the discovered vulnerabilities in
WhatsApp in 2022 [11], which allowed an
attacker to gain access to remote code execution,
which could provide an opportunity to steal user
personal data. What’s more, users may not even
be aware that an app is collecting metadata about
them or interested in what data is being collected
about them, and the connection between social
networks and messaging apps can increase the
amount of information being collected about
them. users [12].
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Also, in a study [13] using the Lumen Privacy
Monitor in applications such as Viber, Slack, and
Ayoba, trackers and leaks of personal data were
detected and the need for an approach to
application development that would include
privacy by default was emphasized.

In addition to disruptions and leaks of personal
data, such services, in particular Zoom, have been
used as part of an attack vector to distribute
malware or exploit application vulnerabilities to
gain unauthorized access to personal information
and conference recordings [14].

Taking this into account, the development of
cyber technologies, on the one hand, entails an
improvement in computing capabilities, an
increase in the number of opportunities for
interaction between people and enterprises, and an
increase in the number of services, and, in parallel,
this development leads to an increase in the
number of threats to participants in cyberspace.
Therefore, the problem of cyber security occupies
a significant place in the modern world [15].

In the field of cyber protection, several
methods, methods, and means of protection are
used to eliminate threats. An example of this can
be the use of means based on neural networks [16]
or the use of software decoys [17] to counter the
attacker or study his actions.

Also, one of the ways can be the use of
blockchain technology, which ensures the privacy
of users [18]. Given the privacy threats mentioned
earlier, this technology was chosen to analyze its
potential for use in building messaging services.

This paper examines the main properties of
blockchain  technology and  decentralized
applications working in conjunction with
blockchain. An analysis of the advantages and
disadvantages of the technology for the
implementation of the messaging service was
carried out. The concept of the service
construction method was developed, and the
analysis of shortcomings was carried out.
Methods of leveling these restrictions were also
proposed and their comparison was carried out.

2. Basics of Blockchain Technology

A blockchain is a list of records, also known as
cryptographically linked blocks, each of which
contains a hash of the previous block, a
timestamp, and transaction data (Fig. 1).

Figure 1: Representation of blocks and their
linkage in blockchain by hash

A block’s hash is calculated from the data
content, and the timestamp identifies that the data
in the block was real at the time the block was
created. The presence in the block of the hash of
the previous block allows linking the block in one
chain with previous blocks, which allows tracking
any changes made to one of the blocks in any
version of the blockchain since the chain with
changes will be different from the version that
every node in the network has. Therefore, the
availability of each node’s copy of the blockchain
makes it possible to identify unauthorized changes
in a certain chain and discard them. This
possibility is available since the blockchain is a
distributed network, by its very nature, which
provides several advantages, such as:

e Inadistributed network, it is easy to keep

track of changes that are happening because

they propagate relatively quickly among
distributed network participants.

e Each node in the blockchain network

must maintain a registry and participate in the

verification of transactions.

e Absence of intermediaries in the

blockchain.

e  The addition of a new block occurs after

it is checked by other network nodes.

e The addition of a new block occurs after

approval by the majority of network nodes.

e In a blockchain network, all nodes are

equal and will not receive any special

treatment or favors from the network, that is,
so each node must follow a standard procedure

to add a new block to the network [19-22].

Considering the peculiarities of blockchain
technology, it can be considered as a kind of
database, which, of course, will have certain
differences from the classic databases. In classic
databases, such as SQL databases or NoSQL
databases, there are users with administrator rights
who, on the one hand, perform database
administration functions, and on the other hand,
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can make changes to the database without the
knowledge of other users. However, due to its
decentralized nature, blockchain does not have
such users. What’s more, decentralization means
that not only there are no users with administrative
rights, but there is also no control center in the
blockchain. In addition, decentralization provides
the following advantages:

e A blockchain network is less prone to

failure due to the decentralized nature of the

network.

e  Anattack on the system is more expensive

for hackers, due to the need to obtain large

computing capabilities, so the probability of an

attack is lower.

e The absence of intermediaries in the

network reduces additional risks associated

Transactions

For Block 16445636

with the involvement of a third party. Changes
in the blockchain are easier to trace and more
obvious.

e Network users are in control of their
assets, so there is no need for third-party
developers to maintain and manage assets.

Another key factor in the ability to use a
blockchain as a database is that it stores all the
changes that have occurred in it since the
beginning, meaning that any block in the
blockchain can be viewed at any time, and
information about the changes can be obtained.
For example, after consideration of a block from
the Ethereum blockchain with id: 16445636 in the
screenshot below (Fig. 2), the transactions that
were added to this block can be seen.

A total of 160 transactions found < ge 1 >
Txn Hash Method (2 Block Age From To
@ Oxcadc?2bDd1498d8ee... Multicall 16445636 24 days 15 hrs ago 0xa97A39.. . B2489b88 Uniswap V3: Router 2
L= 0xf54edd69511a51¢c57.. Transfer From 16445636 24 days 15 hrs ago 0x498828...ff4B%9a31 4 0x1452e7...f6c43996
® 0xc1167aeb6a7fb6ab63s... Transfer 16445636 24 days 15hrsago  0x124204. CE658d3B » Rovi: ROVI Token
@  Oxebfcda72b3e7346e5.. Transfer 6445636 24 days15hrsago O *@® @ @ @ eth Centre: USD Coin
@ 0x938248602a07988c... Transfer 16445636 24 days 15 hrsago  OxEf8801..a0237F97 » 0x89050c...7AD6BCcS

Figure 1: Transactions that are stored in the Ethereum blockchain block

Moreover, such a property of the blockchain as
immutability allows us to make sure that the
stored data is complete and permanent. Also, any
verified entries are irreversible and cannot be
changed. This means that anyone on the network
will not be able to edit, change or delete it.

Therefore, considering these factors, it can be
assumed that the blockchain can provide a quality
basis for building a messaging service, providing
the prerequisites for storing information in a
reliable place and protecting it from forgery or
unauthorized change.

Another important component for the
operation of a service based on the principle of
decentralization is Decentralized Applications
(DApp), the principles of which will be discussed
in the next section.

3. DApp Basics

DApps are decentralized applications that run
on decentralized systems like Ethereum, Solana,
Tron, etc. Their feature is that, as in the case of the
blockchain, there are no servers, and all
calculations are carried out by the nodes of the
network in which the DApp works. In addition,
the application must ensure the fulfillment of
several requirements [23]:

1. The DApp must be open source, self-
contained, and no single user must hold most
of the tokens. All changes to the application
must be implemented through consensus
among participants and based on their
suggestions.

2. The data and results of the application’s

operations must be stored in a
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cryptographically secure form and stored on a
public blockchain.

3. Tokens should be used to reward users
who keep the network running and provide
access to service to users.

4. Tokens must be generated by a
decentralized application according to
standardized cryptographic algorithms. These
tokens are to be used as proof of value for
investors. For example, the reward of miners
in the Bitcoin network.

Such applications can be used to decentralize
various functions and services, ranging from
entertainment, such as the game CryptoKitties
[24], which is one of the oldest attempts to use
technology in the field of entertainment, to the
decentralization of various financial transactions,
health care or conducting elections. For example,
the Pancakeswap platform was created for
decentralized exchange transactions  with
cryptocurrencies, such platforms are known as
DeFi (Decentralized Finance) [25] and work on
the Binance smart chain blockchain and currently
have a capitalization of 700 million US dollars

[26] at this moment. In healthcare, there are
platforms such as MedRec [27], which uses the
blockchain for medical data access and access
management, providing patients with a complete
immutable history and easy access to their
medical information across all medical facilities
that use the service.

Also, such applications can be used to ensure
transparency of supply chains by clearly recording
the movement of resources between and within
the chain participants. Moreover, the DHL
company in its overview of blockchain
perspectives [28] believes that blockchain can
help achieve cost savings by providing more
economical, more automated, and error-free
processes. And add transparency and
predictability to logistics operations, which can
speed up the physical flow of goods and can help
create sustainable, large-scale supply chains and
help fight counterfeiting. For example, blockchain
technology has been applied to increase trust in
halal meat suppliers in Indonesia [29].

Table 1 shows the advantages and vantages of
using decentralized systems.

Table 1
Advantages and disadvantages of centralized and decentralized systems
Analysis Centralized Decentralized
process
Full control over the program Due to decentralization, user data is not at risk in the
and its execution. event of a data leak or hacking attempt.
Can handle a larger volume of Ability to work when one or more nodes fail.
Advantages traffic. Resistance to censorship.

Easy to update as the update is
automatically sent to the
user’s device.

In the event of a system error,
the service may stop working
until the problem is resolved.
Additional costs for server
protection.

Disadvantages

Decisions regarding the system are made collegially.
System nodes are equal in rights.
Immutability of already saved data.

Difficulty in updating and correcting errors due to the
decentralized nature.

Low suitability for use in performance-intensive systems
as DApp transactions are typically slower.

Large memory costs to keep a copy of the blockchain in
each node.

The key mechanism in the operation of these
applications is consensus in the network, which
allows you to confirm the newly added block and
consider it legitimate. Examples of obtaining
consensus in the network are discussed in the next
section.

4. Basics of the Consensus Mechanism

One of the key aspects of blockchain
technology is determining which node publishes
the next block. This is solved by implementing
one algorithm out of many possible consensus
algorithms. For public blockchain networks, there
are usually many publishing nodes competing
simultaneously to publish the next block. They
usually do it to get a reward. In general, this
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mechanism allows you to confirm that the changes
made to the network are legitimate.

When a node joins the blockchain network, it
must agree on the initial state of the system. This
is recorded in a single pre-configured block, the
genesis block (i.e. the first block in the
blockchain). Each blockchain network has a
published genesis block, and each block must be
added to the blockchain after it is based on an
agreed-upon consensus algorithm. However,
regardless of the algorithm, each block must be
valid and, accordingly, it can be independently
verified by each blockchain node. By combining
the initial state and verifying each block, nodes
can independently agree on the current state of the
blockchain. On the other hand, if two valid chains
were provided for a full node, a common
mechanism in almost all blockchain networks is
that the “longer” chain is assumed to be the correct
chain to depend on since it was longer worked
on [30].

For example, the first algorithm was Proof of
work [31] used in Bitcoin and Litecoin, the idea
of which was to perform complex mathematical
calculations to solve a problem, the solution of
which gave the node that found the solution the
right to add a block to the network and receive a
reward for their work.

Another possible option is Proof of stake [32],
which is used in Ethereum [33]. Unlike the PoW
algorithm, a node uses the available number of
tokens to add a block to the network. That is, a
larger number of tokens at a node gives it a greater
chance of being chosen to validate transactions
and add a new block to the network, and the need
to have a large number of tokens reduces the
probability of an attack on the network, due to the
economic impracticality for an attacker.

5. Algorithm Development

Using the possibilities provided by blockchain
technology and decentralization, a messaging
service can be built. This service will have an
information exchange scheme similar to the
passage of a transaction in the blockchain, and
since the blocks can contain not only information
about the transaction but theoretically any
information that meets the requirements for the
block, then the information sent to the recipient
can also be stored there.

The messaging algorithm will consist of the
following steps:

1. User A wants to send a message to User B.

2. Message data adds to the block.

3. The message block is sent to all network
nodes for validation.

4. Network nodes confirm the legitimacy of
the new block.

5. Anew block is added to the blockchain.

6. User B receives a message from a new
block in the blockchain.

The schematic image of the algorithm is
displayed in Fig. 3.

Figure 3: Scheme of the transaction in the
blockchain

Table 2 shows the advantages and
disadvantages of using this method.

Table 2

Advantages and disadvantages of using

blockchain for messaging

Analysis Blockchain method usage

process

Advantages Anonymity
Decentralization
Immutability
Equality of nodes
Transparency

The need for additional
cryptographic protection of
messages.

Message size limit.

The complexity of
implementing media files.
exchange.

Blockchain size.

Load on nodes.

Lack of ability to organize
real-time messaging.

Disadvantages

First, one of the disadvantages will be that the
messages stored in the blockchain will be
available for viewing by all participants of such a
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service, and not only the participants of the
correspondence, since the block data, as discussed
earlier, is stored in a viewable form for all
participants.

The limitation of the size of the message
follows from the limitation of the size of the block
itself, for example, in the Bitcoin network the size
is 1 Mbyte, and in the Ethereum network there is
no actual limitation, however, for a larger size,
you will have to pay an additional amount for
processing—a gas fee, which will again limit the
size of the message. This limitation also leads to
another drawback—the difficulty in
implementing the exchange of media files. Such
exchange will be impractical through the
blockchain itself, as the size of media data such as
voice messages, images, or videos is too large to
exchange through the blockchain, and their
storage in the blockchain will involve the use of
large amounts of memory, which will increase the
size of the blockchain.

Also, with the growth of the number of users
and the data they exchange, the size of the
blockchain itself will grow, which will increase
the load on the nodes themselves and take up a
large amount of memory. This factor can lead to
the impossibility of using mobile devices to access
the network due to the too large size of the
blockchain.

However, the biggest disadvantage of such a
system would be that it would be virtually
impossible to ensure instant messaging, as blocks
would only enter the network after a new block
has been found and then verified by network
nodes and added to the blockchain. After that, the
addressee will be able to download a new block
and receive a message. In addition to this, the
transmission of the message will also require
some token expenditure, as the nodes of the
network must receive a reward for finding a new
block. These shortcomings encourage the search
for methods of their leveling, which will be
considered in the next section.

6. Bypassing the Limitations of the
Proposed Method

The use of blockchain for messaging has
several disadvantages that make it much more
difficult to use it in this direction. However, these
limitations can be leveled in ways, the concepts of
which will be given below.

General access to messages. This drawback
can be circumvented by cryptographic protection

of the data content. The use of additional
protection of messages will also entail an
additional  expenditure of resources for
cryptographic transformations and the need for a
mechanism for exchanging keys between
dialogue participants.

Sharing media files. One of the solutions to the
problem of exchanging such data can be the use of
IPFS platforms, which allow you to store media
data in a decentralized manner, and to exchange
them, send the addressee to the file itself, and the
hash of the file to search for it in IPFS. However,
if we are talking about the exchange of important
documents, then storing them in the blockchain
will ensure their integrity and availability,
however, as in the case of messages, they will be
available to all participants of the service, not only
participants of the dialogue. Also, such documents
will most likely have a size limit to prevent
excessive use of space in the blockchain or the
ability to fit the file itself into the allowed block
size.

Blockchain size and node load. To combat the
excessive size of the blockchain, the “zeroing”
method can be used, when certain set sizes are
exceeded. The idea is that when the blockchain
reaches a certain size, block data is deleted from
it, and only proof of work and block hashes are
kept preserving the blockchain. However, this
approach is not optimal, since the information
contained in it will also be lost when the
blockchain is zeroed. Ultimately, deleted data can
be stored separately from the blockchain to ensure
access to it.

Although the proposed method of building a
messaging service based on blockchain is real for
implementation and will provide access to the
benefits provided using blockchain technology, its
shortcomings force us to look for other
approaches for solving the problem of using
blockchain in such systems.

7. Usage of Nodes of Various Types

One of the possible ways to circumvent the
shortcomings is the implementation of the service
based on nodes of different types (Fig. 4).
Conventionally, they can be divided into nodes of
the following types:

e  Full nodes—nodes that will contain all

functionality.

e  Archive nodes—nodes that will contain a

copy of the blockchain.
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e lightweight nodes are nodes that will
contain only blocks containing information
that is relevant only to this node.

Lightweight

Full nodes -chiv
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Figure 2: Schematic representation of the

implementation of a network based on mixed
nodes

In this approach, lightweight nodes can be
considered as a conditional client application, and
the algorithm itself will have the following steps:

1. User A wants to send a message to user B.

2. If user A is a full node, the user

participates in the creation of a new block, if

not, the user delegates to a full node.

3. The new block is validated by full nodes

and added to the blockchain.

4.  Archive nodes are synchronized with the

new state of the blockchain.

5. light blocks get a new block if it contains

information that applies to them.

In this approach, the main load falls on full
nodes, since lightweight nodes contain only those
blocks in which information is relevant to the
node, and the entire blockchain is missing, which
excludes their ability to participate in the creation
of new blocks and their validation. Also,
lightweight nodes will only be able to interact
with full nodes to gain access to updates in the
blockchain but will not be able to interact with
each other. Since archive nodes are used to store a
copy of the blockchain, it makes it easier to add a
blockchain “zeroing” method, since there are
already nodes in the network to store the data.
Thus, archive nodes will have the blockchain in its
full form, and full nodes will be able to work with
a zeroed one.

However, the main disadvantage of this
method will be the reduction of decentralization in
the network, since part of the network will have
more rights compared to others. For example, only
full nodes will be able to perform validation,
archive nodes will be able to store blockchain data
or backup, and light nodes will only be able to
receive and send messages. Also, the load on full
nodes will increase due to the exit from the

consensus algorithm of lightweight and archive
nodes. Along with this, the addition of new types
of nodes adds new points of vulnerability to the
system.

8. A Hybrid of Tor and XRP Ledger

Another way to circumvent the limitations
associated with the use of blockchain can be the
creation of hybrid systems. One of them could be
the use of a combination of Tor technology with
the XRP Ledger. XRP Ledger does not use the
blockchain itself, but rather the technology that
was its predecessor (Distributed ledger). Unlike
blockchain, distributed ledger technology does
not use blocks, but operates on a log of records.

Another feature is that it does not need a full
copy of the log history to work, but only an up-to-
date version and the transaction time takes 3-5
seconds [34].

The scheme of work of the XRPL has the
following form (Fig. 5):

e Clio server—an optimized server for

working with HTTP and WebSocket.

o Rippled P2P is a peer-to-peer network

that supports and validates the XRP Ledger.

e Data Base—contains the current version

of data from the XRP Ledger.

e  Client—the client part that works with

data not directly, but through the Clio server.

Rippled p2p

Clio server
Ledger data

Client
= ’ E 4E
e HTTP or WebSocket H
Forwarded client
request EE
lT |
P2P
Vi
E :

KA

validated data
XRP Ledger

Figure 3: XRP Ledger operation scheme

The work algorithm based on XRPL will have
the following steps:

1. User A wants to send a message to user B.

2. User A sends a request to Clio server.

3. Clio-server sends a transaction validation

request to rippled p2p.

4. Rippled p2p validates the transaction and

adds it to the XRP Ledger.
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5. Clio-server receives updated data from
Rippled p2p and updates the current version in
the Database.

6. User B receives data from the Database
via Clio-server.

By adding Tor technology to this scheme, it is
possible to provide anonymity for endpoints. That
is, in this case, communication between the client
and Clio will take place through onion routing.

The advantage of this method is to reduce the
time for the transmission of messages and reduce
the load on the network nodes, since nodes only
need to have the current version of the XRPL to
work, and not the entire chain, as in the case of the
blockchain.

Also, this method will have its drawbacks, the
most important of which will be a decrease in the
level of decentralization. Also, the use of Tor
technology can lead to a decrease in the speed of
passing requests between nodes, and malicious
nodes can also participate in routing.

9. Conclusions

The paper considered the possibilities of using
blockchain technology to build services for
exchanging  messages  between  network
participants and proposed several methods of its
implementation. It was stated that the use of the
approach using the blockchain itself is possible,
however, due to several features of the
technology, its usage is impractical due to the
possible sizes of the blockchain, the limitation of
the size of the message to the maximum allowed
block size in the network, and the growth of the
load due to the growth of the blockchain itself.

Variants were proposed to circumvent the
shortcomings of the method proposed in Chapter
5, in particular by using such methods as zeroing
the blockchain when a critical size is reached,
which on the one hand will reduce the load on
nodes and increase the speed of information
processing due to the reduction of the size of the
blockchain itself, but at the same time will add the
need to save data that was deleted from the
blockchain in a separate place, which is not the
best option and prompts the search for other
solutions.

Such solutions can be the creation of a system
based on various nodes or the creation of a hybrid
network based on Tor and Ripple.

The advantages of the approach based on
different types of nodes will be a reduction in the
load on nodes due to their distribution into

different types and, if necessary, a simplified
application of blockchain zeroing due to the
presence of archive nodes in the network. The
disadvantage of this approach is a decrease in the
level of decentralization along with the addition of
additional points of vulnerability due to the
presence of new types of nodes.

The advantages of the method based on the
hybrid approach are the reduction of the
transaction time and network load due to the
distribution of tasks in the network, the interaction
between the client and the Clio server through the
HTTP or WebSocket standards, as well as
increasing the level of anonymity using Tor
technology. However, this method has its
drawbacks, mainly a decrease in the level of
decentralization and an increase in the time for
processing requests through routing in the Tor
network, as well as the presence of possible
malicious nodes during routing.

Comparing them, you can see that both
methods allow you to bypass the limitations of the
application on mobile devices, due to the creation
of lightweight nodes in the first option, and in the
second, the introduction of client applications into
the network. Also, these methods offer the
creation of nodes responsible for validating
transactions, however, in the first option, they can
also act as a “client”, while reppledp2p is only
engaged in XRP Ledger support. Also, the hybrid
option offers communication between the client
and the Clio server through already standard
protocols, while the approach based on different
types of nodes requires the development of a
communication procedure between light nodes
and full ones.

Also, these methods will have certain
difficulties in implementation, for example, a
hybrid approach will require the development of a
method of protecting archival nodes since they
will contain the entire history of the blockchain,
which is considered legitimate, and their
compromise will lead to the compromise of the
entire network. The method based on the hybrid
approach uses Tor technology, which
simultaneously provides privacy for client
applications and the Clio server, and also
introduces the possible presence of malicious
nodes in the Tor network itself, so the data that
flows between them should also be additionally
protected.

Therefore, it can be concluded that the
development of a method for exchanging
messages based on blockchain technology
requires compromise solutions, since the use of
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only the blockchain itself is not the best option due
to its peculiarities, while the use of proposed
methods contains both  advantages and
disadvantages. Moreover, the type of information
which will circulate in the network must be
considered. For example, the exchange of media
data through the blockchain network is
impractical due to the sharp increase of the
blockchain itself and the limitation of the block
size, therefore, for the exchange of such data, it is
necessary to use additional services and integrate
them into the network.
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