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Abstract

Recently a need for distance consultation between a patient and a doctor grew rapidly. It
caused telemedicine to develop faster. New technologies and devices have been created that
have improved telemedicine and extended the area of application. E.g. home monitoring. It
requires specific devices to read health indicators and send them to a doctor. One of the
indicators is electrocardiogram. A doctor who received the electrocardiogram must be sure
that it belongs to the patient. For this purpose, the service described in the paper has been
created for. It was created to perform biometric authentication using heart beats. This
technology can be used at any place where authentication is required.

The developed product is a web service that is built on microservices and deployed to the
cloud. It has an architecture that can be used in a production environment. The approaches,
algorithms and methods used in the web services are described. The paper provides
information about the composition of microservice architecture and the responsibility of each
microservice. The communications between them are described as well.

The evaluation of web server performance has been done. It was based on the total time
required to register the whole set of input ECGs. At the moment the web service only
performs the registration. The artifacts of web service are used for authentication by another
tool.

The experiment results show that the productivity of the developed architecture was
improved by executing part of the work concurrently. However, with the allocation of more
computing resources, productivity started dropping down after a specific configuration setup.
The results showed that the issue is caused by the machine learning library. The measured
performance confirmed Amdahl's law.

At the end provided suggestions for improving the current architecture setup and further web
service development.
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1. Introduction

Telemedicine is being developed much faster and more intensively in recent years. After the
pandemic of Covid-19 a need for distance consultations and monitoring rapidly grew for medical
institutions. It was the period when a lot of medical facilities wanted to go for distance consultation as
soon as possible. This need forced the development of telemedicine. New technologies with devices
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to them were introduced. Nowadays telemedicine is still developing fast and each month service
becomes better.

One of the features that telemedicine suggests is the remote monitoring of a patient. The idea is to
check the state of health. Periodically some health indicators are collected with the help of devices
and sent to a doctor. We are interested only in one indicator which is an electrocardiogram (ECG).
There are portable electrocardiographs that patients can use at home. After recording an ECG the
patient sends it to a doctor and the doctor should be sure that the received ECG belongs to their
patient. This criterion is important for insurance companies that need to pay a patient in case a doctor
prescribes medicines. In this case, the technology of checking the electrocardiogram for belonging to
a specific patient comes in handy. This approach is used in information technology and is named
authentication. The idea of using the same ECG for authentication and by a doctor makes an
impossible scenario when a doctor analyzes someone else's ECG.

This type of authentication is biometric since the heartbeat is used. It can be used not only in
telemedicine but everywhere where authentication is needed, e.g. to provide access to the data or
allow entrance to some building or confirm a transaction. That means that the use of ECG
authentication can be widely used which creates additional demand.

The big difference that authentication by ECG has due to other biometrics methods is the
authentication will be successful only if a person is alive. In some cases, this could be a crucial
demand. Moreover, to fake an ECG signal is too hard and devices to read ECGs are not expensive.
Taking into account these advantages authentication by ECG is safer and more available than some
other methods like authentication by fingerprints or iris recognition.

It’s good to have a project that can provide such services. The paper describes the web service that
boosts authentication technology. The authentication happens in two steps in the suggested
technology. First, the ECG of the person is registered in the system. The second step is authentication.
Authentication happens by comparing registered and received ECGs. The paper describes a developed
cloud service that does preparation work for authentication. It registers ECGs. The main idea of the
service is to show that it can register ECGs and because it is based in the cloud can perform
calculations faster than a sequential program. Besides, the web service needs to have the ability to
work with a big amount of ECGs since the population on Earth is more than 8 billion which means the
variety of input data is great and it needs to be taken into account.

Based on these demands the cloud service has been developed. It can register new ECGs and deal
with its big amount. The paper shows the performance of the service based on the total time required
to register 30 ECGs. The received results showed that the service works but needs to be improved.

The algorithms and methods that are used in the service are described as well. Mentioned from
which components the service consists of and how communication and data transferring happens
inside it. Also, described which artifacts are created by the service.

2. Methods and algorithms

Authentication by ECGs is a relatively new technology that is still in the research, developing and
testing state. There are a lot of papers in this research field. Commonly, they describe all processes
required to perform authentication. Usually, papers contain data descriptions and methods that are
used to process ECG signals. They describe the ways of selecting features from ECGs and how
machine learning or other comparison methods are used to compare these features. The results of the
comparison are used to determine if ECGs belong to the same person. In the end, the summary results
show the efficiency of the chosen method.

Each research uses specific sets of methods and algorithms that provide authentication. For
processing input ECGs signals researchers use Kalman filter [1], infinite impulse response filter [1],
band pass filter [3, 4] and others. They use different methods to extract features. There are two types
of features: fiducial and non-fiducial. Fiducial features are values that can be measured, e.g. cardiac
cycle time, peak value, time between peaks. Non-fiducial features are presented as parameters or
coefficients that in couple with some methods describe the ECG signal. These methods include
discrete cosine transform [5, 6], autocorrelation [7], wavelet transform [6, 7, 15]. Moreover, there are
approaches that use machine learning to learn models and classify using pure ECG signals [3, 7, 9,



10]. The last part is to identify if the passed ECG for authentication is the same as the original one. To
compare ECGs features used different machine learning technologies [3, 4, 7, 9, 10, 11, 12, 13, 14,
15] or methods that can provide a value that represent the similarity of compared ECGs, e.g.
Euclidean distance, hamming distance, dynamic time warping [5, 15, 16, 17, 18, 19, 20]

The web service described in the paper uses algorithms and approaches developed by researchers
from IMMSP which are presented in the papers [21, 22, 23, 24, 25, 26, 27]. The processing consists of
extracting the QRS complex from a cardiac cycle, extracting features from QRS and using them as
input for machine learning to train a neural model. The trained model is used to compare the original
ECG with another one.

The purpose of the technology described in the paper is to provide the possibility to authenticate
only one person. There is no goal to recognize a set of ECGs. So the result is relevant only to one
person. The person can be authenticated or not.

The input data for the processing is a file with ECG signals that are recorded from 3 leads. The
signal is a set of cardiac cycles. At first the QRS complexes are extracted from the signals. Then
having 3 QRS complexes provided by each lead, the algorithm builds QRS complexes in 3D phase
space. Then QRS complexes with defects are filtered and the representative one is found among
others that is the closest to the average. The next step is to build a curve that fits the chosen QRS
complex in 3D space the most. This is done by using a 3D spline. To build an approximation spline 4
or more data points are used. Then, data points presented as coordinates are used as input values to
train machine learning models. The details can be found in papers [21, 22, 23]. This technology has a
patent [27].

Finding features that describe ECGs is the first part of the process. The second part is to use
machine learning to create a model and use it to identify similar ECGs. To compare ECGs
classification is used. To make classification work two datasets are required. The first one is data
points from the initial ECG and the second one is data points from a fake ECG. These initial and fake
data points are used to train one neural model. The algorithm requires 10 neural models to perform
authentication work. So to create 10 models 10 fake ECGs are used. The authentication result is a
summary of the classification outputs of all trained models. Based on the provided result ECG will be
authenticated or not.

3. Developed programs

All calculations can be divided mainly into two parts. The first one is ECG processing and the
second is machine learning calculations. These parts are logically separated so they were presented as
separate programmed components.

When registration or authentication happens ECG is processed in the same way. The output of
processing is data points that are presented as coordinates in 3D space. This functionality is related
only to ECG processing so it was put into a separate library. It has the name EcgAuth.EcgProcessing.
It’s good to have a library since ECG processing functionality can be added to any other program
easily.

A separate library to work with machine learning was created as well. This library uses open
source machine learning library ML.NET under the hood. Developed library is a wrapper which has
an interface to work with created ECGs objects. It consumes an array of objects with coordinates and
mapped it to objects that ML.NET works with. With the library there is no need to copy mapping
logic each time when the ML.NET library is needed in other programs. The library has the name
EcgAuth.MachineLearning.Engine.

A program for ECG registration and authentication was developed using these libraries. It is a
desktop application with Ul. The program confirmed that developed algorithms work. It allows
manually registering any number of people with their initial ECGs and a mechanism to authenticate
one selected person. Authentication was successful for a person when using one of its ECGs and
wasn’t if using someone else. The program described in the paper [28].

Another program was created that is able to register a set of ECGs. It uses these two libraries as
well. The idea of the program is to measure the performance of developed algorithms. More
information is provided in the paper [28]. An input set with 30 ECGs was created for the program.



After the program was executed it became clear which part of the process is time-consuming.
Learning neural models took the most time. On average to register one ECG machine learning took
77% of all time. ECG processing consisted of 18%-23% of all time. To register one ECG 10 neural
modes were created that explained such a big impact. All calculations were executed sequentially.
Total time was 12 min 41 sec. In total the program is good to do research but it will take a lot of time
to execute for a big set of data.

4. The architecture of the web service

The developed program that can process a set of ECGs is good to validate the technology and do
performance testing. This is all of its advantages. Any technology makes sense only when used in
production. Nowadays, to make it real this program needs to work in a cloud so different services can
connect to it and use its functionality.

Moving the program into the cloud will provide benefits for researchers as well. The cloud has
more computation power, so all executions will take less time. Researchers will use only one
program, which makes sure they won’t work on the outdated version.

The described functionality of the program was moved to the cloud. It performs registration of
ECGs that are used for authentication. Created neural models are compatible with the desktop
program that does authentication. Registering ECGs is a more sophisticated functionality than
authentication since it requires correctly built architecture. Developing registration is the first step in
releasing a complete product.

The program deployed into the cloud is based on microservices. Each microservice has its scope of
work. The advantage of microservices is that a highly loaded part of computing can be moved to a
microservice and provided with more computing power to it. The microservice will be able to process
a couple of requests simultaneously in parallel. In case the computing power is insufficient,
microservices can be horizontally scaled by adding more instances to reduce a load.

According to the execution result of the program on a set of 30 ECGs, there are two time-
consuming areas in calculations. The first is ECG processing and finding coordinates, the second is
learning neural models. These functionalities are presented with libraries EcgAuth.EcgProcessing and
EcgAuth.MachineLearning.Engine respectively. These libraries were moved to microservices. It made
it possible to receive a couple of requests simultaneously on execution. Because of that, the
calculation will be done in parallel and the total time will be reduced. The microservices are named
EcgAuth.EcgProcessingApi and EcgAuth.MachineLearning.EngineApi.

To organize work between microservices, EcgAuth.ExperimentRunnerApi microservice has been
created. It is also used as an entrance point for the web service. It receives the experiment name. Then
according to the name, it searches for input ECGs and sends them to find coordinates for machine
learning. When coordinates are provided, it triggers machine learning. This microservice is
experiment oriented and can’t be used in production.

To organize work with machine learning, the EcgAuth.LearningRunnerApi microservice has been
created. It is responsible for downloading coordinates and building 10 pairs of data that machine
learning will use. The microservice sends requests to train a neural model. It has a configuration
parameter that dedicates the amount of simultaneously learning neural models. E.g. If two models
need to learn simultaneously two requests will be sent at once and when first finished the new request
will be sent at that moment, so at any point in time two neural models will be learning.

The microservices communicate with HTTP requests. The body of the request contains the
information for the receiver. The microservices has cloud storage to keep the required files there. The
storage is built using high performance object storage MinlO. It contains input ECG files, found
coordinates from ECGs, fake ECG coordinates and learned neural models.

This architecture is useful to make experiments. Executing the program means making an
experiment. The idea of the experiment is to have every execution of the program unique where
generated artifacts are accessible only in the scope of that experiment. Besides, the experiment's
results won’t be deleted, so it’s possible with time to check previous executions. This approach was
developed by creating a specific folders structure where each experiment has its own folder. The



experiment’s folder contains input ECG files to start the experiment. During an experiment prepared
files for machine learning and created neural models will be uploaded to the folder.

Communication between microservices and storage is presented in Figure 1. Arrows show the
direction of HTTP requests and responses.
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Figure 1. Communication between the microservices and the storage

This is the sequence of requests and responses that are sent and received while an experiment is
executed. Besides, data that are moving between requests are described as well.
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EcgAuth.ExperimentRunnerApi receives the request to start an experiment. The input data
is the folder name where input ECG files are located. The experiment name is the folder
name with input files.

Files names are read from the folder.

The file name from the list is sent to EcgAuth.EcgProcessingApi to start processing.
EcgAuth.EcgProcessingApi downloads the file from the bucket and processes it. Then
downloads fake coordinates. From found ECGs coordinates and fake ones creates a file for
machine learning.

Created file for machine learning is uploaded to the storage.

Response from EcgAuth.EcgProcessingApi informs EcgAuth.ExperimentRunnerApi that
processing ECG file is complete. The response contains a GUID. It identifies the person in
the system to whom ECG belongs.

The request to learn neural models is sent to EcgAuth.LearningRunnerApi. The body of
the request contains the experiment name and the GUID of the person. This data is
required to find the file with coordinates in the storage.

EcgAuth.LearningRunnerApi downloads the file with coordinates and makes 10 pairs of
data to learn 10 neural models.

The request is sent to EcgAuth.MachineLearning.EngineApi to create one neural model.
The body contains the experiment name, the GUID and objects that machine learning uses.
The experiment name and the GUID are needed to upload a created neural model to the
correct folder in the storage.

10. EcgAuth.MachineLearning.EngineApi uploads the created neural model to the storage.
11. Receiving the response that means learning a neural model is done.
12. Receiving the response that means the selected ECG is registered in the system.

5. Experiments



The web service was deployed to the university (IMMSP NASU) server in order to validate its
workability and efficiency. For this need a virtual machine was launched there. Kubernetes was used
to deploy instances of microservices to the virtual machine. Microservices were accessible through
the internet.

Only one instance for each microservice has been deployed to the cloud. Horizontal scaling for
microservices hasn't been configured, so all experiments have this fixed set of instances. Each
microservice could use all computing cores allocated to the virtual machine. Experiments were made
with 2 and more allocated cores to the virtual machine.

Knowing the fact that neural models calculations take 77% of all time, the learning of neural
models needs to be parallelized. EcgAuth.LearningRunnerApi can control the number of models that
learn simultaneously with the parameter. This parameter was specified for each experiment. All other
requests among microservices were sequential.

Important to mention that the machine learning library ML.NET has a parallelization mechanism.
It performs calculations concurrently in case it has access to more than 1 core. That means that
ML.NET will use all allocated cores to the virtual machine when learning one neural model.

All experiments used the same set of 30 ECGs as input data. Total execution time is used as an
indicator to measure efficiency. Total time is the time required to register all ECGs from the input
dataset. One more important indicator is the average time to learn one neural model. This indicator
shows how learning models simultaneously makes an effect on machine learning computing. Total
execution time and average time to learn one neural model are used to make conclusions about
architecture efficiency.

The first experiment was executed with the following configurations. All requests were sequential
which means all neural models were learned sequentially as well. The virtual machine had access to 2
server cores. The total time was 12 min 8 sec and the average time to learn one model was 2.1 sec.
This result is the main one that was used to compare with others since it didn’t use any parallelization
to improve efficiency, only the ML.NET library did some parallel computations under the hood.

The next experiments had changed the parameter that is responsible for the amount of concurrently
trained models. In the second experiment 2 models learned concurrently, in the third 3 models and so
on. The result is presented in Table 1.

Table 1
The experiments results with two allocated cores to the virtual machine

Allocated cores Simultaneously learned | Total experiment time | Average time to learn
models for 30 ECGs one model
2 1 12 min 8 sec 2.1sec
2 2 10 min 31 sec 3.2 sec
2 3 9 min 2 sec 4 sec
2 4 8 min 59 sec 5.2 sec
2 5 8 min 47 sec 6.4 sec

As we can see by adding more concurrency the total experiment time dropped down with every
experiment and the average time to learn one model went up a little. Presented only 5 experiments
since the 6th experiment had the result close to the 4th and the 5th. The total time dropped down since
learning neural models was becoming more concurrent with each experiment. The average time to
learn one model went up since concurrently training neural models can’t learn all time on the limited
computation resources, they need to wait for each other from time to time.

The next step was to allocate 2 more cores to the virtual machine. Additional computation
resources had to improve total execution time. For the following experiments 4, 6, and 8 cores were
allocated to the virtual machine. All experiment results are presented in Table 2.

Table 2
All experiments results



Allocated cores Simultaneously learned | Total experiment time | Average time to learn
models for 30 ECGs one model

2 1 12 min 8 sec 2.1sec
2 2 10 min 31 sec 3.2 sec
2 3 9 min 2 sec 4 sec

2 4 8 min 59 sec 5.2 sec
2 5 8 min 47 sec 6.4 sec
4 1 12 min 31 sec 2.2 sec
4 2 8 min 15 sec 2.7 sec
4 3 7 min 51 sec 3.5 sec
4 4 7 min 19 sec 4.1 sec
4 5 6 min 59 sec 5 sec

6 1 15 min 28 sec 2.8 sec
6 2 9 min 39 sec 3.2 sec
6 3 8 min 52 sec 3.9 sec
6 4 8 min 48 sec 4.7 sec
8 1 20 min 3 sec 3.7 sec
8 2 12 min 18 sec 4.2 sec
8 3 10 min 29 sec 4.7 sec
8 4 9 min 33 sec 5.8 sec

The results show that increasing computation resources improve total execution time. With
allocated 4 cores and concurrently trained 5 neural models the total registration time of all ECGs
became 6 min 59 sec. By manipulating the number of cores and the number of concurrent trained
models it was possible to reduce total time for 5 min 9 sec which is 42%.

We can see that the more cores were allocated to the virtual machine the worse the total execution
time became. It’s easy to see by analyzing experiments where only one model learned concurrently.
The results show that the more the ML.NET library had access to the cores the slower it trained one
model.

This issue with parallel computation is well known. There is Amdahl's law [29]. It says the
execution time can be improved using concurrent calculations but it can’t be better after some level of
parallelization. It happens in this way since concurrent execution consists of sequential work, so it
can't be less than it. If concurrent calculations are supported by the application then allocating more
cores should improve the performance. Analyzing the experiments where concurrently trained 4
models we can see the improvement after adding 2 more cores. Comparing experiments with 2 and 4
cores the time was reduced for 1 min 40 sec (19%). But for this architecture providing more
computing power didn’t make productivity better or kept staying on some level. Using 4 cores is the
configuration setup when the best performance has been reached.

Amdahl's law says the reason why performance can drop with parallel executions. Any parallel
executions are orchestrated by sequential work. The ML.NET library uses all of the accessible cores
of the microservice instance, which means a lot of parallel work happens under the hood. This slowed
down the process. It’s easy to see on experiment results where concurrently trained only 1 neural
model. The average time to learn one model increased for 1.6 sec or 76% between 2 and 8 used cores.
The more cores have ML.NET, the more sequential work happens to coordinate parallel executions,
instead of learning models the time spent to organize calculations.

For the setup where 1 instance was deployed for each microservice, the total execution time was
improved with the help of parallelization. Due to the specific work of the ML.NET library, additional
allocated resources started to make delays that after experiments with 4 cores leveled the profit of
concurrent calculations. Timing results confirmed Amdahl's law.

6. Future researches



Before the experiments, there was the expectation that by adding more computing power the
experiment time would drop down to some moment. Because of the way ML.NET works, with adding
more cores the performance was dropping down. The obtained time improvements can be better.
Changes need to be done to the web service to improve performance. One of the ways is to try another
machine learning library but a better idea is to change the microservice architecture setup by adding
new instances of microservices.

The most time-consuming part after improvements is still machine learning. The next step is to
deploy additional instances of EcgAuth.MachineLearning.EngineApi. Knowing the way ML.NET
works, it is better to deploy 10 instances of that microservice and provide access only to one core of
the virtual machine. In this case, ML.NET won’t spend time coordinating between cores.

The next step is improving web service by adding authentication and a mechanism to evaluate
authentication results. These functionalities also would be provided by microservice and deployed to
the cloud. It will help to evaluate the efficiency of authentication technology and provide a
comfortable tool to work with. It will make research more organized and help improve the web
service iteratively.

7. Conclusions

The part of authentication technology (registering ECGs) was presented as a web service and
deployed into a cloud. The developed architecture can work with a big set of data. The way
architecture is built allows improving productivity by adding parallelization. To evaluate efficiency
the total time to register 30 ECGs was used. The execution time without parallelization was 12 min 8
sec and the best experiment time with parallelization was 6 min 59 sec. The total experiment time
decreased by 42% which is a good result.

The architecture allows better performance by having more computing resources but the total
execution time and the average time to learn one neural model show decreasing in performance with
allocating more cores to the virtual machine. For the current setup where each microservice has 1
instance, efficiency started to drop down after allocating 6 cores to the virtual machine. The reason for
that is the ML.NET library. It uses all accessible cores that create delays since the library switches
threads between cores while calculating. The experiment results confirmed Amdahl's law which says
that a program's performance can be improved to some moment by adding concurrency. The
described issue can be removed by deploying new instances to learn neural models and limiting them
to use only one core.

Having registration of ECGs as a web service is good for research since it provides more
computing resources. All researchers work with one product version which simplifies and organizes
work.

The next works involve using a different deploy setup for experiments and adding authentication
with its evaluation.
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