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Abstract

The information resources of the Internet contain a lot of hidden knowledge. This knowledge
is contributed by users forming a kind of expert environment. In this regard, the main task of
open source intelligence technologies (OSINT) is identification and extraction of hidden
expert knowledge, their generalization, as well as further analytical processing. To achieve
this purpose, methods of in-depth data analysis (Text Mining), linguistic and statistical
methods, as well as methods of cluster analysis are used. The paper suggests a method of
extracting concepts from the texts of messages of network sources related to the subject area
of cybersecurity. These concepts are filtered according to statistical characteristics and
ranking. A network of their relationships is created, clustered and visualized. To create a
software implementation of the suggested approaches, the Perl programming language is
used in the Linux OS environment, as well as software tools for graph modeling, analysis,
and visualization - Gephi.
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1. Introduction

Specialists working in a specific subject area usually know its main concepts and objects.
However, with the passage of time, new concepts and new objects emerge. In the field of
cybersecurity, various types of cyberattacks, hacker groups, destructive software, analytical groups,
etc., can become such objects. New meaningful connections between such objects may appear,
previous ones may disappear, which also requires additional analysis. In certain groups of objects, for
example, criminal hacker groups, the centers and objects of special attention of cybersecurity
specialists may shift. Thus, there is a task of constant information monitoring within the defined
subject area.

Such information is widely available in social networks, on forums, the Internet (particularly,
documents posted on websites), to the content of which OSINT can be applied [1, 2]. OSINT is one of
the directions of intelligence, the essence of which is the search and analysis of information obtained
from open sources, collection of information and its further analysis, formation of reports concerning
the object of surveillance [3]. The role of OSINT in ensuring cybersecurity is determined by a number
of aspects, including availability and efficiency, volume, quality, reliability, ease of further use, cost
of obtaining, etc.

The process of OSINT planning and preparation is influenced by such factors as effective
information support — information about the objects of information and cyberattacks is obtained from
open sources. The availability, depth and scope of publicly available information allow us to find the
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necessary information without involvement of specialized means of intelligence, unnecessary
technical and human methods of conducting intelligence. The possibility of massive monitoring of
open sources of information in order to find targeted content, people and events leads to the necessity
to use Big Data technologies, which are successfully developing nowadays. In addition, a sharp
reduction in access time is achieved. As experience shows, competently collected pieces of
information from open sources in total can be equivalent or even more significant than professional
intelligence reports.

The objective of this work is to create and test the method for determining the main cybersecurity
objects and connections between them based on the analysis of the meaningful component of the web-
space, as well as formation, clustering and analytical processing of the formed networks of
cybersecurity objects, analysis of the objects dynamics in the subject area. To achieve this goal, a
number of tasks are solved, in particular, the targeted information collection, its processing, extracting
the necessary entities from it, establishing connections between them, that is, forming a network,
cluster analysis of objects network, identifying the centers of these clusters, etc.

2. Method description

A feature of this technique is the simplicity of its implementation when using a typical information
retrieval system and a system for analyzing and visualizing graph structures.

A method is proposed for consideration, the essence of which is to perform such technological
operations as expert creation of queries to existing information retrieval systems corresponding to the
subject area. As a result of query processing, large arrays of relevant documents are created. Named
entities (objects) belonging to different periods of time are extracted from the selected arrays. In the
future, through the analysis of networks, the interconnections of objects are studied, individual
clusters are determined.

Fig. 1 shows the main stages (chains) of the method including 1) obtaining information; 2)
extraction of concepts — cybersecurity objects; 3) filtering concepts with the involvement of experts
(or artificial intelligence tools); 4) formation of a cybersecurity objects network; 5) analysis
(including clustering) and visualization of this networks; 6) visualization of the dynamics of the
appearance of concepts in time.
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Figure 1: The main stages of detecting cybersecurity objects
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The method, offered in this paper for the selection of named entities corresponding to cybersecurity
objects, identification of connections and the study of the dynamics and identified named entities in
information flows, involves the implementation of a number of stages.

2.1. Information collection

At the first stage of the information extraction method, an information array of documents relevant
to the topic is formed. For this purpose, existing information and search systems, both public and
corporate content monitoring systems, such as the Cyber Aggregator system [1], should be used.

It should be noted that the Cyber Aggregator system collects news from 12 social networks and
provides users’ access to it in search mode. It is also possible to download relevant information in
RSS format [8].

Like most similar systems for aggregating information from social networks, the CyberAgregator
system consists of three main parts: a server for collecting and primary processing of information, an
information retrieval server (search engine) and an interface server from which the service is provided
to users and other systems through the API .

Aggregation of information from social networks includes the following steps:

1) search for messages from social networks related to a common broad topic — the formation of an
information flow from thematic messages;

2) determining the language of individual messages downloaded from social networks;

3)extracts from information messages, such concepts as keywords, persons, companies,
geographical names, etc;

4) sentiment analysis of individual messages;

5) data formatting, conversion to standard formats (XML, JSON);

6) loading the received stream into full-text databases.

The CyberAgregator system provides the user with a web interface from which he can access the
functions of information search and analysis.

The system user receives documents upon request both in the retrospective database (Search) and
in the current information (Current), as well as for data analysis (Analysis).

As a result of a query search (Fig. 2), the user is provided with a list of relevant message titles with
links to the full texts of these messages in the system, as well as to these messages in social networks.
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Figure 1:A fragment of the user interface in search mode
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To obtain an information array of publications on cybersecurity, it is necessary to determine the
necessary period of processing a thematic request to such a system, for example, a request for
information selection was used:

"cybersecurity | cyberattack"

To simplify the extraction of named entities, requests in Cyrillic are used within the framework of
the suggested method.

If a user finds documents that are relevant to their search query, they can save the query for future
use by selecting the 'Add Request' command.

You can later display the found messages in RSS format (with subsequent loading of these results
into the so-called RSS aggregators on an ongoing basis), as well as display search results with details
on a geographical map, scalable both automatically and through settings.

As a result of processing such a request, an array of relevant documents is obtained, which is
subjected to further processing.

2.2. Information extraction

At the second stage, on the basis of linguistic and statistical analysis, concepts from the subject
area contained in the documents of the information array obtained at the first step are extracted. The
main idea of recognizing named entities — cybersecurity objects is that nowadays most new concepts
in Cyrillic messages are denoted by Latin letters (non-Cyrillic short phrases in the information array
are taken into account), or by Cyrillic letters but in quotation marks.

The peculiarity of the given method is the simplicity of its implementation when using a typical
information search system and a system of graph structures analysis and visualization.

Usually[4, 5], the detection of named entities (Named-entity recognition, NER) is carried out with
the help of special software libraries (spaCy, Flair, FastText), the common disadvantages of which are
the low speed of extracting concepts and the need for a complex stage of system training (it is known
that names of cybersecurity objects are not always typical company or brand names).

The use of network information not in Latin encoding (Ukrainian, Russian, Chinese, or other
languages) greatly simplifies the task of extracting cybersecurity objects, such as hacker groups,
names of analytical centers, etc., which are mostly written in Latin encoding.

In particular, the spaCy library is interesting in that several pre-trained models are available in
about 20 languages [6]. This means that in many cases it is not necessary to train your model to
extract entities. The spaCy library is considered a "production class" framework because it is very
fast, reliable, and comes with comprehensive documentation. Another popular Python entity detection
framework is the Flair library [7], which is based on the PyTorch deep learning framework. It is
gaining a lot of popularity as it achieves higher precision in many languages compared to spaCy.
However, the increase in accuracy comes at the cost of speed reduction.

Within the framework of this work, the application of a new heuristic approach is proposed. The
main idea of recognizing nominal entities — cybersecurity objects — is that, at present, most of the
nominal entities of cybersecurity objects, such as hacker groups, names of analytical centers, etc.,
mentionedin messages from social networks are not in Latin coding(Ukrainian, Russian, Chinese,
etc.);they are mainly indicated inLatin (non-Cyrillic short phrases in the information array are
takeninto account), or in Cyrillic letters, but in quotation marks. This greatly simplifies the extraction
task. In these cases, it is sufficient to detect short words or phrases in Latin encoding or in quotation
marks. Obviously, the technical solution of such a problem does not require large resource and time
costs (rather spaCy), including special machine learning.

At the same time, a dictionary of known named entities of cybersecurity objects, which are
searched for in the information array, is also used to extract already known named entities.
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2.3. Information filtering

At the third stage, the selected concepts are sorted by frequency and filtered by an expert
specialist. Usually, the number of possible cybersecurity objects detected by this method does not
exceed several thousand, that is why this operation does not take much time.

2.4. Objects network formation

At the fourth stage, a network of selected concepts is formed [9]. For this, undirected connections
between concepts are defined. Connections can be established on the basis of different approaches, in
particular, two concepts can be considered connected if they are included in the same segment of the
document (sentence, paragraph, circle of N words, or the entire document) from the selected
information array. Also, connections can be calculated as mutual correlations between time series of
frequencies of occurrence of individual named entities per day.

A method is proposed that associates a nominal entity (a concept from the subject area of
cybersecurity) with a dynamics vector corresponding to the distribution of documents by dates (days).
More specifically, each day is assigned a number — the number of occurrences of the concept in
publications covered by the content monitoring system. The dimension of this vector corresponds to
the number of days, the length of the time interval during which the array of network publications
[10] was analyzed. An example of time series corresponding to entities (names of criminal
cybergroups is shown in Fig. 3a, 3b).
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Figure 3b: Graph of the number of messages per day. Request Fancy Bear

To form a correlation network, a number of steps are performed, namely:1) for each entity, a
request is generated to the content monitoring service (in our case, to the Cyber Aggregator system).
The analysis period is also determined - the dimension of the corresponding time series - dynamics
vectors; 2) as a result of query execution, a set of dynamics vectors corresponding to the given
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nominal entities (concepts) is determined; 3) the set of maximum cross-correlations between the
obtained vectors is calculated, the corresponding correlation matrix is formed with elements:
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n

wheren = |G| is the number of elements in the parameter set. The max function is used for the reasons

that processes that are similar in nature can have behavior that is close in dynamics, but possibly with
a time shift; 4)the adjacency matrix is formed in accordance with formula (1) and this matrix is saved
in a file in CSV format. Due to the fact that there are links between all nodes in the adjacency table,
the links are ignored, the value of which is less than some selected threshold. The choice of this
threshold depends entirely on the experience of the analysts.

Compared to existing approaches, the method proposed in this paper has several advantages. First,
it uses intuitive rules to determine the weight of nodes and links, which closely reflect real-world
dynamics. Second, it has a reliable mathematical basis for correlation analysis. Third, it takes into
account previously unused parameters, such as time series of the dynamics of publications, to group
entities according to their development trends over time. Finally, the method is objective and
relatively easy to implement.

2.5. Network Clustering, Visualization

At the fifth stage, clustering of the selected network is carried out and objects - centers of clusters
are found according to the modularity algorithm, as well as visualization of the formed network using
the Gephi system [11, 12] (Fig. 4).
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Figure 4: A fragment of the cybersecurity objects network
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On a Fig. 4 entities related to the Main Directorate of the General Staff of the Armed Forces of the
Russian Federation (GRU) military units 21165, 71330 and 74455, respectively, are marked in blue
and green; basilica and orange - subjects of cybersecurity related to the Federal Security Service of
the Russian Federation (FSB); purple - cybersecurity entities related to the Foreign Intelligence
Serviceof the Russian Federation (SVR).

Gephi [12, 13] is currently the most popular program for visualization and analysis of networks
and graphs ("network graphs"). Gephi provides fast layout, efficient filtering, and interactive data
exploration, and, besides, it is one of the best options for visualizing large-scale networks. The main
option for exporting graph data from an external file is to load the initial network data in CSV format,
in which the elements are separated by semicolons. For the analysis of large and dense networks
(arranging graph nodes) with the Gephi system, efficient layout modules such as Yifan-Hu, Force-
directed are supplied. In particular, the Yifan-Hu algorithm is an ideal option for application after
other, faster and coarser algorithms. Most of the methods suggested by Gephi can be performed
within a reasonable time; a combination of, for example, OpenOrd and Yifan-Hu gives the highest
quality visuals.

Table 1.
Fragment of the list of cybersecurity objects
Cybersecurity Node Modularity class
object degree (cluster)
REvil 7 0
Sodinokibi 3 0
DarkSide 2 0
Armageddon 26 1
UAC-0010 16 1
Gamaredon 13 1
Cozy_Bear 12 1
Nobelium 10 1
Buhtrap 5 1
Shuckworm 2 1
APT_29 1 1
Sandworm 25 2
Conti 12 2
UAC-0082 11 2
BlackEnergy 10 2
Telebots 9 2
Voodoo_Bear 9 2
Iron_Viking 8 2
Sandworm_Team 7 2
UAC-0113 2 2
Fancy_Bear 23 3
Strontium 21 3
Pawn_Storm 11 3
Primitive_Bear 10 3
Sednit 9 3
Actinium 9 3
Bromine 8 3
Turla 7 3
Energy_Bear 7 3
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Table 1 shows a fragment of the list of cybersecurity objects in the example under consideration
with an indication of the modularity class (cluster number).

For further clustering within the framework of the Gephi system, the modularity of individual
nodes — named entities is calculated, on the basis of which groups in networks (clusters) are
identified.

Modularity was introduced to measure the degree of division of the network into modules
(clusters, cliques). This parameter is calculated as the difference between the fraction of edges within
a cluster in the considered network and the expected fraction of edges within a cluster in a network in
which the vertices have the same degree as in the original one, but the edges are randomly distributed.

The concept of adjacency matrix is used to calculate modularity.

The adjacency matrix A4 consists of elements 4, . whose values are equal to 0, if the node v is not

connected to the node w, and the weight of the connection between v and w, if these nodes are
connected to each other.
The modularity of the network can be expressed by the formula:

0-L [A —ﬁ} 5(c,.c,). @

2m 2m

where 4 is the element of the adjacency matrix 4, m is the number of edges in the graph, &, &, 1is

the degree of nodes v and w respectively, 6 — is Kronecker’s delta (indicates whether nodes v and w
are in the same module).
The results of the network analysis in the given example indicate the affiliation of the considered
hacker groups to the special services of the Russian Federation, namely: the GRU, the SVR and the
FSB. Currently, some of the most well known Russian-affiliated hacker groups include Fancy Bear,
Cozy Bear, Turla, Sandworm, and Berserk Bear.

Based on the selected information arrays, named entities from the cybersecurity field related to
different time periods are extracted.

If we consider a set of documents related to a certain topic as:

D={d.d,,....d},
where the indexes of the documentsi =1,...,n correspond to time (in particular, days).

Let us denote the set of named entities & = {/i»/5--/., b where the numbers of the entities and

their indices are = L7,
We denote the entity extraction function for day i as:

Ex(d,)={f, fisenr [},

where f is the frequency of mention of entity j on day i.

2.6. Dynamics Visualization

In order to visualize the dynamics of the appearance of a set of nominal entities{f, /..., /. },

within n days, a special form of visual display of entities in a section, a phraseology diagram (Ph-
Di)is offered. The cells of this diagram are filled with numerical values corresponding to the /| —

frequency of appearance of named entities in relation to the dates of their appearance. That is, the
columns of this table correspond to dates, while the rows correspond to named entities, which can be
used as a kind of meaningful information flow filter.

In fact, the diagram is a two-dimensional projection of a set of time series of the dynamics of the
relevant information flows, similar to those shown in Fig. 3.

The proposed Ph-Di diagram is presented as a table, with cells colored in varying shades according
to the number of publications on the selected object per day. In this chart, a lighter shade corresponds
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to a higher value.The offered schemes for a relatively small number of lines - named entities allow
you to visually distinguish groups of similar objects by date and intensity of publication without
additional processing.

When constructing a diagram, rows may be rearranged (regrouping of named entities). For further
clustering, it is suggested to form a relations network of named entities (connections based on the
correlation of time series) and to highlight groups that are most interconnected and distant from each
other (identify cliques).

Later on, the dynamics of mentions of these objects is studied; a form of visual representation of
the information flow in the section of objects and dates is offered, which is a rectangular table, the
cells of which are filled with numerical values corresponding to the frequency of appearance of the
objects names in the information flow in the dates section [13]. The considered approach can be used
to solve the problems of analysis and visualization of the objects distribution for any selected
information arrays in terms of issues that are of interest to the researchers and have a significant time
frame.

Fig. 5. provides a Ph-Di diagram for concepts relevant to the subject area of cybersecurity. In the
diagram, the vertical dimension corresponds to the subjects of cybersecurity, and the horizontal
dimension corresponds to the dates of publications about them. The color of the cells (dot)
corresponds to the numerical values of messages per day relative to the corresponding cybersecurity
subjects: light shades correspond to larger values, dark shades correspond to smaller ones. Horizontal
light risks in the diagram correspond to the periods of activity of the corresponding subject in social
networks.

Figure 5: A diagram corresponding to the activity of cybersecurity objects

In practice, the form is implemented as an HTML file using the language. In this diagram, bright
horizontal lines (high frequency of individual named entities during a certain period) can clearly tell
the user about trends and high activity of individual objects in the information field of the Internet.

3. Conclusions

To sum up, we can state that a method of identifying the named entities of cybersecurity objects
from documents, as well as analyzing the relationships and dynamics of objects in the subject area, is
suggested. This method takes into account the hidden knowledge contributed by the expert network
environment. It is based on the application of documents from the Internet in non-Latin encoding,
despite the fact that most cybersecurity objects, such as hacker groups, names of analytical centers,
etc., are mostly written in Latin encoding. Taking this fact into account significantly simplifies the
task of extracting named entities and speeds up the solution of the problem.

Thus, in order to implement the proposed method: 1) a set of initial requests to existing
information and search systems is created; 2) developed software (software) for extracting the
necessary fragments from the selected documents; 3) object extraction software based on a heuristic
model was developed; 4) the software for the formation of correlation networks of the interconnection
of objects, their visualization, and cluster analysis was adapted; 5) Ph-Di visualization software was
developed.

The results of content monitoring of the Internet resources and the conducted cluster analysis
indicate the affiliation of the considered hacker groups to the special services of the Russian
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Federation, namely: the GRU, the SVR and the FSB. Currently, the most famous criminal cyber
groups of Russian origin are Fancy Bear, Cozy Bear, Turla, Sandworm, and Berserk Bear.Cluster
analysis and visualization of the resulting network of cybersecurity objects and the use of Ph-Di
diagrams allow us to visually observe the state and dynamics of the conceptual base development of
the cybersecurity subject area.

As a result of the research, it was shown that the use of the Ph-Di visualization tool allows
decomposing the original time series by the composition and features of objects, identifying the
activity of publications corresponding to certain concepts, determining the links between objects,
details of the dynamics of the emergence of new objects in the information streams.This methodology
can be based on data obtained from content monitoring systems, which are commonly used for
various analytical purposes. The goal is to identify and group entities based on their relationships and
dynamics, even if explicit links between them are not present.

The considered approach can be used to analyze and visualize the distribution of objects for any
selected arrays of information over a significant period of time based on the interests of the study.
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