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Abstract Self organization characteristics of Mobile ad hoc netww@Manet) make
traditional security solutions inapplicable. In Manetyarode can be router, and
can perturb the routing operation by broadcasting incoi@mological informa-
tion, making the construction of routing table, which is grenary goal of routing
protocols, the more vunerable operation. Thus, in suchremwients, there is no
guarantee that a path between two nodes would be free of hagloe nodes, and
many attacks against the routing table has the objectivertaib the network topol-
ogy by making legitimate nodes store incorrect routes, abtthaffic flows through
a specific node (attacker). In this paper, we prove that ed@RYOptimized link
state routing protocol) node is able to validate the topplioformation based on
trust reasonings. In our approach, when an inconsisteragtected, we guarantee
that the reasoning node is able to mistrust/reject the comjsed route (which con-
stitutes a set of nodes that include those that initiate tifaeks), and to identify the
remote nodes that are subject to attacks.

1 Introduction

Mobile ad hoc networks (Manet) introduce specific securigbyems for routing

protocols. Several research studies were conducted thievagears aiming at de-
veloping robust and secured routing protocols for theseorits. However, despite
the existence of well-known security mechanisms, the wialpiities and features
relating to this type of networks might render traditionallgions inapplicable. Es-

Asmaa Adnane, Christophe Bidan
SUPELEC, SSIR team (EA 4039), 5 Av de la Boulaie, 35510 CeSsigné- France e-mail:
firstname.lastname@supelec.fr

Rafael T. de Sousa Jr.
University of Brasilia - University of Braslia - AQUARELAeam, Av L3 Norte - FT - ENE, 70910-
900 Brasilia - Brazil e-mail: desousa@unb.br



2 Asmaa Adnane and Christophe Bidan and Rafael T. de Sousa Jr.

pecially, the absence of a some centralized unit and fixedstructure, Manet are
self-organized and any node can be router and can distuntothieg protocol by
broadcasting incorrect information.

In MANET, all nodes are required to cooperate in network apen (route dis-
covery), but the absence of authority and infrastructuresduot allow the verifi-
cation of their behavior, separating them to trusted andusted entities. Conse-
quently, it is difficult to guarantee the correcteness oéisad information, and so
to have a clear view of the network topology. The presenc@efroisbehavior node
could generate compromised routes, and, as a result, ternkstnodes would have
to rely on wrong routes to communicate.

In such environmenttrustis very important; we know thaidthta is correct when
it comes from a person we trust. The concepts of trust have thesobject of several
recent research projects. Trust is recognized as an impatpect for decision-
making in distributed and auto-organized applicationg23B]In spite of that, there
is no consensus in the literature on the definition of trust awhat trust manage-
ment encompasses. Many authors propose their own defmitibtrust, each one
concerning a specific research domain [4]. In this paper, seethe trust defini-
tion and a language to express trust proposed by [2], whiohip&o formalize and
clarify trust aspects present in communication protocols.

In this paper, we are intertested by securing OLSR protdgplgnd we pro-
pose the integration of trust reasonings into each nodelJaw a self-organized
trust-based control to verify consistency of the netwogology (routing table in-
formation). An analysis of OLSR brings out the trust ruleattbharacterize this
protocol and allows us to express formally the trust-relgieoperties that can be
verified by each node to assess the expected correct belbéter other nodes.

Analysis of trust assumption was proposed in our previouk\jiy], this anal-
ysis highlights possible measures to render OLSR morebtel@nd this by means
of operations and information already existing in the pcotowe conclude that a
mistrust-based control can be set up to detect suspectibehaing the correlation
between information provided in the received messagegekhdn [19] we prove
that neighbors discovery and MPR selection can be strengthand validated by
using trust properties and relations. This result motiwvat¢ending the approach for
validating the routing table of OLSR nodes, which is the ngoal of this paper.

The objectives of this paper is first to discuss the OLSR ngutiable properties,
and second to show that trust reasoning on the routing tailde used to validate
the topology information, and identify the remote nodeg #ra subject to attacks
as well as a set of mistrusted nodes that include those titiatéthe attacks.

1.1 Organization of the Paper

The paper is organized as follows. section 2 surveys retatgzhrch and our previ-
ous works. In section 3, we present notations and the tresiifigation language.
Section 4 proves that, given realistic assumptions, tapoioformation can be val-
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idated by each node, and attackers and victims nodes carbified. Finally, the
conclusion summarizes the results and indicates the sitef@ising trust as one of
the means for securing OLSR.

2 Related works

Several studies have been proposed to secure routing pletoc mobile ad-hoc
networks. Some approaches, based on cryptography megisgpiopose to secure
existing protocol such as OLSR [14], AODV [15] and DSR [6],pyppose a hew
secured protocol [7]. The security of data forwarding wasrttain goal of such ef-
forts, disregarding the topology informations. Howevkede approaches allow all
routing data exchanges to be protected from forgery, butal@imeck the consis-
tency of the received control protocol information (e.g.lH® and TC messages
for OLSR), which does not prevent any malicious router t@elisinate incorrect
topological information.

Another topic of research use intrusion detection systesetoire routing oper-
ation in ad hoc networks. Most of this research are based @nerig distributed
architecture, each node having its own local intrusionc&ie system (LIDS) and
global detection being performed thanks to a module thatallthe cooperation
between the LIDS [9, 12, 13]. Other studies treat the proldécooperation (one
of the concepts related to trust) in ad hoc networks and tstcain the selfish nodes
to cooperate [10],[5]. These techniques are interesteddgetection of misbehav-
ior/selfish nodes but do not allow the verification of the ratntopology and the
detection of incorrect information.

Few works was conducted for securing route discovery basecuet. [18] pro-
poses trust based extension for securing DSR, where trtgebp nodes is estab-
lished using certificate mechanism. Authors in [11] propmsecure routing proto-
col based on AODV in order to find a secure end-to-end routedfe@ny malicious
entity.

The OLSR specification [8] does not establish any specialrigeneasures, but
recognizes that, as a proactive protocol, OLSR is a targetfacks against the peri-
odic broadcast of topological information. To our knowledgnly Wang al. [16]
propose a specific intrusion detection approach based oiR@k&ocol semantics
checking. The semantic properties, that are implied by tio¢opol definition, are
used by every node for conflict checking regarding the co@&SR behavior.

Our work can be considered as an extension of [16]. Indeget, ah analysis
of the semantics properties of OLSR in term of trust [17], vaeehidentified trust-
related properties [19], then we have focused on the detecfiattacks on MPR se-
lection, where the attacker abuses the properties of tketsmh algorithm (HELLO
message contents and scheduling) to be selected as MPRagimuesults of these
works have demonstrated the effectiveness of such verificat the attacks detec-
tion. Finally, our approach allows us to detect more mishia than Wang al.
[19] and to validate the network topology. These previowslits motivate us to
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extend our approach for validating the routing table of OL®Rles, as explain in
section 4.

3 Notations

In OLSR, the node collects information about link configicatand routing topol-
ogy from the exchanges of HELLO and TC messages, respactival these mes-
sages, we note:

o X MELOy , X ISy respectively, the reception by nodleof HELLO and TC

messages from nodg

X (TG Y: the reception byX of a TC message originated fhand forwarded
byY,
TCx DAT Ax

X —=5 %, X —" x: The broadcast b)X of a TC or respectively a data message
to be forwarded by its MPRs.

X 2 Y: absence of an awaited TC message from nodehich is detected by
expiration of a timer held b¥,

X (DATAY Y: supposing thaY is MPR of X, this notation indicates the absence

of an awaited DATA message generatedbgnd forwarded by nodé, which is
detected by expiration of a timer held By

The node collects and records the received information $o amintain its vi-

sion of the network. This vision, that represents OLSR igiptrust rules and that
we use to integrate to OLSR the concept of mistrust towardgek of MPR and
routes, is notated as follows:

MANET: the set of the whole MANET nodes,

LS« (Link Set): the link set of the node

NS (Neighbor Set): the set of symmetric neighbors of the no¢Sc C LSx),
2HNS (2-Hop Neighbor Set): the set of 2-hop neighbors of the node

MPRS: the set of nodes selected as MPR by the nodPR; C NS)),

MPRS$ (MPR Selection Set): the set of symmetric neighbors whiole hsse-
lected the nod& as MPR MIPRS§ C N),

T S (Topology Set): the set containing the network topologyesensdy the node
X,

RTx (Routing Table): the routing table of the nodeconsisting of tuplesdad,
nad, dis, if) asserting that the node identified Bgd is locateddis hops away
from the local node, that the symmetric neighbor node withrface addressad

is the next hop node in the route dad, and that this symmetric neighbor node
is reachable through the local interfade

D(x,y) : MANET? — [: the function which provides the distance, expressed as
the number of hops, between two network nodes.
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e routg_.y: sequence of nodes which constitutes the route betweely in the
form of the predicateroutey, .y, = VY1, ..., Yo With Y11 € MPRS;

For specifying the clauses concerning trust in the protogeluse the language
proposed by [2] which allows to express trust by the fact thah entity A trusts
an entityB in some respect, informally means ti#abelieves thaB will behave in
a certain way and will perform some action in certain specificumstances. With
this language, the clauses relating to trust in routing ae@ns are expressed with
the following notations:

e the expression trustsy(Nodeg means thah trustsB (B € Node$ to forward
its messages. Otherwigenot trustingB (VB € Nodes is notedA—trustgNodes,

4 Trust validation of the routing table

4.1 Therouting tablein OLSR

The routing table is the result of the OLSR protocol. Eachenockates its point
of view of the network topology, and calculates the shopash to any destination
using the Dijkstra shortest path algorithm [1]. The routiagleRT is described by
the following formula:

YZ € MANET,3Y € MPRS = 3T € Rk, T = (Z,Y,N,1)

Each entry inRT consists of: Z,Y,N, 1), and specifies that the node identified by
Z is locatedN hops away from the local node, that the symmetric neighbdeno
with identified byY is the next hop node in the route Zp and that this symmetric
neighbor node is reachable through the local interfaégom the point of view of
trust, the routing table specifies thatrusts onlyY for routing toward<Z because it
provides the shortest path Zo According to Dijkstra’s definition, the shortest path
has the two following properties :

1. A subpath of a shortest path is itself a shortest path.
T=(AY,N,l) € RTx,Va € routex_. = 3ti € RTx,ti = (a,Y,n;,l),n < N(1)

2. Inweighted graph, iPx a is the weight of the shortest path betweéandA, for
all nodeB we have :Px a < Pxg+ Psa. In the manet the weight of each edge
is equal to 1, and the weight function can be replaced by tstamice function.
Thus, if Dx A denotes the number of hops in the shortest path betWesmdA,
we have:

3T = (AY,N,1) € RTx = D(X,A) = N,v¥B € MANET: Dy A < Dx g + Dg 2)



6 Asmaa Adnane and Christophe Bidan and Rafael T. de Sousa Jr.

In OLSR, these properties mean that the selected MPR to sEank destination
with N hops, must select an MPR which provides a path to the sammalish
with N — 1 hops. This property is presented in the figure Al3electsB as MPR to

— direct symetric link
---- distant nodes (no symetric)

A B

reachX (shortest path);B,X,N,I) € RTa. B select< as the next MPR to reach the
same destinatioK: (C,X,N—1,1") € RTg. This implies that :

1. C must not be neighbor ok (C ¢ NSy). Indeed, the distance betwe€rand the
destination isN — 2, so, ifC is neighbor ofA, it means tha’A made a mistake
and should sele@ as MPR to reach this destination because it provide a shorter
path than the one provided I8y

2. WhenB sends a data packet to destinatdonthen this packet must not be for-
warded by neighbors oh. because the data packets are forwarded only by the
node which provides the shortest pa).(Even if the packet is provided by
nodeC € NSy NN Ss, this mean tha€ provide a shorter path, and thamade a
mistake and should select him as MPR to reach a destinatithre afata packet.

Fig. 1 second property of the
shortest path

If one of this two situations happens, it means tAatid not calculate the correct
shortest path. 1§4.3 we will show that based on the shortest path property we ar
able to detect these situations.

4.2 Limitations of previousworks

The integration of the trust properties presented preWyaugigate certain vulner-
abilities of OLSR protocol. Each node is able to verify direeceived neighbor
information, and if any inconsistency is detected, thighbor will be mistrusted.
When the correlation between a set of neighbors revealsamsistency, the set
nodes will be mistrusted.

However, we show now that such this is not enough to detedtttks, and
there is at least an attack that can not be detected by peexides. To present this
attack, we first have to prove that according to OLSR spetificaeach node is
able to calculate the routing table of its neighbors :

Theorem 1. According to OLSR specification, every node is able to cateuhe
routing table of its neighbors.
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VX € NS : A can calculate RT

Proof. Suppose thaf andX are symmetric neighboX(e NS), the routing table
of any nodeX is calculated with the following information :

e MPR% : asX has to advertise all its symmetric neighbors with the stafus
each link (MPR neighbor, symmetric neighbor) in its HELLO ssages, sé
can deduce the MPR set ¥fafter the reception dflELLOx.

e TS :the topology set of the nod¢is calculated with the received TC messages
from any node. As TC messages are broadcasted in the netivogkeives the
same TC messages, and is able to generate the same topdlagXse

Thus,A can deduce the MPR and topology set of any neighh@nd calculate the
routing table ofX, and so the distance betwe¥rand any other node in the network.
O

Given this theorem, the routing attack consists in the failhg steps (figure 2):

Fig. 2 Model of the routing ‘
table attack X

1. Letthe nodA € MANET be an attacker. First, the attacker behaves correctly to
collect information about network and builds a view of netkvtmpology.

2. The attacker selects the target nxdehereD (A, X) > 3, such that the two group
of nodesG1 andG2 have the following characteristics :

e According to the theorem 1, the attacker can calculate thianice between
its neighbors and the targ¥t Nodes inG1 are neighbors farthest from the
target:

Gl ={ZeNS/D(Z,X) = D(AX)}
e Let G2 be the groups defined by:

G2=NS — Gl
G1NG2=0and GLUG2 = NSy

3. The attacker selects the second ta¥gkeetween the following set of nodes:

G3= () {y/D(zy) > D(y,A)}

zeG2

if G3 =0, the attacker chooses another tadget
4. The attacker takes two different identiti&&sandA2 with two differentinterfaces.
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5. Each virtual attacker node advertises the other one asnansyric and MPR
neighbor, so as to construct a chain of MPR nodes Adnaldvertises being MPR
of X :

NSy = GLU{A2, X}, X,A2€ TCay, VZ € G2, (Z,A2,N,11) € RTas
NSw = G2U{ALY}, Y,Al € TCp, VZ' € G1, (Z',ALN,12) € RTa

6. Consequently, when theCa; message is broadcasted (WKXhe T Cas):

e WhenA2 receives this message, it generates another messagettftaoode
X, and broadcasts it as a TC messag@hfAt the reception of the modified
T Ca1, X will not detect any inconsistency.

e When nodes included i1 receives Cay, then all nodes i1 broadcast the
message and sele&l as MPR, as it seems to be the shortest pai fowill
be chosen in the routing table as next hop to reach

VZ € GL,(X,ALN,1) € RTy 3)

e Finally, whenY receivesT Ca1, it updates its routing table with the new de-
tected distance.

7. NodeA2 will forward all packets coming fromA1 andG1 nodes with destination
to X, so attackers can not be detected as deny of service attack.

Notice that, in this attack all packets reach the destinatiact not necessary fol-
lowing the shortest path. The network will function corfgdbut attackers will give
a wrong view of the network topology and gain the trust of ttm&ighbors since
they have selected it as MPR. This situation constitute tatlato the trust prop-
erties, it is important to point out that the scenario is rasily applicable, and the
attacker must be well positioned to achieve it. In the folloywsection, we present
a trust-based reasoning to detect the attack.

4.3 The shortest path theorem

In this section we present a theorem based on the shortésppaierties, and its
utilization for the detection of routing attacks. We assuimg any node sends a
response at the reception of DATA packet. Thus, deny of seraitack can not be
executed, or at least it will be detected.

Following the description of MPR selection and routing &béhlculation in [8],
we have deduced a property derived from the shortest pagiefties (1 and 2). Our
property specifies the unicity of the shortest path lenggh, if the nodeX calculates
the shortest path to a targétvith N hops,Y should have the same length of shortest
path to reaclX.

Theorem 2. Let X and Y two distant nodes, if X calculates the shortedt pat
target Y with N hops, then Y should also have the same lengthoofest path to
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reach X.

3t = (Y,Mx, N, Ix) € Rk, D(X,A) =N
and3t’ = (X,My,N,ly) € RTa, D(AX) =N = N =N’ (4)

Proof. Ne O*

for N =1, X andY are symmetric neighboidé = N’ = 1.

for N =2, X andY are 2-hop neighbofd = N’ = 2.

for N > 3: letrout€} . the shortest path calculated Kyto reachy with N hops. As

the path betweel andY is a succession of symmetric neighbors, there is at least
one path betweeX andY with N hops, which is the opposite directionrofite} ..

If Y has selected another shortest patite<) ,, then :

e N’ < N : it means that the path calculated b)(routek$;x) is shorter then the
path calculated by, and the opposite direction ojute&;){ beginning byX is
shorter then the shorter path selectedXtp reachy, Contradictionyoute
is not the shortertest path.

e N’ > N : it means that the path calculated Ky(route} ) is shorter then the
path calculated by, and the opposite direction odutel ., beginning byY is
shorter then the shorter path selected/tiyp reachX, Contradictionjoutex)
is not the shortertest path.

So,N = N/, the both shortest path has the same lengtin.

Notice that, it is not necessary the same routetex_.y can be different from
routey_x, but they must have the same number of hops.

4.4 Attack detection based on shortest path theorem

Let us suppose that node selects the MPHB as next hop to the distant node
((Y,B,N,1) € RTx), and that nodé& selects the MPRC as next hop to reacKk
((X,C,N,l") € RTy). When the routes are calculated correctly, if the n¥deends
data packet tor, according to the theorem ¥, should receive the data packet
through a node that provides a pathXchaving the same length than the calcu-
lated shortest path.

Let us now suppose that the attack described in the figuresedYi calculates a
path to reaclX that is not the real shortest pattX(C',N’,l) € RTy). WhenY sends
a data packet t¥, the packet will not followN’ hops as it was calculated, but it will
follow D(Y,A) +D(A,X) hops, where\ is the attacker. When the destination node
X receives they data packet, it verifies the hop couxis provided in the packet as
specified in OLSR [8]. INp = N we have two possibilities:

e The data packet is received through the neigh®orX will calculate the length
of the shortest path betwe&andyY, if not equal toN, the attack is detected.
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e The data packet is received through the neighboithe attack can not be de-
tected,

If Np = N andX can not detect the attack, this means that the attaeorrectly
calculates the hop count and modifies it in the data packetjwed fromAl, before
forwarding it to theG2 nodes, so the new hop counNs- D(A2, X) . But it is almost
difficult for the attackerA2 to calculate the length of the shortest path betwéen
andY. Even if, it can calculate it, it should be located in the ratwin the manner
to verify thatN > D(A2, X), which make the attack more and more difficult.

In the case thall, # N, the attack is detected. In term of truthas to mistrust
the nodeY because it may be subject of attack, and mistrust all thesiodtuded
into the route provided by the node which forward the pacBeor(B'). We can
resume this deduction by the following formula:

T = (Y,B,N,1) € RTx.3Z € NS¢, X "X 7 hop count 0 {DATAr_x) # N

= VYW € routez .y, X-trustgW u {Y}) (5)

This expression presents thaisends a packet to destinatigrusing its MPRB
which provide the shortest path to this destinatiNrhpps), but wheiX receives a
packet fromY provided by it neighboZ, X verifies if the hop count of this packet
(Np = hop coun{DAT A/_x)) is equal to the distand¥ of the shortest path calcu-
latedtoreacl: T = (Y,B,N, 1) € RTx, If the two distances are not equil{# N),X
has to mistrust the path proposedYyand thus mistrust any nod% constituting
this pathw € routez_y.

Such a situation can not allowsto decide which is the misbehavior nodes. So
it is worth to point out that the mistrust reasoning does nete time allow the
precise identification of the misbehaving node, but allogvdktection of a behavior
anomaly related to a group of nodes which includes the ataek indicated in last
expression 6. In the other side, whémeceives data packets froxy or a response
to its previous request, it can detect this attack with theeseeasoning presented
by the following expression :

T/ = (X,C,N%,1") € RTy,3Z € NSYY %Y Z - hop count o fDATA¢_v) # N
= VYW € routez .x, Y -trustgW) (6)

This expression presents the behaviolrdh the expression 5, when it receives a
DATA message fronX, Y verifies if the hop count of the received message is equal
to the length of the shortest palth: calculated in the routing tabléX,C,Nx,1") €
RT), If the two distances are not equil{ # hop count o {DATAx_v), Y has to
mistrust the path proposed By and thus mistrust any notlé constituting this path

W € routez_x.
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5 Conclusion

In this paper, we have proposed a trust based reasoning f8RQ@hat allows each
node to correlate information provided by HELLO, TC messayed DATA packets
information so as to valide its local view of the global netiwéopology. In our
approach, when an inconsistency is detected between aaivedcmessages and
its local view, the reasoning node is able to identify the paomised route. Notice
that our approach does not require any modification of the B&SR, but only the
integration of trust reasoning on each node.

In futur work, we plan to use this result to implement a truaséd detection
system. When a node has identified a compromised route, afijpsbach consists
in locally changing the MPR selection so ashiack-listthe neighbor node that is
the next-hop of the compromised route. Such approach canhizmee by allowing
nodes to share their trust information. However, it is waatpoint out that second-
hand information can be subject to false accusations. Tigandgt this problem, we
plan to set up a mechanism that allows each node to give a pfdtdf mistrust
opinion to participate in the propagation of mistrust todgathe network. Such a
mechanism could be used to enforce a reputation systemgdyisking trust rela-
tionships before cooperating with the other nodes. BrowAd&pn M (2001) The
politics of nature. In: Smith J (ed) The rise of modern gerean8rd edn. Wiley,
New York Dod J (1999) Effective Substances. In: The dictigrad substances and
their effects. Royal Society of Chemistry. Available viaADIOG.
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