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Abstract

In the ever-shifting landscape of technology, Cloud Computing emerges as a dynamic force
reshaping the very fabric of business operations. As the clouds loom large, businesses find
themselves empowered with the flexibility to harness servers, storage, networking, and
applications in a way that adapts seamlessly to their evolving needs. In this work is presented
a cloud computing model along with corresponding request distribution algorithms responsible
for service quality and effective control of the number of activated servers to minimize costs.
The presented algorithms use perceptrons to calculate approximate request processing times
on servers and waiting times in queues. The first algorithm, based on these times, calculates
potential penalties in queues for servers and selects the server for which the increase in this
penalty will be the smallest. The next algorithm chooses the least loaded server and inserts a
new request into the queue in such a way that the increase in penalty is as small as possible.
The last of the presented algorithms aims to distribute requests in a way that maximally
diversifies the times remaining for processing requests in the queues.
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1. Introduction

Cloud computing is a service provided by specific software along with the necessary infrastructure.
This means the elimination of purchasing licenses, installing, and managing the software by the user,
who simply pays for using the service. The operation of cloud computing involves transferring the entire
burden of providing IT services to a server with constant access through clients' computers. Therefore,
cloud processing is a very convenient solution, saving both time and money for both individual users
and businesses, as well as corporations. Currently, the development of cloud computing is progressing
rapidly to the point where, in the near future, the entire software, including the operating system, will
be moved to a server, so users will only need a client with the appropriate interfaces to communicate
with it.

Types of cloud services:

. Infrastructure as a Service — in this model, the provider only offers the infrastructure
itself, which includes hardware and network access. The client is responsible for installing the
operating system and software and managing them. However, the client does not have control
over the cloud infrastructure itself. In this setup, the client pays based on the actual usage of the
server's resources (in the case of virtual machines) or for a dedicated server.

. Platform as a Service — in this model, the customer has the ability to deploy both their
own applications and compatible ones within the cloud infrastructure. They have full control
over these applications but do not control the cloud infrastructure itself, including networks,
servers, operating systems, storage, etc. The customer can use these applications themselves or
offer them as services. In the case of PaaS (Platform as a Service), the customer is billed based
on resource usage, such as CPU time, the number of queries, or data transfer.
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. Software as a Service — in this model, the customer receives a ready-to-use application
running within the cloud infrastructure. The customer does not have control over the cloud
infrastructure or the configuration of the application, except for basic settings dedicated to the
user. In this case, the customer pays for each use of the application or subscribes for a specified
period of usage.

It's worth mentioning that in the early stages of cloud computing development, traditional
deployments were common, where multiple applications ran on a single server. This led to resource
allocation issues because some of these applications could consume most of the resources, causing
delays for others. An attempt to solve this problem was to run applications on separate servers, but this
resulted in underutilization of most resources and increased server maintenance costs. The solution to
this problem was the introduction of virtual machines. With virtualization, you can run multiple isolated
virtual machines on asingle physical server, each with allocated resources and its own operating system.
Applications are then run on these virtual machines, which, if running on different virtual machines,
are completely isolated from each other. This allows for better resource utilization, cost reduction, and
improved scalability. In the context of virtual machines, it's also worth mentioning migration, which
involves moving a running virtual machine from one physical host to another without interrupting its
operation. The next stage was the introduction of containers, which function similarly to virtual
machines but with a lower degree of isolation and they share the same operating system.

The goal of this research is to develop a HTTP request distribution system consisting of clusters,
servers hosting websites, switches, and clients where all clients will be treated the same in order to
minimize the costs of maintaining the entire system under varying workloads. To achieve this there are
developed appropriate request distribution algorithms and algorithms for turning servers/virtual
machines on and off based on varying system load, what is accomplished by adjusting the number of
active clients over time. The operation of the system is simulated using the Omnetpp program [1].

The rest of this paper is organized as follows. Section 2 reviews related work on request distribution
and guaranteeing quality of service. Section 3 describes system architecture and developed algorithms.
Section 4 summarizes research results and ongoing work.

2. Related work

A crucial element affecting the performance of web hosting service, aside from hardware, is the
HTTP request distribution algorithm among virtual machines/servers. Most request distribution
algorithms aim for an even distribution of requests among cluster servers, which yields satisfactory
results even for simple algorithms such as Round Robin, Weighted Round Robin, and Least Load. The
first of these mentioned algorithms assigns incoming requests to consecutive servers. Weighted Round
Robin is a Round Robin algorithm that incorporates weights for individual servers (weights can be static
or dynamically change with server load). Servers with higher weights are selected more frequently in
this algorithm than those with lower weights. A derivative of the Round Robin algorithm is CAP (Client
Aware Policy) [2], which distributes requests like Round Robin but within several classes (static
requests, dynamically lightly CPU-loaded, dynamically heavily CPU-loaded). The aim here is to ensure
that each server is loaded with different types of requests, not just those that heavily load the processor.
Another group of algorithms aims to increase the chances of hitting a server's cache memory. An
example of such an algorithm is LARD [3], which, for a new request, checks whether the request has
been processed by any of the servers. If it has, it directs the request to that server, provided it is not
overloaded. If the request has not been processed by any server or if the server that previously handled
it is overloaded, the least loaded server is chosen.

More complex algorithms have the capability to adapt to changing working conditions. One of the
first such algorithms is AdaptLoad [4], which dynamically adjusts its parameters based on system
observations. It relies on the sizes of downloaded documents and is designed specifically for handling
static requests. Another example of such an algorithm is FARD (Fuzzy Adaptive Request Distribution)
[5]. This algorithm takes into account the request class and the three components of the load on each
server in the cluster (CPU, disk, and network card). Based on this information, it calculates the service
times for a given request by each server in the cluster. The server with the shortest service time is
selected, and after servicing the request, the service times for the specific fuzzy sets used in the



calculation of the selected server's time are modified. A very similar approach to calculating service
times is presented in the work [6]. An extension of this algorithm is LFNRD [7], in which the measures
of load are the numbers of static and dynamic requests serviced by a given server, and additional
parameters of fuzzy sets are modified. In subsequent algorithms, GARDIB and GARD [8,9], the above
solution is applied to globally distributed server clusters, both with and without intermediary servers.

Most request distribution algorithms are best-effort algorithms that aim to evenly distribute requests
among servers and minimize response time. The need to ensure adequate quality of service has been
recognized for some time. In the work of Casalicchio and Cardellini [10], the authors mention the
importance of proper request queuing, the use of server clusters in different geographic locations, and
making appropriate decisions in request distribution, both at the global and local levels. However, they
primarily focus on selecting the right number of servers in a cluster, the appropriate proportions of
regular servers to backend servers for handling dynamic requests, and server selection for servicing
new requests using the Weighted Round Robin (WRR) algorithm. Another article [11] also focuses on
ensuring the desired quality of service. It involves resource reservations by providers within a cluster,
followed by redirecting clients to subscriber pages based on resource reservations. The more resources
a subscriber reserves, the more clients can access their page. In a different approach presented in the
work [12], an algorithm is introduced to minimize energy consumption by cluster servers. This is
achieved by turning off idle servers and reactivating them as the system load increases.

However, so far, relatively few request distribution algorithms have considered guaranteed service
execution times by servers. Among these algorithms are WEDF, MLF, and GGARDIB [13, 14, 15,16].
The first of these algorithms properly schedules incoming requests to a single server to ensure that the
maximum service time for a page is not exceeded. The MLF algorithm, designed for use with multiple
servers, not only queues requests but also makes decisions about server selection. It chooses a server
with the smallest index for which the calculated service time for the request is less than the remaining
time until the request's deadline. If such a server does not exist, it selects the server that can service the
request in the shortest time. This algorithm tends to load servers with lower indices more, while servers
with higher indices remain less loaded, allowing delayed requests to be directed to them. GGARDIB,
on the other hand, initially distributes requests among clusters, selecting the one that can service the
request in the shortest time. After selecting a cluster, the server selection process is similar to MLF.

Regarding improving service quality, there are several solutions related to migration. Migration is a
resource-intensive and time-consuming process and should not be performed too frequently. In the work
[17], a method is developed for migrating individual tasks from one overloaded virtual machine to
another less loaded virtual machine instead of migrating the entire virtual machine. In contrast, the work
[18] describes an algorithm that reduces the number of migrations by predicting and classifying the
loads of virtual machines and appropriately allocating them to physical machines to keep the load on
physical machines as stable as possible.

It's worth mentioning that in most of the above-mentioned algorithms, customers are not
differentiated, meaning that each customer is treated the same. In production applications, business-
criteria-based algorithms are often used to differentiate customers. This typically involves prioritizing
customers who pay for the service or allocating more resources to them.

3. System description

For the purposes of this work, it is assumed that the cloud computing system handles HTTP requests
and consists of a request distribution switch that routes requests sent by clients between zones. Each
zone contains a switch and at least one virtual machine. The switches are responsible for distributing
requests between zones or virtual machines/servers. The virtual machines are responsible for processing
the requests and then sending them back to the client. Requests follow the same path back that they
came from, which is through the switches..

The system consists of a first-level switch which is responsible for load distribution among zones
(Fig. 1). Each zone contains a second-level switch, servers along with backup servers, and control
modules (Fig. 2). Clients send HTTP requests that are objects of one of several types of web pages
(business, health, news, science, sport). When a client sends a request, upon entering the system it first
goes to the first-level switch, which sends it to a zone and is responsible for turning servers on and off



in the clusters. Upon reaching the zone, the request goes to the second-level switch, which is responsible
for distributing requests among servers to ensure quality of service. This switch also calculates service
times for the requests. The second-level switch forwards the request to the appropriate server queue.
After leaving the server queue, the request goes to the server, where its processing begins. When the
request is completed, it returns to the client using the same path it came from, bypassing the server
queue.

A server consists of CPU and disk modules. The request first goes to the CPU module, then to the
disk module, and back to the CPU module. Dynamic requests are additionally processed by the backup
servers. The number of requests that can be on a server simultaneously is constant and is determined
before the simulation begins. The CPU and disk modules are implemented as queues, with service times

dependent on the request size.
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Figure 1: A system diagram - client, first-level switch, and zones.
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Figure 2: A zone diagram.

3.1. Estimating request service and waiting times

Service time is the time that requests spend on the server. Waiting time is the time that elapses from
the entry of a request into the queue to the start of processing on the server. To determine the service
and waiting times, perceptrons are used. When a request enters the second-level switch, its size and
whether it is a static or dynamic request are retrieved. Based on the size, the request is assigned to the
appropriate size class. The input to the neural network consists of the request size divided by the
maximum request size in the respective size class, and 0 if the request is static or 1 when it is dynamic.
Based on this data, perceptrons calculate the service times for the request on each of the servers.

To calculate the gueue time, the input is the appropriately normalized sums of static and dynamic
request sizes that are ahead of the given request in the queue. The activation function used in both cases

>
is ReLU (Rectified Linear Unit), f(x) = {X,forx =20

0, for x < 0 Figure 3 illustrates a perceptron with n input
nodes and 1 layer.
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Figure 3: A perceptron with n input nodes.

To update the weights after each request is handled, a function (f(z) — t)? is minimized, where z=
Wi X1+ W2 X2, t IS the actual request processing time, or the actual queue waiting time, wi, w, are the
current weights, X1, Xo are the values of the respective inputs at the moment when request x; arrives at
the second-level switch.

This optimization process aims to adjust the weights wi and w, so that the predicted response time
f(z) is as close as possible to the actual response time t or queue waiting time. The squared difference
(f(z) — t)? serves as the loss function that the optimization algorithm seeks to minimize, thereby
improving the accuracy of the model's predictions. Common optimization techniques like gradient
descent may be employed to find the optimal weight values.

3.2. First level switch

The first-level switch is composed of the following modules: Request Analysis Module, Cluster
Information Gathering Module, Penalty Calculation Module, Decision-Making Module, and Dispatcher
Module (Fig 4). The Request Analysis Module collects information about incoming requests, including
their type (static or dynamic) and size. The Cluster Information Gathering Module periodically receives
information about potential penalties occurring in all queues of servers within a zone. It also maintains
data regarding the number of static and dynamic requests in each cluster. The Penalty Calculation
Module calculates the actual penalties for delays in requests returning from cluster processing. It also
computes the average penalty over time. If this average penalty exceeds the cost of running a server
over a given time unit or if the potential total penalty in the queues exceeds a critical threshold, this
module decides whether to activate or deactivate another server. The Decision-Making Module
determines which cluster should handle a specific request based on algorithms such as Least Load or
an algorithm that also considers potential penalties in the queues. It selects the zone where the penalty,
per number of requests in cluster is the lowest. The Executor Module is responsible for forwarding
requests to the selected cluster for processing. These modules collectively manage the distribution of
requests, monitor the state of zones, calculate penalties for delays, and make decisions to optimize
server utilization while maintaining quality of service.

Request x; (where i is the sequential number of incoming requests) arrives at the Request Analysis

Module, where its type (static or dynamic) is determined, along with the timestamp rl.(l) of its entry into
the switch. Subsequently, the request information is forwarded to the Decision-Making Module, which
is responsible for assigning the request to a specific cluster. Once the decision is made regarding which



zone will handle the request, the i-th request, along with the index of the designated zone, is passed to
the Dispatcher Module. This module is responsible for transmitting the request to the chosen zone.
Information about the number of requests in each zone is maintained within the Decision-Making
Module's array. When a processed request returns from a zone, the index of the cluster it was sent to is
retrieved, and the load distribution table in the Decision-Making Module is updated accordingly.

Penalty setting Cluster information
module collection module
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&
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Figure 4: Diagram of a first-level switch. The dashed line represents the path of the request, the solid
line conveys information about the request, and the bold solid line carries information about clusters.

3.3. Second level switch with an algorithm that minimizes the increase in
penalty.

The diagram of second level switch with algorithm that minimizes the increase in penalty is
presented in Figure 5. At the beginning, the i-th request, also denoted as x;, enters the request analysis

module where the arrival time t is recorded. The request type (static or dynamic), size, and delay

i
penalty are determined, and this information is then sent to the service time module, which houses the
server models. These models calculate the service times fi(s) for each server in the cluster and the

deadlines dl@ = ri(l) + tax — fi(s), where s=1,...,S, and S is the number of servers in the cluster. tmax
represents the maximum response time for a request above which a penalty is incurred. The obtained
service times, along with other request information, are directed to the penalty module, which receives
information from the server information collection module regarding queues and servers. The penalty
module then calculates potential penalties for each queue. Penalties are computed both before and after
inserting the i-th request into the queue. Penalties are calculated for request x; as well as for requests
that are placed behind it in the queue as follows: for a given request in the queue, denoted as X, the time

the request spends in the queue is calculated. This time is added to the Ti(z) timestamp, yielding an
estimated time when the processing of request xx will commence on the server. This estimated time is
compared to the deadline dk for request x«. If it is later than dy, the difference between these times is
considered a potential delay time for request xi, and thus, a potential penalty is calculated. Otherwise,
the potential penalty is set to 0. In the next step, the array of penalty differences after and before inserting
the i-th request for each server is passed to the decision-making module. This module selects the server
for which the penalty difference is the smallest, i.e., it chooses the index in the array for which the
corresponding value is the lowest. Then the request is sent to the queue, where requests are sorted by
deadlines d i.e. the earlier the deadline d, the higher the request is positioned in the queue and leaves it
when all requests ahead of it have been sent to the server, and the number of requests being processed
by the server is less than the predetermined maximum number of requests per server. After the i-th



request returns from being serviced on the server, the actual service time t is sent back to the service
time determination module, where the weights for the server model that handled the i-th request are
updated. Additionally, based on the sum of sizes of static and dynamic requests that were positioned
before request xi, weights responsible for queue time calculation are also updated.
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Figure 5: Diagram of a second-level switch. The dashed line represents the path of a request, the solid
line conveys information about the request, and the bold solid line carries information about servers
and queues for them.

3.4. Second level switch with an algorithm that inserts request into queue so
as to decrease the delay penalty

The diagram of second level switch with algorithm that inserts request into queue so as to decrease
the delay penalty is presented in Figure 6. Request x; first enters the request analysis module at time

rl.(z) and then the service time module, where service times fi(s) for this request on each server are

determined, along with the times when the request should begin processing on each server, denoted as
dl@ = rl.(l) + tnax — fi(s), where s=1,...,S, and S is the number of servers in the cluster. The request
then proceeds to the decision-making module, where a server for servicing the request is chosen
according to the Least Load algorithm. Subsequently, the service times for the request on the servers,
along with other request information, are sent to the penalty determination module. Before the request
is placed in the position indicated by the term di, an analysis related to request delays and penalties is
performed to minimize these penalties (the request may be placed further in the queue than indicated
by the term di). Finally, the request enters the appropriate server queue where where requests are sorted
by deadlines d and leaves it when all requests ahead of it have been sent to the server, and the number
of requests being processed by the server is less than the predetermined maximum number of requests
per server. The penalty determination module receives periodic updates from both the queue module
and the server information module to accurately determine where the i-th request should be placed in
the queue. The decision-making module receives information from the queue module since, in the case
of this algorithm, it selects the server with the shortest queue for this request.

Description of queue penalty calculation:

Before placing request x; in the queue at the position indicated by the term d;, we check whether it
delays requests that it should precede, starting from the end. Let's assume that there are n requests in
the queue for the server, and term d; points to the k-th position in the queue, where k<n, and z; is the
entry time of request x; into the queue. First, we compare the penalties for delaying request x; and Xn,



where x, represents the n-th request in the queue, i.e., x, has a higher position than x; in the queue, and
we calculate the difference in their penalties for subsequent processing: (z; + X, &, —d;) X
penalty for 1s delay x; oraz (t; + X151 t, + t; — d,,) X penalty for 1s delay x,. The symbol Y7,
represents the waiting time in the queue for a request that is positioned in front of requests with service
times ¢,,..., t,,. The value in bracket indicates the delay, and if it is negative, we assume that the penalty
is 0. The first of these values is the penalty for delaying request x; when it is positioned behind request
Xn in the queue, while the second value is the penalty for delaying request x» when we insert it in front
of request x;. If the second of these values is greater, we insert request x; behind request x,; otherwise,
we similarly compare the delay costs of requests x; and x,-1. We continue this procedure until the cost
of delaying any request in the queue exceeds the delay of request xi; or when we reach the k-th position
in the queue.
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Figure 6: Diagram of a second-level switch. The dashed line represents the path of a request, the solid
line conveys information about the request, and the bold solid line carries information about servers
and queues for them.

3.5. Second level switch with an algorithm that increases standard deviation
of the time remaining to service in queues

The diagram of second level switch with algorithm that that increases standard deviation of the time
remaining to service in queues is presented in Figure 7. Request x; enters the request analysis module,
where its size, type (static or dynamic), delay penalty, and the entry time Ti(z) into the switch are
determined. This information then goes to the service time module, where service times fl.(l) and the
times when request processing should start on each server, denoted as dL@ = Tl-(l) + tmax — fi(l) for
I=1,...,S, are calculated, S -number of servers in cluster. The calculated service times, along with other
request information, are then sent to the decision-making module. This module periodically receives

gueue state information, especially the terms d]@ for requests in the queues, where 1=1/,...,S, and j

denotes the index of the request. Based on these terms, times sj(l) = d]@ - rl.(z) forl=1,..S, j=1,...K,

where K; is the number of requests in the queue for the I-th server, are calculated. In this module, a
decision is made to choose a server in a way that maximizes the differentiation of times s; in the queues.
For each queue, request x; is added, and then the standard deviation of times s; for requests in that queue



is calculated. The standard deviation is divided by the number of requests in the queue for which it is
being calculated. The server is chosen for which this value is the highest. If s; is negative, it is not
considered when calculating the standard deviation. The request then goes to the dispatcher module,
which sends it to the queue for the selected server. The request leaves the queue when, at a certain point
in time 7, an event occurs where the number of requests being processed on the server is less than the
predetermined maximum number of requests allowed on the server, and the cost of delaying the
remaining requests when selecting that particular request is the smallest. If the queue consists of
requests X, ...,x» corresponding to their terms, denoted as dj, ...,dn, then when we choose request xx from
the queue for processing, the delay penalty for the remaining requests is equal: (7-d;)X penalty for 1s
delay xi+..+(t-dr-r)Xpenalty for 1s delay Xii+(t-di+1)Xpenalty for 1s delay Xisi1+..+(T-
d.,)X penalty for 1s delay x,. If the expression within any of the brackets is negative, we substitute it
with 0, as it indicates that the respective request is not delayed. Each queue has its own penalty module
that calculates these costs.
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Figure 7: Diagram of a second-level switch. The dashed line represents the path of a request, the solid
line conveys information about the request, and the bold solid line carries information about servers
and queues for them.

3.6. Control module

The role of control modules is to periodically send control messages. Control Module 1 sends
messages to each server in the cluster, where information about the requests residing on the server is
recorded. Subsequently, these server-held pieces of information are transmitted to queue modules,
where data about the requests within the queues is stored. These messages then proceed to the second-
level switch, allowing it to have up-to-date information about the servers and their associated queues.
Control Module 2 sends control messages periodically to the second-level switch. These messages
contain previously calculated sums of penalties within the queues and on the servers of a given cluster.
They are then transmitted to the first-level switch. Each cluster contains one such module.

4. Summary

In this work, are described both the fundamental request distribution algorithms commonly used in
production solutions and more sophisticated ones based on fuzzy sets and artificial neural networks. It
is also proposed loud computing model along with algorithms to ensure service quality while
minimizing costs by maintaining an appropriate number of active servers. The system consists of a first-



level switch responsible for routing requests between clusters and controlling the number of active
servers, and, within each cluster, second-level switches distributing requests between servers and
control modules responsible for transmitting information about servers, queues, or clusters to the
respective switches. To minimize penalties for request delays, there are developed three request
distribution algorithms for second-level switches: The first algorithm minimizes the increase in
penalties in queues, The second algorithm selects the least loaded server and places the request in such
a position in the queue to minimize the penalty, The third algorithm selects servers in a way that
maximizes the variation in remaining service times in the queues. These algorithms, along with an
appropriate strategy for turning servers on and off, are expected to significantly reduce the operational
costs of cloud computing compared to commonly used algorithms like Round Robin or Least Load.
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