A Comparison of
Terminological and Rule-based Policy Languages
Piero A. Bonatti
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Security and privacy policies commonly consist of declarative constraints
over resource usage (data and services). Therefore logic-based representation languages are well-suited as a foundation of policy languages. Indeed, the semantics
of standard languages like XACML can be reformulated in a logic-based fashion
similar to the encoding adopted in [2]; moreover, both description logics and
logic programming languages (i.e., the two main families of knowledge representation formalisms) have been proposed as policy languages, see KAOS, [7], REI
[5], RT [6], Cassandra [1], PeerTrust [4], and PROTUNE [3] just to name a few
approaches.
Policy-related processing involves several different reasoning tasks over the
axioms that constitute a policy:
– An authorization A is granted iff A is entailed by the policy;
– In trust negotiation, a set of credentials C unlocks a resource R iff C and
the policy together entail the authorization to use R; the process of finding
the sets C that enjoy this property (given the desired authorization for R)
is called abduction;
– Usability, awareness, and validation issues make it very important to support explanation facilities such as those supplied by expert systems; explanation facilities convert axioms and proofs into natural language text understandable by people with no specific training in knowledge representation or
computer science; when such documentation is produced automatically, it is
guaranteed to be always aligned with the policy actually applied by the system; moreover, automated explanation facilities can produce contextualized
documentation, relative to specific transactions;
– A natural privacy-related operation is comparing the privacy policy published by a web site with the privacy preferences of a user; the relevant
question here is whether the information disclosures permitted by the web
site’s policy will always be permitted also by the user’s privacy policy. Policy
comparison can also be useful in assessing the results of a policy update; it
can answer the question of whether the new policy is more permissive or
more restricted than the old one.
In this talk we will assess different knowledge representation formalisms as
policy languages for security and privacy, taking into account not only the kind of

constraints that they can express on resource usage, but also the degree to which
the above reasoning tasks can be supported. We will conclude that currently rulebased languages are more mature than description logics as far as the general
needs of security and privacy policy languages are concerned.
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