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Preface

As the use of information technology continues to rapidly expand, so do the
opportunities for attacking an organization’s digital information. During the past decade,
information security has primarily focused on preventing illegal attacks by outsiders.
However, statistics reveal that organizations loose more resources from insider attacks
than from external ones. Consequently organizations are shifting a greater proportion of
their security activities from the reduction of external risks to the reduction of internal

risks, whether they be from malicious or simply negligent acts.

The first international workshop on Managing Insider Security Threats (MIST 2009) is
aimed at providing a showcase for the latest developments in protecting against insider
attacks and mistakes, and a forum for discussing the latest research and best practice, as
well as an opportunity for determining where future research is still needed. These
proceedings will be of interest to information security officers, security researchers,
security consultants and enterprise decision makers with security or risk management

responsibilities.

We would like to thank all the authors for their submissions, our Program Committee
for performing their detailed reviews and feedback to the authors, and our Organizing

Committee for their assistance in preparing for this event.
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