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ABSTRACT

Motivation: The life sciences are broad in scope and cover multi-
and inter-disciplinary domains as well as the biological domain.
These domains can for example involve researchers from the clini-
cal, social, geo-spatial and computer sciences amongst others, e.g.
in understanding genetic variations across a population as might be
undertaken through a genome-wide association study. Given, this it
is essential that portals for these communities are targeted to the
individual expertise of the particular domain scientists. Thus tools
available to a bioinformatician through a portal might well be mean-
ingless to a social scientist and vice versa. Furthermore certain do-
mains demand that fine-grained access control on data is supported.
In this paper we outline how a portfolio of life science related pro-
jects at the National e-Science Centre (NeSC) at the University of
Glasgow have benefited from security-oriented portals focused upon
ease of access, configuration and usage, where data providers are
assumed to be autonomous and able to make their own local fine-
grained access control decisions. We describe the basic technolo-
gies that underlie these solutions and outline specific case studies in
their application in the areas of depression, self-harm and suicide,
and in the area of paediatric endocrinology focusing in particular on
rare diseases associated with sex development.

1 INTRODUCTION

The life sciences have much to benefit from theiegiion
of e-Science and Grid based technologies: searalaess
to large scale high performance computing (HPClifies;
technologies and processes that help in coping thighex-
plosion of data sets in high throughput post-gewolifé
sciences, and supporting multi- and inter-discgfin re-
search communities in tackling major research dprestare
some of the most obvious ones. Despite this, tigact
envisaged in the application of e-Science and Gridghe
life sciences domain has not been as major asHoped
for. There are a variety of reasons for this. Theskide:

» the complexity of the middleware that is used;

 the lack of clear understanding and expressiorifef |

science research community requirements;
» amoving set of life science research questions;

“To whom correspondence should be addressed.

e a moving set of scientific data and understandifhg o

that data;

» aperceived lack of security of Grids and issuéshhs

on data access and release.
This list is not complete and there are doubtléksrassues
that could be brought to bear on life science comityu
take-up. Some of these are described in more detdi]. In
this paper we argue that many these issues carbadack-
led. In particular we focus upon solutions thaktaseveral
major uptake considerations: usability of the
Infrastructures that are developed; support forerint
disciplinary research and security consideratiamsafl pro-
tagonists involved in life science research. Wentl¢ghat
this is now possible through security-oriented alsrttar-
geted to the specific needs of life science re$essc This
is demonstrated through two case studies in the @freub-
lic health and genetics of rare diseases.

The rest of this paper is structured as follows:tia 2
describes portal based technologies and how they been
applied at the National e-Science Centre (NeS@etJni-
versity of Glasgowwww.nesc.gla.ac.yk Section 3 describes
technology support for secure access to and conafiign of
portals. Section 4 describes the application ofehgolu-
tions to particular case studies. Finally we drams con-
clusions on the work as a whole and outline arédatore
development.

2 GRID PORTALS

Web portals provide a single point of access whevariety
of information is aggregated and personalised dividuals
to improve their experience in accessing and uaimgnge
of Internet resources. Common features of web [gonta
clude support for categorization of web content aud
vanced search facilities. Grid portals build upbe general
web portal model to deliver the benefits of Gridnguting
to virtual communities of users, providing a singlecess
point to Grid services and resources. Web 2.0 basad
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tions whether this be wikis, social networking daifies,
lightweight tools, e.g. for visualisation or magbsyu can

their own services and their own user base. Thesdha
resources underlying these communities need to be

autonomous, however, and under the control of these
communities.
Monitoring — administrators and users should have di-

also be made available through portals.
The major difference between a Web portal and a Gri
portal is that Grid portals provide a single pahtccess for e

Grid resources specific to a given domain, rathantmore
general Internet-based web pages or content. Guithlp
provide end users with a customized view of sofevand
hardware resources specific to their particulabfgm do-
main. This customization can be based upon thelggies
that end users have. This can be used to restrautborize
access to collections of remote services and ddta &rid
portals should ideally allow researchers to focuastleir
research problems by making the Grid a transpaneti@n-
sion of their desktop computing environment.

The development of targeted portals for the lifeeisces
in the large, i.e. without focusing on particulgesializa-
tions, offers a direct way in which a rich varietfyapplica-
tions and resources can be made available in apaaent
manner to users who do not wish to become Grid r&xpe
Given the depth and range of life science reseauctently
being pursued, it is highly that a single one-sthpp portal
could be established for all researchers.

That said, Grid-based life science portal solutishsuld
meet the following set of requirements:

rect access to monitoring information about variags
pects of the Grid for their virtual organizatiowy their
institution, and for those using the shared ressmirc
This might include notifications of new data setsiew
tools of interest to life science communities.

e Security — certain life science communities andadat
providers demand fine-grained security for tailgrinc-
cess and usage of Grid resources. This might bedbas
on specific roles particular to a virtual organiaat

Whilst it is possible to develop hand-crafted plsrtaecent

advances in this area have resulted in Grid pdréahe-

works which facilitate re-use of code and suppatious
forms of structuring portal pages. Grid portal feamorks
provide a set of basic functionalities and infrastare for
developing further portal components as plug-irsm@on
components are offered for security (e.g. accessagex
ment), for personalisation (e.g. user/group prsfiland for
different presentation capabilities (e.g. JSP, XSP,

XML/XSLT).

Portals themselves provide access to families ofigis

+ Usability — the portal should be developed with both theor other hosted applications. Portlets are typjcdva-
experienced and inexperienced research commuitities based web components managed by a portlet contiiaer
mind. This might benefit from use of backend sesster processes requests and generates dynamic contetdlsP
manage user certificates and Grid credentials redui use portlets as pluggable user interface componprusid-
across the life science resources. ing a presentation or access layer to systemsleBogup-

e dngle sign-on — in addition to secure access to a Grid-port modular and user centric web applicationstl@srare
based life science portal itself, seamless accesa t the building blocks of portals and are typicallyairunits
range of life science resources without the neednfid-  of functionality within a portal. Each portlet tygailly pro-
tiple authentications should be supported. Accessides an interface to a Grid service offering sonedl de-
should, of course, depend on user privileges. Tdre ¢ fined functionality. Users and administrators ofrecouni-

cept of single sign-on is one of the characteriZfiegr
tures of the Grid

ties or virtual organisations more generally caidoaus-
tomized environments by adding portlets.

« Interoperability — it should be possible for research As we shall see in section 3, for advanced scesasiEcu-

communities to develop their own services usingpot
tially different middleware on their own local resoes,
but be able to make these available to remote relses

rity techniques can be used to authorize use dicpéar
portlets or the resources available to the sendoegssible
via those portlets.

through portal technologies. It is worth noting that to support portlet and biinter-
+ Support for research — it is essential that the services operability, the portal community and wider indyskrave
and data sets made available through the portatt medeveloped two key standards of relevance to thd Gin-
the real needs of life science researchers. Theitiand ~ munity: the Java Portlet Specification (JSR-168)l @he
feedback should drive the design and development diVeb Service for Remote Portlets (WSRP). JSR-168lesa
these portals and their content. interoperability among portlets and portals. Thecica-
«  Support for collaboration — Grid-based life science por- tion defines the contract between a portlet andlgiocon-
tals should facilitate collaboration between reskars tainer, and a set of portlet APIs that addressopeigzation,
at all levels — within an institution, between ingfons,  Presentation, and security. The specification alsfines
across national and international levels. how to package portlets in portal applications. VRS ows
« Portal administration and management — user commu-  Plug-and-play of content sources (portlets) witiportals
nities should be able to establish and ultimateynage ~ @nd other aggregating web applications. WSRP stelrmézs
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the consumption of web services in portal frontssnahd
the way in which content providers write web seggidor
portals. This allows content producers to maintzmtrol
over the code that formats the presentation of thaitent.
By reducing the cost for aggregators to access togitent,
WSRP improves the integration of content sourcee in
pages for end users.

tionship with each home site, and trusts the hoitets
authenticate its users properly.

After the user has picked their home site, theiwser is
redirected to their site’s authentication serveg, an LDAP
repository, and the user is invited to log in. Afseiccessful
authentication, the home site redirects the usek ba the
SP and the message carries a digitally signed Be®@s-

WSRP and JSR-168 are complementary specificationsertion Markup Language (SAML) authentication a$ser

JSR-168 defines a standard portlet API for Javadbamor-
tals. WSRP allows content to be hosted in the enwirent
most suitable for its execution, while still beiegsily ac-
cessed by content aggregators. Second generatidmp@¥
tals can be produced from pluggable (JSR-168 campli
Grid portlets. Running inside a portlet containportlets
can be added or removed, thus providing admin@sat
with the ability to customize access and usage rid €er-
vices at portal level. A portal built from Grid plets can
provide users with the ability to integrate sersigeovided
by different Grid-enabling technologies. This agpecriti-
cal to the success of life sciences since a rahdesibuted
services will likely be developed by different conmmities
and institutions, and subsequently made accesgibbeigh
common research specific portals (VRES).

The NeSC at Glasgow have developed a large partébli
JSR-168 compliant portlets that are available imerous
portals supporting various life science researcimroani-
ties. Furthermore, through the Open Middlewareastiuc-
ture Institute (OMII-UK) Security Portlets proje(SPAM-
GP) at NeSC Glasgoww{vw.nesc.gla.ac.uk/projects/omii-
sp) we have also developed a collection of JSR-168ptie
ant security-oriented portlets that support simpleger-
driven portal security based upon information pded by
the Internet2 Shibboleth technology
(http://shibboleth.internet2.efltand the UK Access Man-
agement Federatiom{vw.ukfederation.org.uk

3 SECURITY INFRASTRUCTURES

message from the home site, asserting that thehasdbeen
successfully authenticated (or not!) by a particuteans.
The actual authentication mechanism used is spdafthe
IdP.

If the digital signature on the SAML authenticatiasser-
tion is verified and the user has successfully entibated
themselves at their home site, then the SP hastett mes-
sage providing it with a temporary pseudonym far tiser
(the handle), the location of the attribute auttycai the 1dP
site and the service provider URL that the user pravi-
ously trying to access. The resource site thenrnstthe
handle to the IdP’s attribute authority in a SAMitribute
query message and is returned a signed SAML atéribu
assertion message. The Shibboleth trust modelais ttte
target site trusts the IdP to manage each usetriblaes
correctly, in whatever way it wishes. So the redarii$AML
attribute assertion message, digitally signed gy dhigin,
provides proof to the target that the authenticatset does
have these attributes.

The attributes used in this assertion may thendesa wo
authorise the user to access particular areaseofetsource
site. Once authenticated through Shibboleth, th@maoof
single sign-on is supported whereby a user mayreedi
their browser to other protected Shibboleth reseminith
no need for re-authentication.

Underlying Shibboleth-based SAML token exchanges ar
a core set of attributes based upon the eduPersfatto
class www.educause.edu/eduperspnhat are pre-agreed
across the federation so that an SP can make itslavel
access control decision. It is essential that agerability

As mentioned many communities are dissuaded from agyists between attribute authorities issuing aitgbasser-

cessing and using Grid resources due to the coibyplek

tions, policy writers defining access policies, aactess

the middleware and associated processes. Much isf thyecision functions that make decisions based orinitia-
stems from the demands to acquire and use X.508dbasy, s attributes and sites target and resourceyoli

certificates as used to support the public keyastfucture
(PKI) allowing single-sign on to distributed Gridsources.
The issues with PKIs including their limitationseadis-
cussed in [2-4]. To overcome this, the UK and mamegr-
national communities are moving to federated accestol
based upon the Internet2 Shibboleth technologies.

However given the fact that Grids can be used tabéish
e-Infrastructures and more security-oriented VO& te-
quirement to have VO specific attributes defined am-
bedded in core eduPerson attributes are highlyratgsi
The most likely attribute for this purpose is tbduPer-
sonEntitlement attribute. TheeduPersonEntitlement attrib-

When a user attempts to access a Shibboleth pedtect,io can utilise structured XML data representatifidarge

service or Service Provider (SP) more generallgythre
typically redirected to a WAYF server that existspart of
the federation that asks the user to pick their éndaentity
Provider (IdP) from a list of known and trustedesit The
service provider site already has a pre-establistusd rela-

scale Grid infrastructure users and IdPs. This migtiude
the VO they are involved in, the roles that thegimihave
in that VO etc.
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The SPAM-GP exploits Shibboleth-based access td Grican impact upon individuals suffering from somenfoof

portals and provides tooling that allows usagehibioleth
information, including VO-specific attributes to bélized.

mental health problem. Thus what is the impactiahdg
alone on suicide rates? What is the impact on delicates

In particular SPAM-GP developed a family of JSR-168on access to prescription drugs? What is the impaciui-

portlets that support:

cide rates on access to park land? There are i amoulti-

« scoped attribute management (SCAMP) which allowgude of research questions that could potentiatty am-
restricted and syntactically correct manipulatioh o swered if the appropriate data resources coulahtagiated

the Shibboleth attribute acceptance policy, streaml
ing the subset of IdPs from whom a portal will gutce
user attributes across the federation.

and analysed.
To support these kinds of scenarios the varioua dets
have been acquired and made available throughgatéat

« creation and usage of X509 attribute certificatesDAMES portal. Ideally the data sets themselves waoet

(ACP) to allow distributed service providers to raak
their own localauthorisation decisions when users at-
tempt to invoke remote (protected) services;

» content configuration allowing dynamic configuratio

main at the remote data provider sites howevehdénfirst
instance we have been given direct access to ramddm
copies of the associated clinical data sets. Wais made
possible through the previous MRC funded Virtuab&ri-

of portal content based on Shibboleth attributes ansations for Trials and Epidemiological Studies (VEST—
knowledge of available services. Once authenticate®Ww.nesc.ac.uk/hub/projects/vojeproject. The data sets

to a portal via Shibboleth, users are presenteld avit
filtered view of available portlets (and hence asc®
a restricted set of services). This portlet has\liaee-

are identical in structure to the actual SMR datts,si.e.
they have the same schema. However the data hsslf
been pseudo-anonymised to remove patient idengifinn

geted specifically to extend the GridSphere portaformation. Nevertheless much of this informatiom dze

framework.

The detailed implementation of these portlets dredih-
frastructure that is required to support them iscdbed in
detail in [5]. Our focus here is to show how thesetlets
support life science researchers. We demonstraeértthe

used directly for building proof of concept systems

To begin with a family of portlets has been develbp
that offers user interfaces to targeted data sesvi€Eor sim-
plicity, we associate a particular portlet withigem role as
returned by the Shibboleth IdP. Using the contenfigura-

ESRC funded DAMES project and the EU FW7 EuroDSDtion portlet from SPAM-GP it is possible to assteipos-

projects.

4 CASE STUDIES

41 DAMES

The social sciences as with many other domainaaesh
with data. The ESRC funded DAMES project is deviglgp
systems that will help in tackling the problemsirigcthis
community. The DAMES project as a whole has a ¢
themes. These include occupational data manageethit;
and minority data management; educational data gegna
ment and the one of concern here: e-Health dataagean
ment. The project is exploring the data managerobat-
lenges associated with access to a wide range taf s#ds
cross multiple e-Health related disciplines. Thessgude
clinical data sets such as the Scottish Morbidigcdtds
(SMR) covering hospital admissions, mental heatith psy-
chosis, cancer and birth and death related dasa Gehsus
related data sets and geospatial data sets.

Scotland is especially well placed to support elthewe-
lated research. Clinical information has been aaptand
curated for over 30 years in Scotland and an eitene-
cord of the health of the Scottish population existhe
DAMES project has focused in particular upon dagts s
associated with mental health and is exploring iHseies
related to depression, self-harm and suicide. htiquaar it
is attempting to answer questions related to tk&ofa that

session of roles with associated portlets. It is@mirse fea-
sible to extend this so that possession of a gigencan be
used to give access to a family of portlets and@ated set
of group permissions inside of the portal framework

Originally the DAMES work was based upon the
GridSphere technologies wiw.gridsphere.ory however
more recently we have targeted the LifeRay pomairen-
ment (vww.liferay.con). This was primarily due to the lack
of continued support for the GridSphere framework.

The portlets themselves allow targeted accesssigbaet
of variables available in the particular data $h&snselves.
Thus in the case of the mental health related sizendhese
include Census variables associated with genes@tthef
the population; SMR variables associated with midrealth
including subsets of SMRO1 (hospital admissionsa)lat
SMR04 (mental health and psychosis data) and SMR99
(death related variables where the cause of deathimdi-
cated as suicide).

To prove the conceptual approach of secure pdrésed
access to distributed data sets, we developedpteutiffer-
ent portlets for each data set and associated thidsear-
ticular roles. In particular we identified advancaud basic
roles. Thus to see the advanced portlets for SM&R0ser
would have to be in possession DAMES SMIR04 adv.
The primary difference between the advanced andc bas
roles was in the variables that could be selectéd ad-
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vanced roles having a much greater set of variatilas
could be selected. The DAMES portal showing howas
been configured using the CCP for an individualr wsi¢h

advanced privileges is shown in Figure 1 (left)hatite re-
sults of running a query shown in Figure 1 (righfyhis

result data set shows the number of individuals Wwhoe
committed suicide across Scotland who have bedeaat
once to a hospital due to mental health relatesoresa This
result data set also includes geospatial informatibhis
includes partial postcodes and/or output areas evliee

individual lived or was treated at that time.
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Key to this approach is in understanding the actizh
sets themselves. That is, knowing what data setshich
data resources are related. At present the climlatd sets

have a unique Community Health Index (CHI) number a

sociated with them. This unique variable was biheit for
all individuals in receipt of health care acrosst&mnd mid-
2006. However, other data sets, e.g. the Censas daes
not including the CHI. Nevertheless there are ottiata
fields that are common, e.g. geospatial output stat#stics.

Image Results Portlet ?/E0

| v

<

|
Figure 2: Geospatial Visualisation of Suicide and Mental Health
Data Sets Across Scotland based on representative SMR data

To demonstrate the functionality of the SPAMP-GPPAC
portlet, we specifically defined a data servicet thad its
own local access and usage policy. Thus in reallitys
highly unlikely that any given data provider wilingply
delegate access to their data sets to a portadthastNeSC
in Glasgow. To address this, a local policy wasraef and
enforced on access to the SMR99 data sets. Ircplatithis
service would only allow access to the SMR99 datd-v
ables for users with associated digitally signed escog-
nised attribute certificates. Users would thus tee ACP
portlet to create an X509 attribute certificatedzhapon the
information that was delivered to the portal thriew@hibbo-
leth, i.e. the role that they need to use to acagsarticular
remote data set (in this case DAMES_SMRO04_adv) @voul
need to be digitally signed and stored in an attakauthor-
ity that the remote data provider trusts. In thase; the at-
tribute authority is an LDAP server associated witle
DAMES portal port.

To support this process, the back end of the pbdsis a
Grid credential repository — a MyProxy server. TiBigom-
pletely transparent to the user however. Thus Hename

Building upon this information, DAMES has developed@nd password to activate the credential in the Myfpr

further portlets that support overlaying this hiealelated
data across geospatial boundaries. To supportttiéspro-
ject has acquired shapemap files

server is sent through as information as part efShibbo-
leth SAML assertion. This credential repositoryused at

from EDINAthe individual invocation of a remote service. Tliue ser-

(www.edina.ac.ukwhich can subsequently be used for ren-vice needs to identify the individual user attemgtto ac-

dering and overlaying a variety of data acrossvarmgigeo-
spatial boundary. These shapefiles cover healthoaties
in Scotland and Scotland as a whole. The resultveflay-
ing the above data sets across Scotland are shoWwigire
3. We note that access to these shapefiles theessiewe-
stricted as they are under license to EDINA budbmmer-
cial organization Ordnance Survey. Thus accesslis for
registered UK academics who have agreed to thestard
conditions to the license.

cess the resource (authentication). Based on lieig then
need to ensure that the user has the appropriateges to
run that particular query, i.e. pull the digitaligned attrib-
ute certificate from the attribute authority thaerte local
policy recognises.

More information on the DAMES work is described in
[6-7]. The project is currently applying for ethliggermis-
sions to access and use actual SMR data setsligerdze
scenarios outlined previously.
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4.2 EuroDSD

Disorders of sex development (DSD) are a set afrdiers
affecting the genito-urinary tract and, in a lotio§tances,
the endocrine-reproductive system. The physicalessmta-
tions of DSD are manifest in different ways. In tese of
newborns this can be through children born with igondus
genitalia; in the case of teenagers this can ltledim lack of
entry in to puberty. The condition is extremelyerand can
be a fraught and potentially stigmatizing conditimn the
patients and families involved [8].

At the heart of much DSD research is the androgeep-
tor which is involved in controlling gene expressifor
genes associated with DSD and in determining tRepbke-
notype. In particular much DSD research is focumsedind
androgen receptor co-factors that modulate sexidterc-
tion [9].

Given the rarity of the condition, there is an assted
scarcity of data on DSD. The EU funded EuroDSD gxbj

Revision date [ [ I I I I I I |
Revision author | [ [ [ [ [ [ [ ]

DoB CHI Local Hosp ID Date of First ificatic
I N N N s Y Y Y I
Centre Abc Duc Eda Glo Otherg ..o ing G
A. Clinical Presentation
Sex assigned Malec Femalec NKo
Phallus Size Normal Male = Small Male = Large Male o
Normal Female o Small Female o Large Female o NK o
Phallus Length Date........... Length ...... mm NKo NAco
Hypospadias Distal o Mid o Proximal o None o NK o NACz
(glanvlas, coronal i) (penigshaft)  (panescrntal, scrotal, peringal)
L/scrotal Fusion Yes o No o NKo
Labioscrotal Inguinal Abdominal Absent Undescended-Nonspecific  NK
Right Gonad a o o g o o
Left Gonad o o o Jus o o
External Masculinisation Score —(0-12) NKo
Internal Organs  Mullerian o Wolffian o Both o NK o
B. Associated Heartz GITc Renalc Blood/LNc Skeletalc CNSc ENTc Resp o
Malformation Adrenalc SGAC Shortstaturec Otherp ..cccwcecrenenninns
C. DSD Classification
Sex assigned Malec Femalec NKGo

Figure 3: Core data schema based on the SGAN template

(www.eurodsd.eluhas been established to help improve the This information covers patient specific data imiahg

understanding and provision of therapy and potetreaat-
ments or interventions associated with DSD, andegwse
knowledge of the genetic and biochemical profilesicl
characterize DSD. Until now, European research ted
data sets associated with DSD could best be categoas
being fragmented. There was no possibility to atirate
multiple, complementary DSD research areas in otder
make a significant step forward in the understagdiri
DSD. Rather different centres and countries had then
fragmented support networks for patients and ttaailies.
The intention of EuroDSD is to bridge the gap betwe
variety of disciplines including clinical medicinbiochem-
istry, molecular genetics and molecular biologytotigh
cross-national integration of resources and exgertCur-
rently, the EuroDSD project involves six Europeanurs
tries including the UK, France, Netherlands, Genmétaly
and Sweden.

The central component of the EuroDSD project is ther :
development of a Virtual Research Environment (VRE)

designed to facilitate secure, flexible collabaratiusing
state of the art technologies. This technical wisrked by
the National e-Science Centre (NeS@ww.nesc.ac.ukin

the referring clinician; the year of birth of thatgnt and
specific clinical information and associated préaton
information. For example, whether the karyotype haen
established and if there are any further complcetiwith
DSD - often DSD has other physiological presentati@.g.
related to facial anomalies for example. The usterface
to upload patient specific information into the istxy is
shown in Figure 4.

2 EuroDsD Registry - Mozilla Firefox
Fe Edt Vew Hsoy Boo

0 ¢

2 MostVsted ] Customze U

sc.02.2C.k:28080/eurodsd)readRecordvies.acton ir -] IGH]

s erketplce ) Wincons Heda ) Wincons (] ukmatyahoo.com

from the st below the parameters

or MYDO/YYYY

Ciincal resentation

Please Select— v

Glasgow.

The EuroDSD VRE currently comprises a portal which l:m

hosts a registry which allows for secure upload seakrch-
ing of clinical case information. This informatios based
on a common data model agreed through the European
ciety for Paediatric Endocrinology (ESPE), and amtigular
the work undertaken through the Scottish Genitabraaly
Network (SGAN -http://www.sgan.nhsscotland.comAn
example of this information is shown in Figure 3.

P
P
g
G
o
P
P
P
P

ysis

Done - s

Figure 4: Registry upload portlet making use of the Struts2 framework

We note that the system and data models have been
veloped to be non-patient identifying. This hasrbaekey
part in the work as a whole. The only identifyinfarma-
tion that exists in the registry is the contactadstfor the
clinician. An optional local patient identifier caalso be
included, but once again the linkage of this witty given
individual cannot be achieved without detailed ldcéor-
mation on the patient itself. Indeed numerous o#isgrects
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have been considered with regard to patient sgcufibr
example, the data of birth has been refined to pédnirth

only and exact birth weights have been refinedgprexi-

mate weights in kilograms. All of these considenasi were
documented and put before ethics committees sattati-
sion on data collection could occur. This agreerhastnow
happened and the data is being actively collecéecthe
time of writing the registry contains patient daia 267
cases from numerous centres across Europe. Themuar
rently 40 registered users of the VRE from multipites. It
should also be noted that non-EuroDSD partnersale
now requesting access to the VRE to add their dimical

data. This includes researchers from countries itutthe
European Union.

Each patient that is entered into the system hasicue
registry identifier created and clinicians are etpd to
keep a local record of this in case of future fellop from
collaborators, i.e. it is this information that che used for
record linkage.

The portal itself has been implemented using thachp
Struts2 fttp://struts.apache.org/2)¥famework; the Spring
Framework fittp://www.springsource.orp/and the Hiber-
nate frameworkHttp://www.hibernate.ory/ For maximum
flexibility, the portal has been based upon a ridtied
architecture. The upper layer is the user/presentdayer
and provides multiple ways to display informatioag.
HTML, JSP, AJAX, etc. Other layers are used to mnt
targeted workflows and to process EuroDSD spetfiic.
Finally the lower layer is used to give accessh® DSD
data sets themselves and support for persistesalé it

In this system architecture, Struts2 acts as thmraiber
of the VRE (aligned with the Model View Controllpara-
digm) and provides presentation of the data. Then§p
framework provides a wide range of services foroB.8D
business and workflow logics. Finally Hibernate, the
lower layer, provides data persistence servicéise/RE.

This solution significantly improved the overaléflibil-
ity, testability, and maintainability of the VRE. was also
compatible with most existing frameworks and stadsla
including JSR-168 portlets. Based on this n-tieh#decture,
business logic is properly stripped from the préstgon and
underlying data layers thus providing better maivahility
and enhancements. This model also allows furtlesitfility
for integration with further resources and tools.

To improve system availability, dynamic VRE configu
tion is support. Thus it is normally the case ttlznges of
configuration will typically require the restart tfie Web
server containers hosting the services, and hetogpiag
the services themselves. However, EuroDSD VRE ganfi
ration is dynamic and can be loaded into the VRiBubh
scripts and property files.

In terms of portal and VRE security, the Shibbolsys-
tem is fully integrated into the VRE and everythingide of

the VRE runs through a Shibboleth-based autherditat
process. One issue we have faced with this, isubets at
institutions that are not involved in a Access Mgsraent
Federation have been offered a virtual home at NeSC
Glasgow. This model works and has up to now beando

to scale reasonably well for local administratdiewever
when the VRE is used by 100-1000's of DSD reseasche
then this modus operandi may need to be revisited.

Based on consortium security requirements, eachhase
been assigned with a set of EuroDSD-specific roldsch
are subsequently used for fine-grained accessatoftiese
include EuroDSD_investigator; EuroDSD_contributor and
EuroDSD_researcher. These roles are subsequently used to
define and enforce the privileges of the user msifl the
portal. A user with theeuroDSD_contributor role has the
privilege to upload, edit, and withdraw cases ia thgistry,
whilst users assigned thBuroDSD_researcher role can
only search patient data. EuroDSD_investigatorsahte to
add, edit, delete and search data sets. In additichese
roles, the project also supports the scope ofdhech. Thus
some sites are only able to add data for localreamsers;
others only able to add data for national dataisbaothers
for sharing across all of EuroDSD and others fbpaitners
in EuroDSD and potentially with other internationzdl-
laborators. The scope of data sharing is definetht entry
time by the contributors as part of the consentegss, i.e.
confirming that they have consent to add the phtikia
and the level of data sharing that the consentvallo

Every operation in the VRE (search, upload, editet)
is secure and implemented according to roles asdiga
individuals. HTTPS is used to encrypt communicatide-
tween user browsers and the VRE, and between tHe tdR
data sources. End users are completely oblivioutbetin-
derlying security used to enforce access and ustirotal
data made available in the VRE.

The VRE itself has also been developed with dalidaa
tion and usability aspects incorporated. Where ipless
selection boxes are used instead of text fieldss $tmpli-
fies data validation and ensures adherence witbegigdata
formats (aligned with the ESPE core data model)armaid-
ing data entry confusion. JavaScript is used iruger inter-
face to provide data validation and automatic dat@ns
when possible, e.g. calculating an External Masgdiion
Score based on user selections of five clinicédiielnvalid
data and actions are shown immediately when motang
next data entry fields or on request submissiom>Atech-
nology is also used to provide coherent flow obinfation
without the need for page refreshing to interrupéruex-
perience.

To support discussion and feedback between thatstse
involved in DSD, the VRE hosts a wiki. This wikidérectly
linked with the registry itself. Through the wilscientists
are able to directly comment on specific casebénrégistry
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and discuss aspects of the cases themselves tethment
of the individuals for example.

we are also exploring alternative data access aatjeu
models. This includes the VANGUARD system [10] that

The work on the EuroDSD VRE is still on-going. The has been demonstrated as a proof of concept systech

current work is focused upon genetic analysis meslul
These provide support for understanding the geneti@a-
tions of children with DSD. This includes the gerthat
have been screened for; the mutations/anomaliegeires
that have been found; whether further analysis hafse
genes has been undertaken (including whether sekaite
been or are being published), as well as new acdmimg
screening and analysis methods, e.g. based upaspas-
troscopy. The genetics analysis module also typifiee
structuring and standardization the EWuroDSD israfit-
ing to achieve. The field is characterized by npldtigenes
with synonyms. To address this, the genetics aisalyed-
ule has implemented a core list of widely accepgiedes
that the contributors can select. Thus textualirglihas
been avoided to avoid typographical mistakes ad asl
errors caused by upper/lower case genes repregetitiar-
ent genes.

Further modules are also being explored. Theseudecl
modules specific to the surgical treatments ofepasi with
DSD. The classification of surgical treatments &mel out-
comes of these treatments are subject to intemdti@aria-
tion between partners.

For centres with a catalogue of DSD cases, thatetffo
manually enter these cases is off-putting. To aittieis we
are supporting systems that allow bulk upload diepa
data. The common technology that is used by mss &

Excel. Services have been implemented that alloweEx
spreadsheets developed according to the ESPE etee gt

model to be automatically incorporated into thaseg.
Finally we note that some centres have their owallo

databases and resources. We are in the processakd m

these available through the EuroDSD VRE. Thesaudel
patient steroid and metabolomic databases for ebeamp

5 CONCLUSIONS AND FUTURE WORK

The work described in this paper has outlined heeusty-
oriented portals can be supported that are aligvigh the
requirements of a wide range of life science redeas and

communities. From experience of numerous projents il7]

NeSC we are acutely aware that usability of e-btftacture
has to be factored in from the outset. In this rég&hibbo-
leth-based access, security-oriented portal cordigan and
support for federated access control at remot@nantous
data providers have been found to offer a modd iha
closely aligned with many researcher user accegsiree
ments. However we also recognize that these maatels
often non-trivial for data providers such as theNHhey
are for example, extremely reluctant to open ujr tfiee-
walls, irrespective of whether or not a servicesexat their
side that has associated authorisation policieserGihis,

will be refined and hardened as part of the Welledormust
funded Scottish Health Informatics Platform for Bah
(SHIP) project.

We also note that the work described here is atspgb
applied in numerous other research domains. Tluisides
the EPSRC funded nanoCMOS project
(www.nanocmos.ac.)kand the recently funded ENROLLER
project {www.enroller.org.ux and the NelSS project

(www.neiss.org.uk
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