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Abstract—The Web of Data cannot be a trustworthy data elements on the assessment, and, finally, applying a function
source unless an approach for evaluating the quality of data on to calculate the quality.
t_he Web is established and mt_egrated as part of the data publica- To demonstrate how design decisions can be made when
tion and access process. In this paper, we propose an approach ofd loping thi thod int . ii lity oriteri
using provenance information about the data on the Web to assess eveloping this method Into asseSSI_ng speC|_ Ic qug ! y_ criteria
their quality and trustworthiness. Our contributions include a  We walk through the development using tireelinesscriterion
model for Web data provenance and an assessment method thatas an exemplar. Since the provenance information required
can be adapted for specific quality criteria. We demonstrate how for quality assessment might be incomplete or fragmentary,
this method can be used to evaluate the timeliness of data on the assessment method must be capable to deal with missing

the Web, to reflect how up-to-date the data is. We also propose . f fi We introd ibl h of iati
a possible solution to deal with missing provenance information Information. Ve introduce a possible approach or associating

by associating certainty values with calculated quality values. ~ Certainty values with the calculated timeliness value.
This paper is structured as follows. Section Il reviews
. INTRODUCTION related work and Section Il introduces the model for Web data
provenance. Section IV describes our assessment method that
With the growth of the open-accessible Web of Data [Mdan be adapted for specific quality criterion, like timeliness,

the needs for evaluating the quality of the data in applicatiogg demonstrated in Section V. We conclude in Section VI.
are becoming more and more pressing. Information quality

research has been successfully applied to evaluate the quality Il. RELATED WORK
of organizational information and to monitor the improvement |n this paper we consider information quality (IQ) as “an
of work practice [2]. Quality assessment of data on Welygregated value of multiple 1Q-criteria” [4], such as accuracy,
should be a paramount task in order to ensure that theémpleteness, believability, and timeliness. The assessment
most appropriate and trustworthy data are made available &fdinformation quality can be regarded as “the process of
delivered to the users. Scientific applications built upon thg&signing numerical values (IQ-scores) to 1Q-criteria” [4]. IQ
Web of Data will be of little value if scientists are skeptical ohssessment is known to be hard [4]. Although there are many
the quality of data; financial systems will be untrustworthy anglated work on conceptualizing the problem of IQ and its
fragile without any policies for quality control and evaluationassessment, there are fewer work proposing concrete methods
To assess the quality of data, we need to identify the typks quantifying the quality assessment. In the following we first
of information that can be used for evaluation and a meth@stroduce different approaches for IQ assessment in general,
for calculating quality values. In this paper, we present anhd then we focus on provenance-based.
approach that uses provenance information to assess qualityee et al. [2] propose a quality assessment methodology that
of data on the Web; and we propose a generic assessmashsures IQ from four quadrants: soundness, dependability,
procedure that can be adapted for evaluating specific qualitysefulness, and usable information. Each dimension includes
criteria, such as accuracy and timeliness. several IQ-criteria. For example the dependability of informa-
As the base of our approach we introduce a provenanien is measured by its timeliness and security. A questionnaire
model tailored to the needs for tracking and tracing provenarieedesigned to measure users’ feedback to each 1Q-criterion
information about data on the Web. This model not onliy a scale of 0-10. The assessment value for each quadrant is
represents the creation of a data item, but also descrileesnputed as a mean of the measurements of its constituent 1Q-
provenance information about the entities who made the datiteria. Similarly, Bobrowski et al. [5] also use questionnaires
accessible on the Web [3]. We call thi¢eb data provenance to assess information quality. Both methods, although being
Many existing information quality assessment approachgsantitative, are based on subjective, users’ inputs.
are based on information contributed by users. In this paper/n certain circumstances, an automatic assessment of infor-
we focus on using a quantitative approach for calculatimgation quality could be feasible with available metadata in-
quality of data. This assessment approach takes three stémgnation and reliable auto-assessment techniques. Depending
collecting the elements of provenance information needed fom the application and users’ needs, this automatic approach
quality assessment, then deciding on the influence of thesmild be more desirable than a subjective, manual approach.



Motro and Rakov propose automated assessment methodsétrieve data items contained giocumentsrom a provider
evaluating the soundness and completeness of data sourcesf6lthe Web. To enable a detailed representation of providers
Gruser et al. present a prediction algorithm to learn and predibe model distinguishedata providing serviceshat process
response times of Web data sources [7]. Ballou et al. [Bphta access requests and send the documents over the Web,
introduce a quantitative assessment method for measuring dath publisherswho use data providing services to publish
calculating the timeliness of data. Their formulas laid theéheir data, andservice providersvho operate data providing
foundation for our work and will be detailed in Section V. services. Furthermore, the model represents the execution of

Ballou et al.'s method for assessing the timeliness is partiailytegrity verificationsof artifacts and the results thereof.
based on the provenance information of a data item, e.g., thdBased on the element types and their relationships identified
time when the data was obtained. Provenance metadata yasur provenance model it is possible to represent provenance
been used to evaluate other IQ-criteria, such as the believabil-data items from the Web by, so callgatpvenance graph
ity and trustworthiness. Wong et al. [9] use information abodthe nodes in these graphs are the provenance elements; the
the types of services or data involved in a data creation procesiges correspond to the relationships between the element
to validate the believability of derived data items. Golbeck artglpes of adjacent elements; edges are labeled with the relation-
Mannes [10] use provenance of user-contributed annotati@igp name. Notice, to allow for a wide range of applications of
to compute trust values and to recommend how much a user model we do not prescribe a specific granularity by which
should trust others. This method does not compute the trugtevenance information has to be described in provenance
worthiness of the annotations themselves using provenancgraphs. For instance, a data item could be a whole linked
dataset as well as a single RDF statement, depending on the
granularity required for the use case at hand. A data item

Our provenance-based 1Q assessment method is basecauld have been created by the use of creation guidelines
our model for Web data provenance. We give a brief introduand source data which also have provenance. This provenance
tion to the model in this section. A detailed discussion of thehould be represented by subgraphs in the provenance graph
model can be found in [3]. of the created data item.

Traditional provenance research usually addresses the crecormally, we represent a provenance graph as a tuple
ation of data. While many approaches exist that represémFE, R, type, attr) where
provenance [11], [12], none of these explicitly addresses the, PE denotes the set of provenance elements in the graph,
characteristics of data that was not only created but also, g ¢ PE x PE x RN denotes the labeled edges in
retrieved over the Web. Provenance of data from the Web the graph whereRN is the set of relationship names
comprises information about the entities that published the a5 introduced by our provenance model,
data and that made it accessible on the Web, information, ¢ype : PE — 93(T) is a mapping that associates each

not required in the context of self-contained systems such provenance element with its types whéreis the set of

as a DBMS or a workflow management system. Hence, our element types as introduced by our provenance model,
model for Web data provenance comprises two dimensions;, ¢ty : PE — B(A x V) is a mapping that associates
data creation and data access. each provenance element with additional properties rep-

Our model identifies types of so callptbvenance elements resented by attribute-value pairs wheseis a set of
and the relationships between these types. The provenance gvailable attributes antl is a set of values.

elements represent pieces of provenance information; such g 4o not specify the setd and V any further because the
element might be the actual creator of a specific data item whakjiaple attributes, possible values, and the meaning of these
makes this element an instance of the 'data creator’ type. Thgnend on the use case. However, we introduce an abbreviated

types are classified in three categories: actors, executions, gt i to refer to the target of an edge in a provenance graph:
artifacts. Anactor usually performed thexecutiorof an action (per, pes,tn) € R We write pe; ™ o = pes.

or a process which — in most cases — yieldedadifact such

as a specific data item. An execution might have included the V. PROVENANCE-BASED QUALITY ASSESSMENT

use of artifacts which, in turn, might be the result of another The method is based on provenance graphs represented
execution. Furthermore, direct relationships between artifaglsing our provenance model. This approach should be re-
as well as between actors may exist. For instance, a specifitded as a blueprint for the development of actual assessment
company was responsible for its Web server. All other elememfethods that address specific scenarios and focus on specific
types are specializations of actors, executions, and artifactgyality criteria. This section introduces the general method and

The central type in the data creation dimension isda& discusses questions that must be addressed when applying this
creation execution by which a data item was created. A datethod for a specific quality criterion.

creation was performed by data creator For the creation

source dataand creation guidelinesould have been used byA- The General Assessment Approach

the data creator. The main idea of our approach is the automated determi-
The data access dimension centers arodath access nation of a quality measure for a data item, from so called

executionsData accessorperform data access executions tampact valus, which represent the influence of the elements

IIl. A M oDEL FORWEB DATA PROVENANCE



in a provenance graph on the particular quality of the assessdker. For this reason, designing an actual assessment method
data item. We divide the assessment procedure into three stapsuld be an iterative process.
1) Generate a provenance graph for the data item; Considering step 1 of the assessment method it is necessary
2) Annotate the provenance graph with impact values; to ensure the generation of a provenance graph that is suitable
3) Calculate an IQ-score for the data item from the anné@r the assessment. To specify suitability in the given context
tated provenance graph. one has to askWhat types of provenance elements are

In order to use the provenance of a data item for automateg ooy to determine the considered information quality

guality assessment this provenance has to be represente n|(rj1 what level of detail (i.e. granularity) is necessary to

. . L -
the assessment system. We propose to use provenance gr ﬁ%”be the provenance elements in the application scenario:
. . . . ' answer these questions we propose to study the literature
as introduced in Section Il for this purpose. Hence, the fir: . . . o )
. a% deals with the considered quality criterion. A good starting
step of an assessment procedure must be the generationn 0

; ! point is Pipino et al. [13]. Based on the answers to the
such a graph for the data item that is to be assessed, 'above two questions, the procedure for generating provenance
the considered data itemThis step comprises collecting the q ' P 9 gp

necessary provenance information about the data item. graphs can be developed. Defining this procedure requires

. . to address the questionVhere and how do we get the
Some, if not all, of the provenance elements might have . i

: ; " - provenance information to generate the provenance graph for
had an influence on certain qualities of the assessed data item

: %d'ata item?Basically, there are two complementary options
Some of these influences are known to us; others are pOSS{ le, . . o .
0 obtain provenance information: some pieces of provenance

or cannot be ruled out. Both types of influences, known s r%rmation can be recorded by the system; for other pieces

well as p°§$ib'e influences, have an impacF on our assessmgy system relies on meta-data provided by third parties.
of the qualities. We propose to represent this impadtigyact In [3] we discuss these options. Furthermore, we are working

valu_es associated with the correspolndmg_ provenance eleme%tﬁ"the Provenance Vocabularyo enable the publication of
For instance, the possibility of manipulating published data b ;
venance-related metadata in the Web of data.

a service provider may affect the believability and the assum he fundamental questions that have to be answered for

accuracy of the data; an impact value for a service providt re implementation of step 2 arédow miaht each tvpe
could represent the provider's manipulation probability. An P >Lep ) g . yp

. . S f provenance element influence the quality of intesrsd
example for a known influence is the execution time of a dal

creation which has an impact on the timeliness assumed (?Pat Kind of impact values are necessary for the applica-

I : .
the created data item. Notice, there can be different kinds é)c%n scenario?The answers to t.hese_ qgesﬂons substantially
: . epend on the considered quality criterion as well as on the
impact values for different types of provenance elements.

assessment function used in step 3. Notice, impact values
The second step of our assessment procedure comprises . o

o : i .Need not necessarily be numerical; they could also be of
determining these impact values; the system adds annotatigns

. ta more abstract nature such as the simple weighting “high
to the provenance graph generated from step 1, associatin N s . o
w& act”. After specifying the impact values it is necessary

elements in the provenance graph with estimated imp% address the questiotiow do we determine the impact
values. Formally, arannotated provenance grapis a pair

(pg,ann) where pg — (PE, R, type, attr) is a provenance valuesor where do we get them from3ome of the impact

. . . val might alr rt of the provenance information
graph andann : PE — B(I) is a mapping that associates aaues gt a ea_dy b_e part ot Ihe provenance nformato
. . .~ such as the creation time in the aforementioned timeliness
provenance element with a set of impact values; each impact i .
example; others might be calculated based on the provenance
value (n,v) € I has a name and the actual value. For

(n,v) € ann(pe) we write n [pe] . graph. Certain kinds of impact values could also be determined

In the final step th tem execut function t lcul tbased on user input. Another possibility is to estimate impact
€ inal step the system executes a funclion to caicualg.g, o by taking background knowledge about information
value that represents the information quality of the consider

data it ing th tated h : nsumers or providers into account. For instance, a data
ata item using the annotated provenance graph 1rom Stepec, 5iqpg credibility which influences believability assessments

could be determined based on former experiences as well as
on recommendations from other users.

To apply our assessment approach one must first developrhe main questions regarding step 3 of the assessment
the presented method into an actual assessment method thaidthod areHow can we represent the considered informa-
tailored for the quality criterion of interest. In the followingtion quality by a valueand what function do we use to
we discuss design decisions that must be considered at eggldulate such a value from the annotated provenance graph?
step and we specify the questions that must be addressedagain, answering these questions fundamentally depends on

The most fundamental question that must be answeredtfie quality criterion. The calculated value could be a single
the beginning isFor which quality criterion do we want to number in a specific interval; but it could also be a vector
apply the method7his decision influences every aspect of agf numbers or an element of a set of discrete values. In any
application of our approach. In the remainder we consecutivelse, it is important to specify what such a value means. The
focus on the three steps of our assessment method. However,
the design decisions for the three steps partly depend on eachttp:/purl.org/net/provenance/

B. Designing Actual Assessment Methods



definition of the applied function depends on the impact valuesl) Timeliness of Unprocessed Dat&or an unprocessed
introduced at step 2. For this reason, we recommend to devettta item, itsAge is 0 because it did not exist before; its
the function together with specification of the impact valuetnput Timeis the time when its creation was finished; and
For the development of this function it is important to bear iits Delivery Timeshould be “now”, i.e., the time when the
mind that the results of steps 1 and 2 cannot be guarantdkeliness of theconsidered data iteris assessed. This means
to be complete in many cases; the provenance graph cotlidt the Currency values for unprocessed data items differ
be fragmentary or some annotations could be missing dueataly by their creation time. To calculate thEBmelinessof
the lack of certain information required during steps 1 and @nprocessed data items using formula (1) we also need the
Hence, the function for step 3 must not assume to operate \@iatility. We could speak of volatility exclusively ashelf
an ideal annotated provenance graph but it must be ablelite, as Ballou et al. [8] do. Alternatively, we could speak of
deal with incompleteness. expiry timeand adapt the formula from the Sampaio et al. [15]:

V. PROVENANCE-BASED ASSESSMENT OFTIMELINESS Volatility = Expiry Time — Input Time + Age  (3)

In this section we exemplarily apply our general assessmen) Timeliness of Derived DataBallou et al. compute
approach to assess the timeliness of data from the Web. We timeliness of data outputs frompocessing bloclas a
first give a brief introduction to timeliness and how it can baeighted average value [8]. In our method, for a derived data
calculated; we then illustrate the design and the executionitgm, if it is caused by only one source data item, then it
the three steps of assessment; finally, we propose a wayhtts the same timeliness value as the source data item; if it is

deal with incomplete provenance information. caused by multiple source data items, then its timeliness value
. ] o should be a weighted average of the timeliness values of the
A. Representing and Calculating Timeliness source data items.

Timeliness is an intrinsic 1Q criterion [14] that is often .
referred to as a task-dependend up-to-dateness of a qaraoonstructing the Provenance Graph
item [13], [15]. Ballou et al. represent timeliness by an We adopt the calculation approach outlined in the previous
absolute measure on a continuous scale from 0 to 1 whéggtion to apply our provenance-based assessment method for
data with 1 “meet the most strict timeliness standard” [8] ariie determination of timeliness. The first step is to generate a

0 is unacceptable. This timeliness measure can be calculgd@venance graph for the considered data item. For this work
using the following formula [8]: we assume the availability of all provenance information.
Example 1:We demonstrate the method applied to assess-
Timeliness = (max(1 — Currency/Volatility,0))* (1) ing timeliness of temperature measurements taken by a sensor.
In this formula, Volatility is “the length of time the data re- These measurements are unprocessed (_1ata tems. They are
taken every 1 hour, and they are stored in a Web-accessible

mains valid” which is analogous to the shelf life of perishablgtora e device immediatelv. A system accesses these measure-
products [8]; Currency is “the age of the data when it is 9 Y- A Sy

delivered to the user” [15] which can be calculated accordirﬁgent from the storage device for further processing, In OTder
. ) process the measures the system evaluates their timeliness.
to [8] by the following formula: o
We represent the provenance of a specific measure by
Currency = Delivery Time — Input Time + Age (2) @ provenance grappe = (PE, R,type,attr) which is il-
. o _ . lustrated in Figure 1.PE contains the measureiwsr, the
WhereDe“Very Timeis the time when the data was dehvere%ensorsens’ the data creatiorEzc that producednsr, the
to the userjnput Timeis the time when the data was enteregtorage devicestor, the systemsys, the data accessExc,
in the system; andgeis how old the data was #put Time  and the documendoc with which msr was retrieved during
The exponents in (1) is a parameter that controls the;Ezc. Given msr was taken at 10:00 andoc was retrieved
sensitivity of Timelinessto the CurrencyVolatility ratio. The gt 10:13 it holdsattr(cExc) = {(execTime,10:00} and
ratio should be large (e.gs,= 2) for highly volatile data and ¢y (aExzc) = {(ezecTime, 10:13)}. 0
be small (e.g.s = 0.5) for long shelf life data [8].
Note that in Ballou et al.'s paper [8] the timeliness formula

is defined in a closed “information manufacturing system” Sy (& stor &
which processes primitive data units from outside. Hence, tHilil s aExc e el Providing Set B
semantics ofAge Input Time and Delivery Timemight be performedBy e e accessed

different w.r.t. to an open-world system, like the Web.

On the Web, we do not have primitive data from the
outside Instead, we havenprqcessed datarjd derived daFa performedBy, containedBy 4
Unprocessed data are data items for which the creation did e R
not depend on other data items; i.e., no source data was used =yt

for their creation. Derived data, in contrast, was derived from
other data items. Fig. 1. Provenance graph representing our running example (cf. Example 1).

retrievedBy doc %

cEXC((G=
S Type: Document

Type: Data Creation

msr &
Type: Data Item



C. Adding Impact Values to its execTime attribute: ann(cExzc) = {(crtT,10:00}.

The second step of the assessment method includes theF#ithermore,pg contains the unprocessed data itemsr
notation of the provenance graph with impact values. In ordéfich has to be annotated with an expiry time impact value.
to design this step we study the relevance of different pieclg.gs possible to determine this value based on the information
of provenance information for the timeliness assessment. fifit sens takes the measures every hour. Hence, it holds:
particular, we discuss the relation of the provenance eleméft(msr) = {(expT,11:00}. The other elements ipg do
types introduced by our provenance model to the calculatifft have an influence on our timeliness assessment. [
approach outlined before (cf. Section V-A). In the ideal case of a complete provenance graph the

Data creation executions have a direct influence on teéements that belong to the data access dimension can be
timeliness assessment. As discussed before, the creation tigf@red for the timeliness assessment. However, in the likely
of unprocessed data items corresponds to the input timeCiase that information about the creation of a (source) data
formula (2). Hence, we annotate each data creation elem#@fn is missing or that it is impossible to determine one of
that is not associated with source data witltraation time the impact values introduced so far. Hence, we propose to
impact value It is not necessary to explicitly determine thesgonsider the data access related elements as fall-back. For
kind of impact values because they are already represente@se data items, thput Timein formulas (2) and (3) is
in the provenance graph as an attribute of the data creattbg access time associated with the corresponding data access
elements. execution. Furthermore, th&ge for these items is probably

Data creations that yield a derived data item have &rger than O, assuming that they, or the data from which they
influence on the timeliness of this item if multiple source dat&ere derived, were not created at the time of the access. We
items were used (cf. Section V-A2). We reflect this influencgnnotate each of these data items withiraeliness impact
by another impact value: each data creation element that takekle that represents a timeliness value estimated for them.
multiple source data items as inputs is annotated witkeights This value could be estimated based on different data access
impact value This impact value represents the weights that cdglated provenance elements. For instance, knowing when a
be used to calculate the weighted average of the timelingia publisher updates her data may, in combination with the
values of the source data items. Ballou et al. write: “Thaccess time, be an indicator for tihge The Expiry Time
weights could reflect the size of the data units that are mergé&tight be estimated based on information about the update
their importance or some combination of attributes.” [8]. lifrequency of the data publisher. After all, it must be realized
this paper, we leave the choice of the weights to applicatiolit the timeliness impact values can only be estimates at best.
adopting our assessment method, because this choice should
be based on actual needs from their information consumerB. Calculating Timeliness

Creation guidelines may have an impact on IQ criteria suchgased on the impact values in the annotated provenance
as accuracy and reI|e}b|I|ty. However, creation guidelines haﬁ?aph it is possible to calculate timeliness by adopting formu-
no influence on the timeliness of the created data. las (1) to (3). The recursive functianin Figure 2 implements

Source data may have an impact on the timeliness assgfgs idea: ¢ incorporates (1) to (3) to calculate timeliness
ment. Accordlng to th_e calculation approach the tlme_llne_%é step 3 of our assessment method. For a data item with
of each derived data item can be ascribed to a combinatigymplete provenance informatianretumns the timeliness
of the timeliness values of unprocessed data items. Henggnact value that is annotated to this item (cf. first case in the
in the ideal case of a complete provenance graph only t8gyation in Figure 2). For unprocessed data itemsplies the
unprocessed data items have a direct influence on the tiM&mylas (1) to (3) using the corresponding creation time and
liness of the considered data item. While their currency cairy time impact values (cf. second case in the equation). For
be determined with the aforementioned creation time impagrved data items that were created with a single source data
values we also need the volatility to calculate their timelinegg + returns the timeliness value that is recursively calculated
using formula (1). To enable the calculation of their volat|I|_t3fOr the source data item (cf. third case). Finally, for other
using formula (3) we annotate each unprocessed data itgR}ved data items uses the weights impact value of the
with an expiry time impact valueWe assume these impact.qresponding data creation element to calculate a weighted
valugs can be determlngd b_ased on the input from users V\é{"\}%rage of the recursively calculated timeliness values of the
configure a default expiry time for data from specific datg,rce items (cf. fourth case).

creators or for data with a specific content. Example 3:Based on the annotated provenance graph

Data creators _have an mf_luence on the volatility of ug—g ann) from Example 2 it is possible to calculate the
processed data items as discussed before. The previou: createdBy _ used
— o

mentioned strategy for determining the expiry time impad — o= gt holds:
values reflects this influence.

Example 2:We annotate the provenance graph from t(msr) = (max(l -
Example 1 with impact values as follows. The data creation o
cEzc is not associated with source data; hence, it has to — (max(l _ now — 10:00 0))
be annotated with a creation time impact value that refers 11:00— 10:00

eliness ofmsr. Sincemsr

now — crtT [cExc] ))5
expT [msr] — crtT [cEa:c] ’



. . . reated B .
timeliness [d] if S 5s unknown,

createdB s

now — crtT [d t—» yo] . createdBy used

ax{1— createdBy 70 if d — 0o — 0=,
expT [d] —crtT {d4 — o}
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Fig. 2. The recursive function that calculates the timeliness of a datadtbased on impact values from the annotated provenance graph for

Given s = 1 and the timeliness assessment happens at 10:fibthe existing provenance research. We are gathering feedback

i.e. now = 10:15, we get the result: to our model from different communities and we foresee con-
0.25h tinuing development of our provenance vocabulary driven by
= maX(l T 0) =0.75 7 Wwell-defined use cases. In this paper, we demonstrate assessing
the timeliness of data on the Web using our method. We plan
E. Dealing with Incomplete Provenance Information to implement this method as part of a Web data publication

Our timeliness assessment method deals with incompl&@mework in the near future and to apply this method to the
information by using alternative impact values; furthermor@ssessment of other quality criteria, such as accuracy. Our
certain impact values can only be determined by estimationethod should be generic enough to incorporate subjective
Thus, the calculated timeliness value becomes an approxirigality indicators derived from Web data provenance. Existing
tion rather than an exact assessment. To make the degre®v@fk on evaluating and filtering subjective quality indicators
inexactness explicit we propose to associate the calculawil be considered and appropriately applied.
tlmellneSf vt:;\]Iue Wltth' a; ce;talﬁtytr\]/aluti. Thl? aldc:ng)r;gl v?lue VII. ACKNOWLEDGEMENT
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