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Abstract. The main focus of this paper is on the discussion of formal
rule verification using graph-based approach. XTT2 is a custom rule rep-
resentation method, that introduces a structured rule base composed of
extended decision tables linked in a tree-like structure. Considering the
complex nature of the XT'T2 structure, only the local, table level veri-
fication has been considered so far. However, graph-oriented verification
is a powerful solution to the analysis of rule-based systems. It can be
applied to provide global verification of the XTT2 knowledge bases. The
principal idea consists in representing XTT2 rules as a directed hyper-
graph. All of rule formulas are transformed into vertices and appropriate
hyperarcs are determined. This restructuring of the XTT2 knowledge
base allows to provide verification using graph algorithms. Preliminary
evaluation of this approach shows that the graph-oriented verification is
a promising solution to provide a formal analysis of XTT2 rules.

1 Introduction

Rule-based systems (RBS) [1] are an important class of intelligent systems [2].
Their formal description allows for a formal analysis of important system prop-
erties. Therefore, it is possible to ensure their quality and safety at the early
design stages.

The main focus of the paper is the formal verification of rules [3,4]. Formal
rule properties have to be considered w.r.t. to a given knowledge formaliza-
tion format. Therefore, the rule formalization for the XTT representation is
given [5,6]. The representation introduces a structured rule base composed of
extended decision tables linked in a tree-like structure. The rule formalization
is given using the ALSV(FD) logic [1,7]. Considering the complex nature of the
XTT knowledge base structure, so far only local, table level verification has been
provided.

The approach proposed in this paper uses graph-based representation. Graph-
oriented verification is a powerful solution to the analysis of rule-based systems.
It can be applied to provide global verification of the XTT2 knowledge bases.

* The paper is carried out within the AGH UST Project No. 10.10.120.105.



The principal idea consists in representing XTT2 rules as a directed hypergraph.
All of rule formulas are transformed into vertices and appropriate hyperarcs are
determined. This restructuring of the XTT2 knowledge base allows to provide
a verification using graph algorithms. Preliminary evaluation of this approach
shows that the graph-oriented verification is a promising solution to provide a
formal analysis of XTT2 rules. In the paper a practical example is provided.

2 XTT2 Rule Language Formalization

The formalization for XTT? representation is based on ALSV(FD) logic [1,7,6].
The ALSV(FD) provides a much higher expressive power than the propositional
calculus, while providing tractable inference. Therefore, a format of rule is more
complex. In a general case, rule expressed by attributive logic is represented as

(1)

rule(d) : ¢ A
Ai €tiNAs €taN---NA, €Etpn
N
retract(31 = bl, B2 = b2, .. .,Bb = bb) (1)

assert(C1 = c1,C2 = ca,...,Cc = cc)
Hy = hi, Ho = ho, ..., Hy = hy,
next(j), else(k)

In (1) a formula ¢ describes context. Ay € t1 A As € ta A+ AN Ay € &y i3

a precondition formula. C; (j = 1,...,¢) and B; (i = 1,...,b) correspond to
facts to assert and to retract from the knowledge base. Conclusions (decisions
or actions) are represented by Hy = hy, Hs = ho,..., Hy, = hj. There is also a

control statement introducing the next or alternative rule.
In the case of XTT? representation, the logical rule format is as follows:

T (Al X1 V1) A (AQ X2 VQ) VANIEIVAN (An Xn ‘/n) — RI‘IS7 (2)

where o;€ {=, #, €, ¢} for simple attributes (taking single values) and ;€ {=
,#,C, D, ~, ¢} for general attributes (taking set values). The form of RHS is
as in (1). For more details on the XTT2 rule formalization using ALSV(FD)
see [7,6].

3 Basic Formal Analysis of XTT Rules

The quality of a rule-based system is dependent on the quality of a knowledge
base. What is more important, anomalies in the set of rules could result in
serious faults in system’s responses. Therefore the analysis of knowledge base is
an important step during development of a rule-based system.

The issues of verification and validation were discussed by many authors.
Differences in their approaches to V&V start at the definition level. In this
paper verification and validation processes are defined as follows:



Verification is a process in early design phase, aimed at checking if the system
meets its constraints and requirements ([8,9,10,11,12]).

Testing is a process aimed at analyzing the system work, by comparing system
responses to known responses for special input data ([8]).

Validation is a case of testing, aimed at checking if the system meets user’s
requirements ([8]).

A summary of analysis techniques and tools is presented in [13].

The classification of potential errors and deformation of knowledge base
was also widely discussed, with some practical taxonomies of anomalies given
(see [14,1]). In this paper, from the formal point of view, rule anomalies are be
divided into three main categories: 1) incompleteness, 2) indeterminism, and 3)
overdeveloped set of rules.

Let the knowledge base be described by rules:

Ty gll — h1
To: WQ — hQ

3)
T"L: W’n - h/TL

Completeness ensures that for any input state the system reacts and pro-
duces some response (conclusion, decision or action) ([15]). In other words,
the system with the set of rules (3) is logically complete if a disjunction of
preconditions is a tautology: =¥, V ¥y V ... V ¥, The knowledge base
is incomplete, when wunreachable, or dead-end rules exist in a rule set, or
some rules are missing.

Determinism guarantees that the system always produces the same reaction
for the same input data. In other words for any input state the system
finds a unique solution ([15]). From the formal point of view the set (3)
is indeterministic "if there exists a state described by formula v, such that
simultaneously ¢ =¥, and ¢ = ¥ and hy # hy” ([16]).

The system is indeterministic, if there are contradictory rules in knowledge
base. Inconsistency also is a cause of indeterminism.

Minimal number of rules indicates a set of rules without redundant, sub-
sumed rules. What is more, the set of rules should produce the same reactions
as a overdeveloped set.

All of above features — completeness, determinism, minimal number of rules —
should be provided to assure reliability, safety and efficiency of the rule-base sys-
tem ([15]). The XTT? representation introduces a structure of knowledge base
by identifying rule contexts. Implicitly the context is identified with an extended
decision table. Isolation of contexts allows to provide local analysis — contexts
can be verified separately. In practice, the analysis of the XTT knowledge base is
provided by HalVA Verification Framework [17]. The main purpose of the frame-
work is the local verification. HalVA in implemented in Prolog. The verification
framework was developed as a plug-in of the HeaRT inference engine [18]. The



HalVA provides the verification of completeness, contradiction and subsumption.
What is more, the number of rules can be reduced. HalVA verification is focused
on a local level, the schema of the XTT table is considered.

All of verification procedures are based on inference rules for ALSV(FD)
introduced in [19]. For state described by ¢ a precondition (A4; o; V;) (where
o€ {=,#,€,¢} for the simple attribute and o;€ {=,#,C, D, ~, £} for the
general attribute, i = 1,...,n) is satisfied, if simultaneously:

— V; is a value from the domain of A;,

— ¢4, is a value from the domain of A;, where ¢4, is a value of attribute A;
in formula ¢,

— a formula (A; = ¢4,) is a logical consequence of a formula (A; «; V;).

The basic idea in the verification of completeness consists in checking all input
states. Domains of attributes are considered. The Cartesian product of domains
determine all states for the context (table). For every tuple corresponding to
an input state, the algorithm checks if preconditions of any rule are satisfied. If
there is no rule to execute, the considered state is reported as uncover. Based on
all uncovered states, a proposal of a new rule is given. The analysis ends, when
all states are checked. Since domains of attributes are finite, the verification
procedure terminates after a finite number of discrete steps.

Verification of contradiction is based on a pairwise comparison of rules. Two
rules, executable in the same time (for the same state), are taken into consider-
ation. The comparison concerns the right-hand side of rules. If conclusions are
inconsistent, the conflict is reported. The verification procedure stops when all
possible comparisons are done.

The pairwise comparison of rules is also used to verify subsumption. However,
the analysis concerns both sides of rules. One rule is subsumed by another, if its
preconditions are more specific, but simultaneously conclusions are more general.
The verification procedure finds two rules in the context (table), executable for
the same state. Then checks, whether there is relation between conclusions. The
algorithm provides all comparisons. This strategy allows to detect identical rules.
In this case, a rule is reported as subsuming another and the other subsuming
the first one.

HalVA allows to reduce an overdeveloped set of rules. The reduction can be
done by using the dual resolution ([16]). If rules produce the same conclusions
and in the precondition part exists at least one the same formula, the remaining
formulas are joined into one. All possible reductions are reported. What is more,
proposals of new rules are introduced.

Unfortunately, solutions provided by HalVA are limited. The serious issue is
computational complexity of provided algorithms. Verification of completeness
could cause a combinatorial explosion, if domains of attributes are outsized. The
other technique — the pairwise comparison of rules — is also dependent on a size
of the considered case. Generally, to verify a set of n rules, (72’) comparisons
need to be done. What is most important, all of HalVA verification features are
focused on a local analysis. The limitation of the scope indicates a verification of
some context (implicitly a table) only. Therefore, HalVA procedures can point



out anomalies in some specific area. Unfortunately, the problem of the global
quality of the knowledge base remains unsolved. This is where the new approach
proves to be useful.

4 Graph-oriented Verification Solution Proposal

To verify rule-based systems in global scope the graph-oriented approach is in-
troduced. The main concept consists in representing XTT2 rules as a directed
hypergraph. Necessary basic definitions are introduced bellow.

"Let X = {x1,22,...,2,} be a finite set, and let £ = (E;|i € I) be a family
of subsets of X. The family £ is said to be a hypergraph on X if

The couple H = (X, &) is called a hypergraph. |X| = n is called the order of
this hypergraph. The elements x1, xo, ..., x, are called the vertices and the sets
Ey, Es, ..., E,, are called the edges ([20]).”

Fig.1. A hypergraph: X = {v1,...,vs} — vertices, € = {Eu,..., E4} — edges, where:
Er = {v1,vr}, B2 = {v1,v2,v6}, B3 = {vs,v6} and Es = {vs, va, vs}.

A hypergraph is presented in Fig. 1. For directed edges (hyperarcs) initial
and terminal endpoints can be pointed out (vide Fig. 2).

Let a hypergraph G = (X, ) be considered (vide Fig. 3). "The outer demi-
degree df,(x) of a vertex z is defined as the number of arcs having z as their
initial endpoint ([20]).” On the other hand, "the inner demi-degree d(x) of a
vertex x is defined as the number of arcs having x as their terminal endpoint
(]20]).” A vertex x is said to be a source, if d;(x) = 0. A vertex « is said to be
a sink, if d,(z) = 0.



Fig. 2. A hyperarc F = {UY), e vﬁf), v%t) R vy(,t,)}. Vertices: v%i), e vy are initial

endpoints and ’U%t)7 ey vﬁﬁ) are terminal endpoints of the hyperarcs

Fig. 3. A directed hypergraph. Degrees of v1: d* (v1) = 2,d™ (v1) = 1. Vertices v4, vs, v7
are sources. A vertex vg is a sink

For a directed hypergraph H = (X,&) the incidence mairiz is a matrix
((@ij))mxn "with m rows that represent the edges of H and n columns that
represent the vertices of H, such that” ([20]):

—1 if z; € E; and z; is an inital endpoint of F;
aij = 1 if z; € E; and x; is an terminal endpoint of F;
0 if T ¢ Ei

Incidence matrix for the hypergraph in the Fig. 3 is introduced in Table 1.

To provide verification using the graph theory an appropriate transformation
of XTT rules needs to be done. The first step is to determine vertices. If vertices
correspond to all possible values from domains of attributes, it causes a combi-
natorial explosion for outsized domains. Therefore, not single values, but whole



Table 1. The incidence matrix for the hypergraph in the Fig. 3.

IEAEALALN

vi|| 0 [-1|-1|1
vl 110 |-1]1
U3 0 1 01-1
v4([0 0] 0 |-1
vs|[0]0]0|-1
Ve 0j0]-1]1
vr|[-110]0 |0
vg|[0]0]1]0

formulas are transformed into vertices. However, using formulas to describe ver-
tices results in an additional assumption. The graph-oriented approach can be
provided, if the table-level verification of completeness is done.

There are three classes of vertices in the graph representation of rules:

— sources: the source corresponds to a formula (A; x; V;), where the attribute
A; is used only in a precondition part of rules.

— sinks: the sink corresponds to conclusion part of rules.

— others: all of others vertices, which are neither source nor the sinks, are
related to formulas (4; o; V;), where attribute A; appears in both a precon-
dition and a conclusion part of rules.

The assumption of local verification of completeness ensures the absence of iso-
lated vertices. Therefore, for the source x: d;(x) > 0, for the sink x: d(z) > 0,
and for others x: d*(z) > 0 and d~(x) > 0. In this representation, a rule from
the knowledge base is transformed into a hyperarc. The rule also determines
the direction of the hyperarc. Therefore, each rule has a unique representation.
Initial endpoints of the hyperarc are related to formulas in a precondition part
of the rule. The hyperarc is terminated in several ways. Firstly, if a conclusion in
the rule is related to a sink, the sink becomes a terminal endpoint of the hyper-
arc. Secondly, if an attribute in a conclusion appears in a clause in a precondition
part of other rule and if the clause is more general than the conclusion, the ver-
tex related to the clause terminates the hyperarc. Finally, if control statements
(next, else) are introduced in the rule, appropriate vertices (clauses) become
terminators of the hyperarc.

Table 2. An example of a XTT2 system

T1 A in [(11,(12] B set bl C set C1
ro| Aeqas ||B setba|C set co

lrglC eq 61“D set di




The hypergraph for the system is presented in Fig. 4. Let the XTT2 system
be described by rules r1, ro and r3 (vide Table 2). The attribute A appears
only in a precondition part. On the other hand, attributes B and D appear in a
decision part. Therefore, a hypergraph for the system has vertices:

vi: (Ain [ag,a2]) v (Bset b)) wvs:(Ceqer)  vr (Deqd)
va: (A eq a3) va: (B set by) v (C set cg)

Fig. 4. A directed hypergraph for the subsystem

The introduced representation of rules allows to define anomalies of the
knowledge base as follows ([21]):

Inconsistency — exists if there exists a path from vertex X to its exclusive
vertex =X ([21]).

Contradiction — exists if two paths from vertex X to vertices Y and —Y exist
in the graph.

Redundancy — exists if at least two different paths from vertex X to Y exist.

Circularity — exists if there is a cycle in the graph.

Unreachability — exists if a vertex which is not the beginning of a path to any
output node and is not the end of a path from any input node can be found
in the graph.

Locally verified inconsistency, contradiction and redundancy assure correct-
ness of rules in the table scope only. The new representation of rules allows to
examine paths in the graph. Deformed ones are reported. However, the vital
question is the global verification of completeness. Local analysis of verifica-
tion is helpful, but it is not limitative in the global scope. Fortunately, graph-
oriented approach allows to detect unreachable formula or dead-end formula —
main sources of incompleteness.

As it was mentioned earlier, if the vertex v € V' is neither the source nor the
sink, its outer and inner demi-degree are greater than zero. If d™(v) = 0 and



d~(v) > 0, the vertex is a dead-end formula. On the other hand, if d*(v) > 0
and d~ (v) = 0, the vertex is a unreachable formula.

The graph-oriented verification is a powerful solution to the analysis of rule-
based systems. It can be applied to provide a global verification of the XTT2
knowledge bases ([5,22,6,23]). The most important feature of this approach is its
ability to verify completeness in a global scope.

5 Verification Example

Consider the thermostat control system ([16]). The general schema of the system
is presented in Fig. 5. Tables dt and th are considered. The subsystem will be
transformed into a hypergraph (vide Fig. 6).

{73 morith () season =
=
ST Ep—— %) operation @Weeason || g
= nbizhrs = summer =27 >
M inEas = spring
M =bizrs = summer —24 b
L | in6:7:8 = winter
L = nbizhrs = sprin =1s >
M in&l01l =fall pring
Table g T me M =bizs = spring =20 S
o = nbizhrs = winter =14 b
(2) day {=) today M =bizs = winter =18 S
{7} today {2} hour (-] operation
o in = workday »  =nrbizhrs = fall — 18 b
Mhidez vzl '—. = workday =17 - nbizrs  p—
M insatisun — weekend o —bihrs = fall —20 b
» - weekend - ANY - nbizhrs  p—|
Table id: 2 - dt Table (d: 4 - 05
M —workday <8 =nbizhrs  p—]
» = wiorkday ing17 = bizhrs —

Table id: 3 -th

Fig. 5. The general schema of the thermostat control system

Table 3. The incidence matrix for the thermostat control system

[vertex] formula [[dt/1]dt/2]th/1]th/2[th/3[th/4]
1 |day in [mon;tue;wed;thu;fri||| -1 0 0 0 010
2 day in [sat;sun]| o|-1,0|0/|0]|O
3 today eq workday 1 /0(1)-1]0]-1]-1
4 today eq weekend 0 1(0) 0 |-1]01]O0
5 hour gt 17 0 0 |-11]0 0 0
6 hour eq any 0 0 0-1]01]0
7 hour 1t 9 0 0 00 |-11]0
8 hour in [9 to 17] 0 0 0] 0] O0]-1
9 op eq nbizhrs 0 0 1 1 1 0
10 op eq bizhrs 0 0 0 0 0 1




Fig. 6. A directed hypergraph for the subsystem

The hypergraph related to the subsystem is presented as an incidence matrix
(vide Table 3). Let the deformation during the knowledge acquisition phase
be introduced. The altered knowledge base could be described by hypergraph
where vertices 3 and 4 are modified as shown in the parentheses. Locally the
knowledge base is still valid: it is complete and there is no contradiction or
redundancy. However, consider the global scope: vertices 1, 2, 5, 6, 7 and 8 are
sources; vertices 9 and 10 are sinks. Demi-degrees (inner and outer) of other
vertices — 3 and 4 — should be greater than zero. Unfortunately, the vertex 4 is
deformed. Its inner demi-degree equals zero. There is no path from any source
to this vertex. It is an unreachable formula. Therefore, the knowledge base is
globally incomplete.

6 Concluding Remarks and Future Work

In this paper a graph-based representation for XTT2 rules is proposed. It is
aimed at the graph-oriented verification, which is a powerful solution to the
analysis of rule-based systems. It can be applied to provide global verification of
the XTT2 knowledge bases. In the paper a practical example is provided, and a
preliminary evaluation of the approach is given.

In the global verification of XTT2, formulas in precondition and decision
parts are transformed into vertices. Adequate hyperarcs are determined. The
analysis of hypergraph structure allows to detect unreachable and dead-end for-
mulas. This allows for a more efficient analysis of completeness of the rule base.

The research presented in the paper is work in progress. Detection of redun-
dancy or contradiction needs to examine paths in the hypergraph. This is a more



difficult problem than the analysis of structure of the hypergraph. The corre-
lation between vertices on a path needs to be checked. Therefore, this method
should be improved. Another important question is reconstructing the system
from the hypergraph. At the moment the transformation to hypergraph is not
entirely reversible. Yet another issue is the global inference support based on
the hypergraph structure. Apparently, in this approach the inference can be
optimized on both the table level and global level.
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