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Abstract. We study the design of secure protocols for efficiently verifying the re-
sults of queries on data structures that are outsourced to untrustedsseriiere
answers are processed over relational databases in the RAM mantehpfita-
tion. We introduce a new authentication framework that, by design andghrou
the new concept of query certification, aims at verifying the validity of thenaer,
rather than each step of the algorithm that generates the answer. @enfoek
efficiently reduces the authentication of general queries to that of sabership
queries, and provides sufficient conditions for achieving supesiefii answer
verification (in time asymptotically less than the time spent to answer the query)

1 Introduction

The emergence of cloud computing has introduced new datageament and dissem-
ination models, where data is typically processed by utedjsoften unknown, ma-
chines. In this distributed computing setting, we woule ltk assure users that compu-
tations performed in the cloud have the same output as ifilerg locally executed.

In this paper, we study the design of secure and efficienbpats for proving the
correctness of computations on data that is outsourcednmotesuntrusted servers.
Here, a data owner outsources a database to a third-papgnasr who answers in-
coming queries on it. Assuming that the responder magneouslyor maliciously
modify the query results, our goal is to augment the datactire and the associated
protocols so that end-users receive efficiently verifialotofs of the returned answers.

Verifying the output of algorithms has been the subject séegch in the context of
correctness checkingncluding work on the certification of programs, data stuves,
and graph and geometric algorithms (e.g., [6, 7, 17, 30])véil@r, these schemes do not
fully solve our authentication problem as they protect sisaity against implementation
errors.

Extensive research over the last decade has led to the gavehd of authenti-
cated data structurege.g., [20]), where a data structure is augmented with tlee us
of cryptographic primitives to store authentication imf@tion that allows to compute
proofs of answers to queries. Research has initially fatoeseauthenticated dictionar-
ies (e.g., [3, 10, 20, 29, 31]). Various authentication sobe have been proposed for
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database operations (e.g., [1, 5, 12, 15, 19, 21, 23, 25a88]jor geometric and graph
search problems (e.g., [13, 16, 26, 27, 34]). These scheprdy the results of spe-

cific types of queries using custom constructions whoserggads proved with ad hoc

methods.

Preliminary progress has also been made on the design ofgeaszal authentica-
tion techniques for searching in directed acyclic grapt®s 6] and verifying certain
search algorithms [24]. However, these methods share fl@vfog characteristics:
they operate in the pointer machine model of computatien @ueries involve searches
in linked data structures); they verify step by step the astajion that generates the an-
swer (i.e., the entire search path in the data structurel)ttegy provide solutions only
for the static case (i.e., no updates are allowed in the @dfaTkherefore, the resulting
protocols are usually less practical and possibly mordyctisin needed.

In this work, we propose an authentication framework thatjoles new techniques
for systematically buildingefficient and securdata authentication schemes. We de-
part from previous approaches by flBcouplinghe answer-generation process and the
answer-verification process irgeneralguery model ovedynamicdata; and (2) achiev-
ing the separationof the algorithmic and cryptographic components in the glesif
data authentication schemes. Our main result is that a \@grgl class of query types
can be authenticated securely and without loss of efficiency

We provide a formal definition for the problem of verifyingemy answers through
query authentication schemasa setting where the (honest) data owner and the (ma-
licious) query responder are distinct entities, and wharkusers do not trust (the au-
thenticity of) the answers to their queries. Aiming at gaheesults, we use the RAM
computational model as well as a general data type and quaaglnirhe central idea in
our framework is as follows: in contrast to approaches thttenticate the execution of
the algorithm that answers a query, we propose an answedlzgproach where only
the information that is necessary for the answer verificai8deing authenticated.

To achieve our goal, and inspired by certifying algorithmgy(, [7, 17]), we intro-
duce the concept afuery certificationwhich models answer verification in the client-
server model and in an information-theoretic sense (ihe,server cannot cheat the
client). In particular, a certification data structure fagquery type defines information
and corresponding algorithms that are sufficient to vehify¢orrectness of the answer
to any concrete query. We then identify the inherent refetiip between query certi-
fication and query authentication, and put forward a newagugr for data authentica-
tion. We show that for any query type, we can build an autiatdd data structure that
provides authenticated queries in the bounded computdtiondel (i.e., under some
hardness assumptions, the responder cannot cheat a ugies} bgsigning a certifica-
tion data structure for the same query type and then appsjingle cryptographic con-
structions to its functionality. Our framework thus acl@svmodularity by separating
the algorithmic from the cryptographic design considerati to build an authenticated
data structure, one can first simply design a related ceattiific data structure, which,
in turn, is automatically transformed into a query autheatton scheme.

Moreover, this transformation of a certification data stwee into an authenticated
data structure satisfies an important property: to verifiaaswer to a general query,
the authenticated data structure can only use a query digdtion scheme foset-
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membership querieshat is, protocols that verify membership in sets (acyahly
positive answers to these queries). To show this properyintwoduce the concept of
query reducibility in data authentication. Informally, way that query of typéd is au-
thentically reducedo query of typeB if a query authentication scheme fBrleads to

a query authentication scheme fér We thus show that any query problem over rela-
tional databases is authentically reduced to the fundaahset-membership problem in
a way that preserves efficiency. The usefulness of this temustems from the fact that
several efficient cryptographic constructions exist fdrreembership query authenti-
cation schemes, including Merkle trees [18], distributeerkle trees [9, 32], one-way
accumulators [4, 22], and authenticated skip lists [8, 81 32] and hash tables [29]).

Finally, our framework yields a method for achievisgper-efficientlata authenti-
cation, where verifying the answer is asymptotically faitan answering the query. In-
deed, although the above completeness result is proverrifying the query-answering
algorithm (thus extending previous possibility result§][fo general queries over dy-
namic data), we demonstrate that super-efficient ceriibicatructures exist for certain
query types. This allows us to exploit the computational tjep is often observed be-
tween answering a query and verifying its answer (see,[@2]), and to leverage exist-
ing results on correctness checking in data authentica@earall, super-efficient veri-
fication can be achieved in our framework by designing nevesefficient certification
structures, or by constructing new cryptographic priretivor optimal set-membership
verification, or by improving on both directions.

The rest of this paper is organized as follows. In Sectione&iniroduce certification
data structures, which model answer testability, a core@ptrin our work, and provide
a constructive proof of their existence. In Section 3, wecdbe query authentication
schemes. In Section 4, we present our main possibility teéoil data authentication
and, in Section 5, we present some applications of our framew

2 Certification Data Structures

A (structured)data setS = (£, R) consists of: (i) a collectio€ = {Ey,..., E;} of
sets of data elements such that, ToxK 7 < t, setE; is a subset of aniversel/;, and

(i) a collectionR = {Ry,..., Ry} of indexed sequences of tuples of data elements
such that, forl < i < k, sequenceR; = (R;[1],..., R;[m;]) consists ofmn; distinct
pi-tuples fromE;, x ... x Ej, wherel < j; < ... < jp, < tandp; < pfor some
integergp andm,;. Thesizen of data setS = (£, R) is defined as = 25:1 |E;|. Also,

we assume thdt k andp are constants (with respectt.

Our data model shares concepts from the relational databadel using indexed
sequences of tuples, i.e., each memBeof R is an array of tuples, where each tu-
ple can be indexed by an integer. Thus, very general dataiaagaon and algorithmic
paradigms are captured. For instance, a gi@ph (V, E) may correspond to data set
Se = (€,R), where€ = V andR consists of a single sequence of indexed pairs
representing relatio&’ (edges inz). More complex graphs, e.g., with edge directions,
weights, costs or associated data elements, can be refg@dgrappropriately includ-
ing new primitive data-element sets§nand corresponding sequencesidrdescribing
the structure of data elements as well as various relatiomsg them.
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A query operation)) s on data seb = (£, R) is a computable functio®s : Q —
Ag, where@ is the query space (the set of all possible quegie$ specific type that
can be issued abow) and.Ag is the answer space (the set of all possible answers to
queries onS drawn fromQ). Theanswerof a queryg € Q underQs is Qs(q) € As.

An elements € Ag of the answer space is tlwerrect answeffor queryq if and only
if Qs(¢) = a. The above description captures general query operatiordat sets
that are based on relations. The only requirement is thajaayy in the query space
is mapped to a unique answer in the answer space and that sswgracorresponds to
some query.

For example, iS¢ = (£, R) represents a subdivision of the plane into the polygons
induced by the vertices and edges of a planar g@gmbedded in the plane, tpeint
locationquery operation maps a point in the plane (query) to the un&ement of the
subdivision (region, edge, or vertex) containing it (angwe

Regarding the complexity of query answering, we only regjthat query operation
Qs is efficiently computable. Typically, functiofys is evaluated on query € Q
by an algorithm that operates ovSrthrough a data structure that supports queries
in Q. A query data structurd(Qs) for a query operatio)s : @ — Ag on data set
S = (€, R) consists of a structured data €5, R¢), such thatf ¢ £ andR C
R and an algorithmAnswer, which on input a query € Q and data setq, Rg),
returnsQs(q) € Ags in time polynomial inn and |¢| by accessing and processing
tuples inR. We write D(Qs) = (£g, R, Answer). Given input queryy, algorithm
Answer operates ovelS through the use oD (Qs): by processing relations iR,
Answer accesses relations i, evaluates conditions over elementsSimand produces
the answer.

For example, for the point location algorithm based on trercmethod [14], data
set(€g, Rg) represents a two-level search structure; here, datdset (£,R) in-
cludes information about the regions defined by the embegidar graplG.

A data setS is staticif it stays the same over time adgnamicif it evolves through
update operationperformed onS. An update operatiolg for S is a function that
given an updatg € ), Y being the set of all possible updates, results in changieg on
or more data elements &and one or more tuples iR. If S is static (resp. dynamic),
data set€q, Rg) can be constructed (resp. updated) by some algot@bmatrg (resp.
Update,) that runs on inpu#' (resp.S andy € ))) in polynomial time inn.

Our data querying model achieves generality by combinirgetkpressiveness of
relational databases with the power of the RAM computatiatdeh By using index-
annotated relations, complex data organizations areyeagtesented and accessed.
For instance, indirect addressing is supported by treatithgxes as a distinct data type
which is included irf. Thus, our model strictly contains the pointer machine rhode

We now explore the decoupling of query answering and ansesgfication. We
start by defining the notion ainswer testabilityformally expressed throughaerti-
fication data structureThis notion captures the following property in data quegyi
guery operations on any data set return verifiable answat<#m be tested to be cor-

! Unique answers are used without loss of generality as we can appetpaagment the query
space to include the index of the answer (according a fixed orderingyéwaish to obtain.
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rect given a (minimal) subset of specially selected refetiover elements of the data
set. In essence, queries are information-theoreticattyfiegl to return valid answers.

Definition 1 (Certification Data Structure). Let D(Qs) = (£, Rq,Answer) be a
query data structure for query operatidgds : @ — Ag on data setS = (£, R) of
sizen. A certification data structurr .S with respect taD(Qs) is a triplet C(Qs) =
((€c, Re), Certify, Verify), where(Ec, R¢), called thecertification imageof S, is a
structured data set an@ertify andVerify are algorithms with the following properties:

Answer tests: Oninput query; € Q and data seté€g, Rq) and(E¢, R¢), algorithm
Certify returns answen = Qg(g) and ananswer test, which is a sequence of
pairs (i, 7), each indexing a tuple?;[j] of R¢. Answer testr defines a subset
Re(T) € Re, called thecertification supporof answera.

Answer testability: On input queryy € Q, data set(é¢, R¢), answera € Ag and
answer testr, algorithm Verify accesses and processasly relations inR¢ (1)
and returns eithef (rejects) orl (accepts).

Test reliability: (i) Forall ¢ € Q, Verify(q, R¢, Certify(q, (€0, Rq), (c,Rc))) =1
(completenegsand (i) for all queriesq, answers:, and answer tests, whenever
it is Verify(q, R¢,a,7) = 1, we have that = Qg(q) (soundnesgs

Regarding complexity measures for certification data stmecC(Qs), we say: (1)
C(Qs) is answer-efficienif the time complexityf(n) of Certify is asymptotically
at most the time complexis(n) of Answer, i.e., Tc(n) is O(Ta(n)); (2) C(Qs)
is time-efficient(resp.time super-efficientif the time complexityy (n) of Verify is
asymptotically at most (resp. less than) the time compieRit(n) of Answer, i.e.,
Ty (n) is O(Ta(n)) (resp.o(T'a(n))); and analogously (3(Qs) is space-efficient
(resp. space super-efficient) if the space requiren$erit:) of (£, R¢) is asymptot-
ically at most (resp. less than) the space requirem&pin) of (£g, Rq), i.e.,Sc(n)
is O(Sq(n)) (resp.o(Sq(n))). If S'is static, data set€-, R¢) can be constructed by
some algorithnConstrg that runs on inputS in polynomial time im.

For simplicity, the above definition corresponds to theistaise. The dynamic
case can be defined similarly. Informally, an update alforit/pdate . is responsible
to handle updates in data sgtby accordingly updating’(Qs); that is, it produces
the updated set€/,, R(,) and, in particular, the set of tuples whéré, andR ¢ differ.
Algorithm Update additionally produces ampdate tesfas the answer test above, a set
of indices for tuples inR ¢) that validates the performed changes. Similarly, an wpdat
testing algorithmJpdtest, on input an update € ), setR¢, a set of tuples (changes
in R¢) and an update test, accepts if and only if the tuples coorespo the correct,
according tay, new or deleted tuples iR . Similarly, we can definepdate efficiency
andupdate-testing (super-)efficienfor C'(Qs), with respect to the time complexity of
Update andUpdetest, respectively, as they asymptotically comparé/taiate,.

Certification data structures introduce a new dimensiohénstudy of data query-
ing and answer validation. They support certification ofripgein a setting where the
notions of query answering and answer validation are cdne#ip and algorithmically
separated in a clean way. In particular, answer validasdrased merely on the certifi-
cation imagg&q, Re) of S = (£, R) (these two sets share tuples, possibly, through a
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subset relation) and not on gy, R) of the query data structure. Also, query certi-
fication dependsnly on the certification support of the answer, i.e., sulbsget).

We first prove that for every query type, there is an efficiemtification structure, a
completeness result showing that all queries can be cdrtifitnout loss of efficiency.

Theorem 1. Any query data structure for any query operation on a dataaskebits a
certification data structure that is answer-efficient, tigféicient, update-testing-efficient,
and space-efficient.

Proof. (Sketch.) We discuss the static case; the dynamic caseaiedr@nalogously.
Let S = (£,R) be a data set of size, Qs a query operation o and D(Qg) =
(€, Rq, Answer) a query data structure féps. We describe a certification data struc-
ture C(Qs) = (¢, Re), Certify, Verify) for S with respect toD(Qg). First we set
(€c,Re) = (Eg, Rg)- Algorithm Certify is an augmented version gfswer. Given
aqueryg € Q and set§€c,Re), (£q,Rq), Certify creates an empty sequencef
indices of tuples iR and then it rung\nswer on input(q, (£g, R¢)) to produce the
answerQs(q). Also, any time algorithmAnswer accesses a tuplg;[j] in R, algo-
rithm Certify adds(¢, j) to the end of sequence WhenAnswer terminates, so does
Certify, and returns the output= Qs(¢) produced byAnswer and sequence as the
corresponding answer test. Algorithvierify as an augmented version Afiswer oper-
ating as follows. On input a querye Q, set(é¢, R¢), an answer and a sequence,
algorithmVerify starts executing algorithfinswer on input(q, (£g, R¢g)) and checks
the execution ofAnswer subject to sequence That is, each timénswer retrieves a
tuple R;[j] in (Eg, Rq), Verify removes the first element efand compares it t¢i, j),
rejecting the input if the comparison fails. Whé@nswer terminates, the answer com-
puted byAnswer is compared with the answer provided as input: if the two amsw
agree (are equal) tharerify accepts its input, otherwise it rejects.

Completeness and soundness conditions are satisfied biyweimn. Finally, our
certification data structure is answer-, time- and spafieiesit. This follows from the
fact that for any inputsCertify andVerify do a total amount of work that is only by a
constant factor more than the work ®fiswer, thusT¢o(n) = O(Ta(n)) andTy (n) =
O(T'a(n)), and the fact that€c, Rc) = (g, Rg), thusSc(n) = O(Sg(n)). Observe
that each paifi, j) in the answer test is accessed in constant time. O

Certification data structures are designed to accompampasty data query pro-
tocols as follows: partyd possesses set§g, Rq) and (E¢, R¢) and runsCertify,
and partyB possesses sé€-, R¢) and runsVerify. The underlying outsourced set
S is controlled byB by creating update and query operations $orAlthough both
operations are performed dt B is able to verify their correctness. Thus, this setting
modelscertified outsourced computatioat any point in time,B maintains a correct
certification image oF, allowing verificationwithoutloss of efficiency, by Theorem 1.
Although its existential proof is simple (both parties axecthe same algorithms on the
same data) yet, its significance is justified by the following

1. In addition to showing that Definition 1 is meaningful, Bhem 1 proves théea-
sibility of answer testability for any computable quenya general querying and
computational model.
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2. Time super-efficient certification is in general feasitag., for range searching [12],
related SQL queries, point location, convex hull [17]), stsourced computations
remain meaningful. For instance, super-efficient certificefor point location can
be achieved using a trapezoidal decomposition of the sigbalivas the certifica-
tion image. In this setting, the answer test for a point limcatorresponds to a
trapezoid containing the point.

3. Using cryptography in the bounded computational modsh dertification can be
used to achievauthenticationand consistencyin third-party models andpace
super-efficiencyf certified outsourced computations in client-server nio¢sce
Section 5).

3 Authenticated Data Structures

We describe a general model for data authentication bydotimgquery authentica-
tion schemescryptographic protocols for verifying the results of gealejueries over
data sets. We extend certification structures to achievectniess validation (in a com-
putational sense) in a setting where the owner of a data &t ot control the data
structure used to answer queries. Instead, queries areeggtbly an untrusted, possi-
bly malicious, party, and answers are augmented with a preed to verify validity.

A three-party data querying modebnsists of &ourceS, aresponderR and auser
U, where: (1) sourcé creates (and owns) a dynamic data Setvhich is maintained
by query data structurB(Qs) for query operatio)s : Q@ — Ag on S; (2) responder
R storesS, by maintaining a copy oD(Qs) and some auxiliary information fas;
(3) usell/ issues queries aboftto respondeR by sending tdR a queryg € Q; (4) on
aqueryg € Qissued by/, R computes answer = (Qs(¢) and sendsa to{; (5) on an
updatey € Y for S issued byS, S andD(Q ) are appropriately updated yandR.

Definition 2 (Query Authentication Scheme)A query authentication scherfa query
operation@s : Q@ — Ag on setS is a quadruple of algorithmgG, Auth, Res, Ver) s.t.:

Key generation AlgorithmG takes as input a security paramefiét, and outputs a key
pair (PK, SK). We write( PK, SK') «— G(1%).

Authenticator. AlgorithmAuth takes as input the secret and public k&Y, PK), the
query spaceQ (or an encoding of the query type) and data Setf sizen and
outputs an authentication string and a verification structur®, that is(«, V) «
Auth(SK, PK, Q, S), wherea,V € {0,1}*.

Responder Algorithm Res takes as input a query € Q, a data setS of sizen and
a verification structureV € {0,1}* and outputs an answer-proof pajt, p) —
Res(q, S, V), wherea € Ag andp € {0,1}*.

Verifier: Algorithm Ver takes as input the public ke9K, a queryq € Q, an answer-
proof pair (a,p) € Ag x {0,1}* and an authentication string. € {0,1}* and
either accepts the input, or rejects, i.€0,1} — Ver(PK,q, (a,p), @).

Updates For the dynamic case, we additionally require the existeotan update
algorithm Authy; that complements algorithiuth and handles updates; namely,
Authy given update € ), it updates the authentication string and the verification
structure:(a/, V') « Authy (SK, PK,Q, Sy, a, V).
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We require two properties for a query authentication schereectnessandse-
curity. Correctness mandates that a verification algorithm shacdept valid answer-
proof pairs generated by the responder. Security dictatgs given any query issued
by U, a computationally bounded malicious resporRetannot compute an incorrect
answer and an associated proof such thatccepts this pair (thus, incorrectly validat-
ing a fake answer). In our three-party data querying modelagsume thal trusts
S but notR, and thatR always participates in the protocol (i.e., we do not conside
denial-of-service attacks).

Definition 3 (Correctness & Security). We say that a query authentication scheme
(G, Auth, Res, Ver) is correctf for all queriesq € Q, if (o, V) < Auth(SK, PK, Q, S)
and additionally(a,p) < Res(g,S,V), then with overwhelming probability it holds
that1 <« Ver(PK,q, (a,p),a) andQs(q) = a. We say that a query authentication
schemg G, Auth, Res, Ver) for query operation)s : @ — Ag on structured data set
S is secureif no probabilistic polynomial-time adversaryf, given any query; € O,
public keyPK and oracle access to the authenticator algoritihmth, can output an
authentication stringy, an answer’ and a proofy’, such that’ is an incorrect answer
that passes the verification test, thatds# Qs (¢) and1 < Ver(PK,q, (¢/,p), «).

We say that aorrectandsecurequery authentication schenié, Auth, Res, Ver)
for queries in query spada@ on a data sef constitutes amuthenticated data structure
for this type of queries. It is implied that, given an autheation stringa, for algorithm
Ver it holds that, for all querieg € Q, with all but negligible probability (that is
measured over the probability space of the responder #igorit holds that)s(q) =
a if and only if there existsp s.t. 1 «+ Ver(PK,q, (a,p), ).

4 Authentication Reductions

We now describe the main results of our work. First, we infi@the notion of re-
ducibility in data authentication by defining reductiongvileen query authentication
schemes. We then prove that the authentication of any qgergduced to the au-
thentication ofset membershigueries. In fact, we need to authenticate only positive
answers—that is, relatiosa, but not¢, is authenticated. Next, we present implications
of this result.

Using certification structures, we provide a general methagy for constructing
correct and secure query authentication schemes. Alsedhlas super-efficient query
certification, we develop a method for data authenticatibene only the information
necessary for answer verification is authenticated, andhsoéntire execution of the
search algorithm, which leads to a framework for the desfguthentication structures
with super-efficient verification.

Let QAS(Qs, S) denote a query authentication scheme (QASYJgrandS. Au-
thenticated reductions among QASs allow the design of a né® @&ing no other tools
but only what another QAS provides, in a way that preservegctmess and security.

In particular, letS and S’ be data sets)s : Q — Ag, Qs : Q' — Al be
query operations 0¥ and S’ respectively, and)AS(Qs,S) = (G, Auth, Res, Ver),
QAS(Q%,S") = (G',Auth’,Res’, Ver') be query authentication schemes &g on
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S and Qs on S’ respectively. We say thaDAS(Qs, S) is authentically reducedo
QAS(QYs,S"), if key generation algorithm& andG’ are identical,QAS(Qs, S) uses
the public and secret keys generatedtuyever explicitly but only implicitly through
black-box invocations of algorithm&uth’, Res’ andVer’, andQ AS(Qs, S) is correct
and secure whenevé}AS(Q%, S’) is correct and secure.

LetS = (£, R) be a structured data set a@g : Q — Ag be any query operation.
Let D(Qs) = (€q,Rq, Answer) be a query data structure f@ts. By Theorem 1, we
know that there exists a certification data structii(€)s) = ((Ec¢, R¢), Certify, Verify)
for S with respect taQs. Let Q¢ : Q(R¢) — {yes, no} be the set membership query
operation, where the query spa@¥R ) is the indexed tuples that exist R¢. As-
suming the existence of a secure and cort@dtS(Qc, R¢) = (G, Auth’, Res’, Ver’),
we constructQAS(Qs,S) = (G, Auth, Res, Ver), a query authentication scheme for
Qs andS, parameterized b@AS(Qc, R¢) for set membership queries.

Key-generation algorithm. Same a&/, thus,SK = SK’ andPK = PK’.

Authenticator. The authenticator algorithfAuth computes structured data st =
(€0, Re) of the certification structur€ (Qs) = ((E¢, Re), Certify, Verify) using
S andConstrc. ThenAuth runs algorithmAuth’ on inputSK’, PK’, Qc andRc.
Then,Auth outputs the paita’, V') « Auth’(SK’, PK',Qc, Rc).

Responder. The responder algorithiRes first computes the structured data sgts=
(€g,Rg) andSc = (¢, R¢) using S and algorithmsConstrg and Constrc.
Then, on inpuy, Sg andS¢ it simply runs algorithmCertify to produce its pair
(a, 7). ThenRes constructs the certification supp@®i- (7) of answera by access-
ing setR ¢ with the use of indices im. For every tuplet) in R¢, algorithmRes
runs the responder algorithRes’ on inputs(t), Rc andV’ to get(a’(t), p'(t)) «—
Res'((t), R, V') and, if (t1,..., ) is the sequence of tuples accessed in total,
Res creates sequengé = (p'(t1),...,p'(t|;))), setsp = (1,Rc(7),p’) and fi-
nally outputs(a, p).

Verifier. The verifier algorithmVer first checks if the proop and answer are both
well-formed and, if not, it rejects. Otherwise, by apprapely processing the proof
p, algorithmVer runs algorithmVerify on inputsq, R¢(7), a and 7. Whenever
algorithmVerify needs to access and process a tdple where(t;) is thei-th tuple
accessed byerify, algorithmVer runsVer’ on inputsPK’, (t;), (yes, p'(t;)) anda/
and if0 — Ver'(PK’, (t;), (yes, p'(t;)), '), algorithmVer rejects. OtherwiséVer
continues with the computation. Finalier accepts if and only i¥erify accepts.

We have thus constructedAS(Qs, S), whereQs is a general query operation of
set.S, parameterized b AS(Qc, R¢), whereQ¢ is the set membership query and
Rc is the certification image of with respect to the certification data structure in use.

Theorem 2. Let QAS(Q¢,R¢) be a correct and secure query authentication scheme
for set membership queries. Given any data$eind query operatior®) s, the query
authentication schem@AS(Qs, S) constructed above is correct and secure.

Proof. (Sketch.) We start by first discussing the correctness ptpp8uppose that
query authentication schenf&’, Auth’, Res’, Ver’) is correct. We want to show that
schemg(G, Auth, Res, Ver) is correct. This follows from checking that the verifiésr
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does not reject when given an answer-proof pair from theomedgrRes, for any query
issued inQ. Indeed, from the completeness property of the certificatiata structure
the answer testing algorithierify does not reject, and additionally the correctness of
(G',Auth’,Res’, Ver') guarantee thafer does not reject because of a rejectiorvey .
For the security we argue as follows. Suppose tBatAuth’, Res’, Ver') is secure. As-
sume that(G, Auth, Res, Ver) is not secure, then with non-negligible probabilRgs
responds to a query € Q incorrectly but stillVer fails to reject its input. Based on
the soundness property of the certification data structunsé, we must admit that it is
not Certify that cheats the verifier, that is, it is not the indices in seqer that cause
the problem, but rather the fact that algoritMarify runs on incorrect data. Then there
must exist at least one element verified to be a memb& @othat it is not authentic,
meaning that its index is correct but one or more of the daehts in the tuple have
been (maliciously) altered. We thus conclude that for adtleae query the verification
algorithmVer’ of query authentication schen@’, Auth’, Res’, Ver’) failed to reject on
an invalid query-answer pair, a contradiction. ad

Theorem 3. For any query operatior)s on any data seb, there exists a secure and
correct query authentication scheni® S(Qs, S) based on a certification data struc-
ture C'(Qs).

Proof. It follows from Theorem 1, Theorem 2 and the fact that theiistesecure query
authentication schemes for membership queries. O

By Theorem 3, all query operations can be authenticatedeithifee-party authen-
tication model given a corresponding certification struetwvhich can be constructed
for query problems from the query data structure (Theorer®)j results hold for the
RAM model of computation, which strictly includes the p@nmmachine model. Our
framework can be further extended to super-efficient vattiir), as described in the
following theorem.

Theorem 4. Let S be a data set an@; be a query operation of. If there exists a
time (space) super-efficient certification data structure@ s, then there exists a time
(space) super-efficient authenticated data structurefor

5 Applications

We briefly overview applications of our framework. In the bded computational
model, we can achievstorage outsourcingwhere the certification imag&€c, R¢)
of a data sefS is stored by an untrusted entity. Consider a certificaticta d&ructure,
where partyA (server computations are outsourced to) rGasify and partyB (client
data originates from) run¥erify. It is possible forB to store only a cryptographic
commitment of(é¢, R¢) and still be able to verify its integrity throughout a seraés
updates on an initially empty st We refer to this property aonsistencydata source
B checks that any update ¢f and thus o{éq, R¢), is in accordance with the history
of previous updates. The idea is to use cryptographic priesite.g., hashing) that pro-
vide commitments of sets, subject to which membership caseberely checked. The
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following result finds applications to cloud storage, wheerdient (small computational
device,B) uses space super-efficient protocols to check the inyegfitiata stored at
an untrusted server().

Theorem 5. In the bounded computational model, any certification datacsure can
be transformed to a consistent client-server data outsngrecheme with constant-
space storage at the client.

This result can be used to extend the construction of Sedtjomhere the data
source stores the certification image, while the resporitees the data set and the
certification image (partieB and A in our previous discussion). Using Theorem 5, the
data source can outsource the certification image to th@megp and still be able to
check the data correctness and consistency, using cosgtace (similar to [2]).

Theorem 6. For any query operatiord)s on any data seb, there exists a secure and
correct query authentication scheni S(Qs, S) based on a certification data struc-
ture C'(Qs) such that the source uses constant-space storage.

Finally, applying our results to the peer-to-peer Merkketrealization [9, 32] (a
distributed authenticated dictionary that provides a sedistributedquery authentica-
tion scheme for membership queries), we obtain that alligeean be authenticated
with a responder implemented over a distributed peer-&r-petwork.

Theorem 7. For any query operation on data sets, there exists a queryemiication
scheme with a distributed responder and with constant-esptarage used at the source.
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