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AHHOTALIMA

Hu 0as1 Kozo He cekpem, umo 8 COBPEMEHHOM Mupe KubepnpecmynieHus aKkmueHo
paszsusaromcs. OdHoli u3 IT-cdhep, komopwle nodeepiceHbl amakam, sieasemcs cpepa
uHmepHem meaegoHuu. Cemesvle A08YWKU S8/AHOMCS OMHOCUMEALHO HOBbIM CNOCOOOM
60pb6bl C NOCMOSIHHO PA38UBAOWUMUCS cyeHapusmu amak. Cemegas Jo8ywKka (oHA e
honeypot) - amo cucmema, npedcmasasrowas u3 cebss NPUMAHKY 0151 310yMblul1eHHUKA. OHa
06bIYHO COCMOUM U3 KOMNboMepa, NPo2pamM U UHGopMayuu, Komopble Mecme CUMYAUPYOM
nosedeHue peaavbHolU cucmembl, seadwwelicas uvacmvlo cemu. /JJo6pocogecmHbIM
Nno0/16b308aMeAAM HemM CMbICAA NOOKAIYAMbCSI K makol cucmeme, noamomy Hab.1odeHue 3a
nonbimKamu noJay4ums 0ocmyn K J08ywke U dKmMugHOCMbl0 8 Hell n038o./sem hoJyvyumsb
ceedeHusi 06 ypoeHe yz2po3 peasvbHoU cucmeme. HH@opmayus, noayveHHAs 8 pe3yabmame
pabomul N108YWKU cemeabiX CAYHC6, cucmemamusupyemcsl U aHaausupyemcs. B pesyremame
aHAU3a MOXCHO c0enamb 8b1800 0 cmaduu pazgumusl a.120pUMmMmo8 amak Ha Mom nNPomokKo
uau cucmemy, komopas 6bi1a hodmeHeHa J108YywkKol. B cmambe o6cyxcdaemcsi 0nacHOCMb
cemesblx amak Ha CAYyxcobl, uchoabsyroujue SIP npomokos. Imom npomokoa sieasemcs
NpPoOMOKO/A0M YCMAHOBAEHUS CecCuu 8 cucmemax uHmepHem mesaegoHuu. Paccmampusaromes
nonyssipHsie honeypot-108ywku, pabomarowue no 3momy NPomoKo.J1y, d makxice onuUcsI8aemcs
a/szopumm u peaaudayusi co6cmeeHHol 108ywKuU. B kauecmae cepsepa uHmepHem mesiegoHuU
8bl6paHO npoepamMmHoe obecheueHue Asterisk, pabomarowjee Ha OC Linux.
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ABSTRACT

Everybody knows that there are a lot of cybercrimes that actively develop in modern world. One
of the IT sphere that prone to cyberattacks is internet telephony sphere. Honeypot is a new way
of fighting against cybercrimes in this sphere. Honeypot is the system that attracts malefactors.
It usually consists of computer, programs and data which simulate real system behavior. There is
no need for honest people to contact with such system, that’s why monitoring of attempts of
getting an access to a honeypot and the activity in the system help to get an information about
the level of the danger in the real system. As a result of honeypot activity the information is being
systemized and analyzed. So you can make a conclusion about the level of attack algorithms on
any protocol or system, which has been replaced by honeypot. This protocol describes the
algorithm of session initiation in internet telephony systems. In the article the danger of SIP
service attacks is discussed. The most popular SIP honeypots are reviewed, the algorithm and its
realization are represented. Software Asterisk compatible with operation system Linux works as
the server of internet telephony.

* Tpyasb! XI MexxaAyHapoAHOM Hay4YHO-NIPaKTHYeCKOW KOHpepeHnun «CoBpeMeHHbIe
nHopManuoHHble TexHoa0oruu U UT-o6pasoBanne» (SITITO’2016), Mocksa, Poccus,
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B nocsegHee BpeMs honeypot'sl mosiyduivu MIKPOKOe pacnpocTpaHeHHe B it-cdepe. Honeypot
(ioBy1IKA) - 3TO CUCTEMA, MPeJCTABJSAIOIAsA U3 cebs MPUMAaHKY /JJisl 3JI0yMbllJIeHHUKOB. OHa 0GBIYHO
COCTOUT U3 KOMIIBIOTEPA, IPOrpaMM U MHPOpMaLUK, KOTOpble BMeCTe CUMYJIUPYIOT OBe/leHHe peaslbHOU
CUCTEMBI, SIBJISIOILENCS YaCThIO CETH.

Jlo6GpPOCOBECTHBIM MOJIb30BATE/ISIM HE UMEET CMbIC/IA MOAKIYATLCS K TAKOH CUCTEME, T03TOMY
HabJio/ileHe 3a MONbITKAMU MOJYYUTh JOCTYI K JIOBYIIKE U aKTUBHOCTBIO B Hell N03BOJISET 0Jy4aTh
CBe/leHHUs 06 YpPOBHE yTpo3 peajbHON CUCTEMBI.

[locne a”anu3a cobpaHHOW WHPOPMALMHM IO MOAKJIOYEHHUAM K JIOBYIIKE MOXHO IOJIyYUTh
NpHUMepHbIE METO/bI, KOTOPbIE UCIOIb3YIOT 3JI0YMBILIJIEHHUKH IPU MONBITKE B3JI0Ma CUCTEMBI, & TAKKe
pa3paboTaThb CBOU pelleHHs NPOTUBOAENCTBUS JaHHBIM METO/AM.

CyuiecTByeT /jBa BO3MOXXKHBIX METO/a CO3/IaHUs JIOBYIIKH: co3JaHKe honeypot Ha Bbl/ieJIEHHOM
cepBepe M 3MyJHpPOBaHHE JIOBYUIKU IPH MOMOLIM BUPTyasJbHOW MaiiuHbl. Honeypot, co3aHHbIN Ha
Bbl/IeJIEHHOM CepBepe MaKCHMMaJbHO TNPUOJMKEH K CHCTEeMe, OJHAKO B HEKOTOPBIX CJAydasx
1[esiecoo6pa3Hee MPOBECTH IMYJISALIMI0 honeypot'a. B KOMIaHUsAX ¢ 0GIIMPHON CETEBOM apXUTEKTYPOH Kak
MpPaBUJIO HCIOJb3YIOTCS BblJleJIeHHble CepBepbl C IpeJHAMEPEHHO [OMyleHHbIMHU OIIMOKaMH B
KOHQUTYpalU CUCTEMBL. JTH OUIMOKH [TO3BOJISIIOT 3aMaHUTh B3JIOMILUKOB B JIOBYLIKY. [1]

B paMkax JaHHOH CTaTbU NPOBOJUTCS ONMCAHHE Ipoliecca pa3paboTKH JIOBYIIKH Ha 6Gase
nporpaMMHOro obtecrnedeHusi Asterisk, moazep)KHMBamILero MPOTOKOJI YCTaHOBJeHHs ceaHca SIP u
Npe/CTaBJISAIOIIEr0 U3 cebsl MPOrpaMMHOE pellleHHe aBTOMAaTUYeCKOH TesiepOHHOM CTaHLUHU.

KubepnpecTynieHuss B 06J1aCTU KOMIIbIOTEPHOU TesieOHUM BCce HAGUPAIOT MOMYJISAPHOCTb, U
HauboJiee pacpoCcTpaHEHHbIM CLieHapHeM aTaKu B JaHHOU cdepe sIBJISAI0TCS 3BOHKU Ha [JIaTHbIE HOMepa.

OnuceiBaeMasi JIOBYIIKA MpeJCTaBJIsIeT U3 ce6sl cepBep € YCTaHOBJIEHHBIM Ha HEM IPOrPaMMHbBIM
obecrieuenueM Asterisk U BbICTaBJIEHHBIM B UHTepHeET IP-a/ijpecoM. 3/10yMblIIEHHUKY, UCIOIb3YIOLHE
Bblllle OGrOBOPEHHBIN CIleHapUil aTak{, CKaHUPYIOT HWHTEpHET Ha HaJjuyue [P-afpecoB mofo6HBIX
cepBepoB. [loc/ie HaxoX/IeHUs TaKOT0 a/ipeca, 3/I0yMbILUIJIEHHUK MOJKJII0YaeTCcs K CEpBepy U uepe3 Hero
coBepIlaeT 3BOHOK Ha IIJIATHBIN HOMep.

Pa3zpaboTaHHas JIOBYIIKA He IlepeHaNnpaB/iseT TaKol BbI30B Ha 3alpalllBaeMbli aZipec, a JULIb
cobUpaeT CTaTUCTHKY 110 3BOHKY, 3alUChIBasi ee B 6a3y JaHHBIX. [1o pe3ysbTaTaM paboThl TAKOW JIOBYLIKU
OyzeT cobpaHa CTATHCTHKA 3BOHKOB, HA OCHOBE KOTOPOI MOXXHO OYZIET ONpeieJINTh HOBbIE CITOCO6OBI aTaK
Ha CUCTeMbl KOMIIbIOTEpHO! TesiepOHMY, a TaKKe MO/IepPHU3UPOBATh CBOIO CUCTEMY JJIsl 3a1{UThI OT HUX.

SIP - mpOTOKOJ1 YCTaHOBJIEHUS CeaHCa, COAep KAl aJrOPUTMbl YCTAaHOBJIEHUS U 3aBeplIeHUs
ceaHca OOLIeHUs] MeX/Jy ABYyMs MOJb30BaTeJsAMU. [[pOTOKOJI ONKUChIBAET aJITOPUTMBI, 32 CYET KOTOPBIX
KJIMEeHTCKOe MPUJIOXKEHHEe 3alpalliuBaeT pa3pelleHre Y YAaJeHHOro KJIMEHTa Ha yCTaHOBJIEHHE C HUM
COeIMHEHUsI 110 YHUKAJIbHOMY MMEHH y/laJIeHHOT O KJIHeHTa.

SIP cmpoeKTHpOBaH [Ji TOro, YTOObI 00ECHeYHUTb KOHTPOJIb CECCHUU [IJIi TOJIOCOBBIX U
MyJIbTHMe/Ja COeJMHEHNH B CeTAX C NaKeTHOM Nlepeiayeld JaHHbIX. [[puMep ycTaHOBJIEHUA COeJMHEeHUs
MeX /4y AByMs KJIMeHTaMu nocpeactsoM SIP npoTokosa npeAcTaBJieH Ha pUCYHKe 1.
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Puc. 1 - Bsaumodeticmeaue mexcdy 08yMs KaueHmamu ¢ yCmaHog/AeHuemM U OKOHYaHuem ceccuu npu nomouwju SIP
npomoko.a
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UA1 (User Agent 1) xouet co3zaTb ceccuto ¢ UA2. [lna atoro oH orceuiaeT BTopoMmy INVITE-
coo01eHH e, Tpe/JIOKEeHUE TPUCOEJUHUTHCS K CECCUU.

Janee y UA2 HaurHaeT 3BOHUTB TesiedpoH, nHPopMalus 06 aToMm npuceliaetcss UAL B makeTe 180
Ringing. Ecsiu UA2 oTBevaeT Ha BbI30B, TO IakeT ¢ UHPOpMalMel 06 yCIeIIHOM COeJUHEHUH OTChLIAaeTCs
nepBoMy noJsib3oBatesto. UA1 ornpassser ACK makeT, KOTOpbIM OMOBEIAaeT BTOPOrO O TOM, YTO OH
YCIEIHO NPUHSJ Npeapiayliee coobuieHde. Tak ke B 3TOM IaKeTe OTCHLIAIOTCS OKOHYATeJbHbIe
napaMeTpbl COe/JUHEHHS.

Korza ofuH 13 noJib3oBaTe el KJaieT TPYOKY, BTOpoMy oTcbliaeTcs nakeT 180 Bye. OTBeToM Ha
3TOo cayKuT coobienue 200 OK. Ceccusi okoHueHa. [2]

Asterisk - 6ecrnyiaTHoe mporpaMMHOe obGecreyeHue, O3BOJISIIOLee OPraHM30BaTh Ha CepBepe
UPPOBYI0 aBTOMATUYECKYIO TeslepOHHYIO CETh C LIMPOKHUM CIIEKTPOM BO3MOXKHOCTEM.

Asterisk B koMmekTe ¢ HeoOGXOAUMBIM 060pYyAOBaHMEM 006/1aZjlaeT BCEMH BO3MOXKHOCTSIM
KJIaCCU4YeCcKOM aBTOMaTH4YeCKO! TesieGOHHOUM CETH Y NMPeOCTaBJIsIET M10JIb30BaTeN0 60raTble QyHKIUU
ynpaBJ/ieHUsI 3BOHKaMHU.

Asterisk cusbHO oTiMyaercsi ot kisaccuyeckux ATC. B TesedoHHON ceTH, NMOCTPOEHHOH
nocpeacTBoM Asterisk’a, Bce BxoAadlihe W HCXOASAIIME BbI3OBbI 00pabaTbIBAKOTCA MPH IMOMOINU TakK
Ha3biBaeMoro dialplan’a (ms1an Ha6opa).

[lnaH Habopa - cepale Asterisk’a, CKpUIIT, KOTOPBIH MOAPOOGHO ONMKUCHIBAET YIIPABJIeHHE TOTOKOM
3BOHKOB, NPUXOJAIUX Ha cepBep. [Ipu nmoMoly njaHa Habopa MOXHO 3aCTaBUTb CeEpPBep IMepechblIaTh
3BOHKH C OJIHOr'0 abOHEeHTa Ha Apyroro, OpraHU30BaTh roJI0COBOE MEHI0, Ipe/jlaramliee MoJab30BaTEeI0
Ha)KMMaTb KHOIIKU Ha CBoeM TeJsiepOHe B 3aBUCMMOCTH OT €ro BbIOOPA, a TaKXKe ONTUMU3UPOBATh paboTy
aBTOMaTH4eCcKoH TesleOHHOU CTAaHIUU B COOTBETCTBUH C TPe6GOBAaHUSAMU OpraHU3aliy, UCII0/Ib3YIOL el
cepBep Asterisk, a Tak:xe MHOT0€e JpyToe.

[10 nopaep>kuBaeT cjieAyrouide NpoTOKOJIbI:

* SIP (mpoTOKOJI YCTaHOBJIEHUSI CeaHCa, ONUCBHIBAET AJrOPUTMbl YCTAaHOBJIEHUS U 3aBepLIeHUs
ceaHca OOIeHUs MEX/Y ABYMS [10/1b30BaTEJISIMHU );

*  H.323 (comep>XuUT HabOp CTAHJAPTOB, HEOOXOAUMBIX JJIS llepejayd MyJIbTUMea-TaHHbIX);

*  MGCP (mpoTOKO0J1 KOHTPOJISI MeUAILIIO30B);

* 1AX-2 (npotokosn o6MeHa Voice over IP gaHHBIMM MeX/Jy HECKOJbKHMU BUPTyaJbHbIMH ATC

Asterisk);

* OSP (mpoTokos, ucCHnoJb3yeMbld MNpoBaiifiepaMu /i aBTOpU3alMW NpU npuMeHeHuu SIP-

TesepOHUH).

Asterisk MoxeT pa6otaTh npakTudyeckd Ha Jito60i OC Linux, a Tak)ke Ha HEKOTOPBIX APYyrux
OTNEepalMOHHBIX CHUCTeMaX. Kpome Toro, CyuecTBYIOT TOTOBble JUCTPUOYTHUBBI, COZAepKalive
OTEePaLMOHHYIO CUCTEMY, CKOMITUJIMPOBAHHBIM ACTEPUCK U CTaHJAPTHYIO KOHpUTypaluIo.

Hanpumep, OC AsteriskNow - oneparmonnas cucteMa Ha 6a3e Linux CentOS, BkJitoyarwinas B ce6s
npe/yCTaHOBJEHHOe TMporpaMMHoe obecrnedyenue Asterisk M mnpefHa3HayeHHas [Jig  GbICTPOro
pa3BepThIBaHUS BUPTYaJIbHON aBTOMAaTHUYeCKOU TesiehOHHON CTaHLUM Ha IEPCOHAJIbHOM KOMIIbIOTEpE.

KaHasnb!l B Asterisk npeacTaB/isitoT co60¥ BHEIIHUE UJIM BHYTPEHHUE COEJUHEHHS, 10 KOTOPbIM
BbI30BbI JIOCTABJISIIOTCS [0 CepBepa C MPOrpaMMHbIM obecrnedyeHueM. KaHaioM MoXeT SBAATBCA Kak
BUPTYyaJIbHOE COe/iJMHEHHE, TpeHa3HauYeHHOe /151 06LeHUs IOCPeICTBOM HHTEPHETa, Tak U GU3NIecKoe
coeviHeHUe C TesiepOHOM WU TeslepOHHOU CeThIO.

KaHasibl HacTpauBalOTCs NPY MOMOIIU 106aBJIeHHsI HOBBIX 3aNUcell B KOHQUTYyPaLMOHHbIN daila
sip.conf.

[Ipexxae 4yeM Mbl epedTH K 06CYXK/JeHHUI0 IJlaHa Habopa Asterisk’a B mosHoM o6beMe, GyJeT
[0JIE3HO NPUBECTH IPUMep B3aUMOAENCTBUS Mexay ¢aijoM KoHPuUrypauuu kKanaJjoB (sip.conf) u
dialplan’om (extentions.conf).

Dialplan siBsisieTcs cepaneM cucteMbl Asterisk: OH KOHTPOJIMPYeET BCIO JIOTUKY MOAKJJIIOYEHHUH 110
JII06bIM KaHasaM. To eCTb UMEHHO OH ONKCHIBAET NOPSAJO0K AeHCTBUM CUCTEMbI IPH BXOAALIEM 3BOHKE OT
BHELIHEro NpoBaiepa, 1M60 Npy 3BOHKE Ha MeX/IyHAapOJHbIN HOMep U T.[.

BzaumogelictBue Mexay ¢aitamu sip.conf u extentions.conf gemMoHCTpUpyeTcsi Ha pUCYHKe 2.
Korpa BbI30B npuxoauT Ha Asterisk, sip.conf uienTudunupyer ero K onpe/ieJieHHOMY KaHaJy, IPOBOAUT
ayTeHTH(UKAIMIO BbI30Ba U OlpeessieT TouKy Bxoja B dialplan. [lanpHeias MapuipyTusanus BbI30Ba
MPOXOAUT B COOTBETCTBUU C daiisoM extentions.conf.

Dialplan (nms1aH Ha6opa) - onvcaHue JOTUKHA MapIlpyTHU3aLUu TesiepOHHBIX 3BOHKOB. HoMepHoM
IJIAaH COZIEPKUT MOAPOOHOE M3JIOXKEeHNE JeHCTBUN CUCTEMBI IIPU NMPOX0XKJEHUH BXOAALIUX U UCXOASAIMX
3BOHKOB 4epes cepBep ¢ ycTaHoBIeHHbIM [10 Asterisk Ha HEM.
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sip.conf extentions.conf

[exapm1] =$ [local]
context=local exten => ...

Puc. 2 - Bsaumodeticmeue medxcdy sip.conf u extentions.conf [3]

[lnan ©Habopa pa3bUT Ha CeKLUM, HasblBaeMble KOHTeKcTaMu (contexts). KoHTeKCThI
NnpeJoTBpallaloT B3auMOJeNCTBUEe Pa3IMYHbIX yacTel dialplan’a apyr ¢ gpyrom.

Hanpumep, f1s1 06paboTKH 3BOHKOB C TOPO/ICKOr0 HOMEpPA U C BHYTPEHHEr0o HoMepa KOMIIaHUU
HY’KHO [IPU/IEP>KUBATHCS PA3/IMYHbIX JIOTHK. JIoTHYHee pa3HEeCTH 3TU aJITOPUTMBI [10 pa3HbIM KOHTEKCTaM
BHYTPH OJHOTO IJIaHa Habopa.

CTporo roBopsi, KOHTEKCTbl HY>KHbl JJI1 BbINOJHEHHsS] OCHOBHBIX QYHKLHMH aBTOMaTHYECKUX
TesiepOHHBIX CTAHIUH:

* bBesomacHocTb (Bo3MOHOCTb HacTpouTh dialplan Tak, 4TO6GbI UL OrPAaHUYEHHBIA KPYT JIUILL

HMeJI IOCTYI K OIlpeJieJIeHHOMY CIUCKY QYHKIMN);

*  CnuckH goctyna (BO3MOXKHOCTb 3aHOCUTD B UYePHBIE CITIMUCKU HEYT'OJHBIX BaM a60HEHTOB);
* MapupyTusanus BbI30BOB (OmpejesieHHe MaplipyTa /Js Bbl30Ba B 3aBUCHMOCTH OT

BbI3bIBA€MOT'0 Aa00HEHTA);

*  /lHeBHOW /HOYHOMU peXUMbI PabOThI (BO3MOKHOCTb U3MEHATh pexkUM pa6oTel ATC B 3aBUCHUMOCTH

OT BpEMEHHU CYTOK).

KakZipIlil KOHTEKCT MOXET BKJIIOYAaTb B ce6sl HeorpaHMYEHHOe KOJMYeCTBO TaK Ha3bIBaeMbIX
3KCTeHIIEeHOB (extentions).

JKCTEeHIIEH olpe/ie/isieT YHUKaJbHYI0 CEPUIO I1aroB, KOTOPBIX OyAeT NpuiepKuBaThcs Asterisk,
06pabaTbiBasi BbI30B, IPUHAAJIEKAUN JAHHOMY KOHTEKCTY.

CHHTaKCHUC 3KCTeHIIeHa

JKCTeHIIIEeH B IJIaHe HA60pa HAUMHAETCS CO CeyIolied KOMOMHAIUU CHUMBOJIOB:
exten =>

3a Hel UJeT UMA WJIM HOMep 3KCTeHleHa. B TpagunuoHubix ATC aHaj0roM 3TOro UMeHU MOXKET
MOC/TYKUTb TesleQOHHBbIA HOMep. B Asterisk’e posib MMeHU MOXET UT'PaTh KOMOUHALUS U3 YUCEN U OYKB.

Kaxkip1ii 11ar B 3KCTeHIleHe BKJIIYaeT B ce6si TPU KOMIIOHEHTA:

*  HWMda uau HOMep 5KCTEHIIEHa;
* [lpuopuTeT (KaXkJbli 3KCTEHIIEH MOXET CO/lep>KaTh HECKOJIbKO 1IAroB, TOPsAKOBbIM HOMED 11ara

Ha3bIBAETCS €ro IPUOPUTETOM);

* [lpunoxeHue WM KOMaH/|a, KOTOpas BBLINMOJHSETCA HA 3TOM Iuare. B ckoOGkaxX yKasbIBalOTCS
napaMeTphl, lepeilaBaeMble KOMaH/e, eCJId OHU HEOOX0JUMBI.

KoHcTpyKkuus mara B sKCTEHIIEHe:
exten => UMs, NPUOPUTET, NpUioKeHue()

Kaxxioe npusioxkeHre (KoMaH/1a) NpeCTaBsAET U3 cebs Kakoe-JM60 JelCcTBHe HaJl KaHAJIOM, 110
KOTOpPOMY NMPOXOJUT BbI30B. HanmpuMep: npourpeiBaHre My3bIKaJbHOH JOPOKKH, TOUCK UHGOPMALIUU B
0a3e JaHHBIX, YyCTAaHOBJIEHHE KaHaJIa, COPOC BbI30BA U TaK JlaJiee.

[IpocTteiimuit npumep dialplan’a:

EXTEN => 20, 1, ANSWER()

EXTEN => 20, 2, WAIT(5)

EXTEN => 20, 3, PLAYBACK(GREETING)
EXTEN => 20, 4, HANGUP()

Ciefiyst mepBOMY NIPUOPUTETY IKCTEHIIIEHA, Mbl OTBEYAaeM Ha BXOZALIHMH BbI30B, flaJiee Mbl X/1eM 5
CeKyH/J corjiacHo koMaH/e Wait c aprymMmenToM 5. 3aTeM NpoUrpbiBaeM MeJIOIMIO C Ha3BaHUeEM greeting u
pa3pbIBaeM coeJJMHEHHE.

[locTpoeHHBIN BbIlle IJIaH Habopa Bcerja BbINOJIHAET OJHU U Te e JeHWCTBUS IPU BbI30Be
3KCcTeHIIeHa o HoMmepoM 20. B GOJIbIIMHCTBe MJIaHOB Habopa TpebyeTcss Hajd4uuve 6oJiee CJI0KHOU
JIOTMKH, ONUpalolleiics Ha BBOJE CUMBOJIOB a6OHEHTOM.

Komanga Goto() ucnosib3yeTcss AJi1 OTHPaBKM 3BOHKAa B JPYyrylo 4acTb AuajnajHa. KomaHpze
NepeslaloTcsl apryMeHThl: KOHTEKCT, JKCTeHIIeH, MPUOPHUTET, KOTOpble ONpeJesiioT TOYHOEe MeCTO
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cJleflylouiero mara.
[Ipu BbI3OBe sKCTeHIleHa 21 3BOHOK Oy/eT MepeHamnpaBJsATbCS HAa Ha4yaJbHbIA 3KCTEHIIEH B
KOHTeKcTe Menu.
EXTEN => 21, 1, GoTo(MENU, MN, 1)
[MENU]
EXTEN => MN, 1, ANSWER()

AHa/1M3 cylecTBYIOIIMX JIOBYIIEK JJIA NPOTOKoJia SIP

llesbto co3anus JioByLek B VoIP ceTsix siBasieTcs MOHUTOPUHT M aHAJIM3 3JI0BpeIHOr0 TpadHUKa.
Tpaduk HabrOAaEeTCA NPU MOMOIIM Habopa CrHelyaJbHbIX NMPUJI0XKEHUH, KOTOpble MOTYT CJAeAUTh 3a
pa3JMYHbBIMU acnekTaMu HHOpacTpyKTyphl [P-Tenedonun. [lopoGHbIe TPUJIOKEHUS HA3bIBAIOTCS
honeypot’amu. Ucnosib3oBaHue honeypot'oB faeT MHOro HHGOPMALIMK 00 aTaKax Ha peasibHble CUCTEMBI
6e3 yrpossl [y HUX. AHaJIU3 MHPOpPMaluy, NOJTy4eHHON NPY MOMOIILY JIOBYIIEK, ABJSETCS KJIYeBbIM
MOMEHTOM /JJIs1 YIYYIleHHUs CYLeCTBYIOLUIMX MEXaHU3MOB B HHpacTpykType IP-Tenedonum.

JloByiika Artemisa MoXeT ObITb BCTpoeHa B Jyito6yto VoIP cucreMy, koTopas ucnosb3dyet SIP
MPOTOKOJI. B 3TOM cHcTeMe oHa urpaet posb o6bl4yHOro SIP TesedoHa. IKCTeHIIEH, 06pabaThIBAKIIUN
3BOHOK Ha TeseQOH-JIOBYIIKY, JO/KEH HAxXOAUTbCS B JUaNa30He 3KCTEHUIEHOB, HCI0Jb3yeMbIX
peasibHbIMU OKOHEYHBIMH YCTPONCTBAMH, 3TO HY»KHO /IJI51 TOTO, YTOGbI 3aMaCKUPOBATh JIOBYIIKY.

[Ipu BbI30BE OZJHOTO M3 3KCTEHIIEHOB, aCCOLMMPYEMBbIX € Artemisa, JIOByIIIKa TPUHUMAET 3BOHOK
Y B TO ’Xe BpeMs HauMHaeT aHaJIM3UpPoBaTh Bxojsiiee SIP coobuienue. Janee Artemisa kaaccubuuupyert
3BOHOK U COXpaHseT pe3y/bTaT /i JaJbHeNIIUX UCCAe,0BAHUN CUCTEMHBIM a/[MUHUCTPATOPOM.

CoobuieHre kJyaccuduIUpyeTcs CAeAyoLUM nyTeM. B HayaJie JIOByLIKa MILET COBIAJEHUS C
XOpOIIO M3BECTHBIMU aTaKaMHU. 3aTeM OHa NpoBepseT MMeHa AoMeHOB U SIP mopThl Ha aTakyrouien
cTtopoHe. HakoHel, nporpamMMa npoBepsieT noay4deHHbId RTP noTok. [4]

JlaHHas nocse0BaTeNbHOCTD JJeUCTBUM T03BOJIsIET TPOrpaMMe KJaCCUPULIUPOBATh 3BOHOK. [4]

Crenyroas yioByuika, Dionaea, He HyxxiaeTca Bo BHelHeM VoIP cepBepe. OHa npocTo oxxuJaeT
ao6oe SIP coobiieHrWe U MbITaeTCs OTBETUTb Ha Hero. JloByuika mopzaep:kuBaeT Bce SIP 3ampocer
(REGISTER, INVITE, ACK, CANCEL, BYE, OPTIONS), a Takxe npoTtokoJs RTP. Becb Tpaduk oTciexxuBaeTcs,
JIOTY COXPAHSIOTCS B 6a3y AaHHBIX. [5]

Pa3pa6oTKa apXMTEKTYPbI JIOTUYECKON JIOBYIIKH

[IpuMepHas cxeMa apxXUTEKTYpPbI OyAy1L el JTornyecKoH JIOBYIIKU /1151 IpoToKoJ1a SIP u3o6pakeHa
Ha PUCYHKe 3.

[Ipy ckaHMpPOBAaHUY MHTEpPHETA 3JI0YMbIIIJIEHHUK 0OHAPY>KUT OTKPBIThIM MOPT HAIllEro cepBepa,
MOAKJIIOYUTCS K HEMY M COBEPUIMT 3BOHOK HAa ILJIATHBIM HoMep 1o SIP mpoTokoJsy, KOTOpbIA GyaeT
npoxoauTh Yyepe3 PSTN (TesiedoHHYIO CETh 06Iero MoJib30BaHMs ).

cepsep

0000 - 000

1P SIP PSTN
S

Puc. 3 - Cxema apxumekmypbl 102U4ecKoll 108YWKU

Pa3pa6oTKa aJiIrOpUuTMOB

Pa3zpaboTaeM aJiropyuTM JIOBYILLIKH C UCII0JIb30BaHUEM ITpoTokoJia SIP u cepBepa Asterisk.

JloBylika mpeJjHa3HayeHa /Js TOTo, 4YTOObl COOMpAThb CTAaTUCTHUKY IO 3BOHKAaM Ha
MeX/I[yHapO/IHble MJIATHbIE HOMepa, COBepIeHHbIM IIPU NOMOLIY Halllero cepsepa. JlaHHbIA 3BOHOK 6y/1eT
COBeplIeH NPH YYaCTUHU POCCUHCKOro olepaTopa CBS3U W OllepaTopa CBSI3M TOW CTpPaHbl, B KOTOPOH

320



HaXOAUTCS IJIaTHbIM HoMep. CyeT 3a 3BOHOK Ha IJIATHBIM HOMep OYAeT NMpeAoCTaBJeH 3apybeXHbIM
0oIepaToOpoOM POCCHUUCKOMY, KOTOPBIM B CBOIO O4epe/lb HAPAaBUT €ro BJajiesbly cepBepa Asterisk. [ls
HaIJISJHOCTH CXeMa I0JJ0OHOro 3BOHKAa U300 paXkeHa Ha pUCyHKe Ne3.

30yMBIILT Asterisk Poccuiickuit 3apyOexHbIi ITnarHeIi
E€HHUK oreparop oreparop HOMEp

Puc. 4 - 360HOK Ha NJIAMHbLIU HOMeEpP Hanpas/eHue 8bI308a
c4em 3a 360HOK
YToO6Bl MOJYYUTh JOCTYN K cepBepy ip-TenedoHHM W peasn30BaThb CBOM CLieHApPUH aTakw,
3JIOYMBIIIIJIEHHUK CKAHUPYeT 6eJible ip-aapeca B UHTepHeTe. Hail cepBep BhICTaB/IEH B UHTEPHET, 3HAYUT
PaHO WJIM TO3/IHO €ro ip-ajipec OyAeT 06HApPYKeH.

{ Hayamno W
'

Ilonck
210V MEIIUIEHHHE O M
ip-anpeca CepBEpa

EEGISTRATION

sanpoc,
OoAKIETEHHE

!

Ipotoxonupopanue
HHEPOPMALHE O
MOTHHEE hJ

Flagz =1 Flagi =

SAlHCE OYTH K
iy

CoxpadeHHE
HHb OpMAHH

b

Flagi=10 Flagi=1

Ilepenanpaenenue
EH30Ea

h 4 k 4

Toropsse CoEpaHEHHE
CHIHAITEL
HHD OpMAlHE

aa HeT

b

B0

Flag] 1= NULL Flagl = NULL

Puc. 4 - Aneopumm n08ywku
B paMkax peasiM3alyu ClieHapUsi aTaKu 3JI0YMbILIJIEHHUK MOAKJIKYUTCSA K CEPBEPY U OTIPABUT

321



REGISTRATION 3anpoc HaleMy cepBepy C LieJib0 NOAKJIYUTHCSA K HEMY.

[locsie ycretHOT0 MOAKJ/IIOUEHMS 3JI0YMBIIIJIEHHUKA K CEPBEPY CYLeCTBYeT 2 BapHaHTa Pa3BUTHS
cobbITHi. Eciu BBI3OB He 6Y/I[6T COBeplIeH B Te4YeHHe OoIpeAeJIEeHHOro KOJIN4YeCTBA BPEMEHH, MbI
3allMCbIBA€M B 633y JAAaHHBIX I/IHCIDOpMaL[I/II-O O NMOTEHUHAJIbHOM 3JIOYMbIIIJIEHHHUKE, ITIOAKJ/IDYaBIIEeMCA K
cepBepy Asterisk. Ecsiv »ke coBepIiaeTcs BbI30B Ha 3apy6exXHbIN IJIaTHBINA HOMeD (BJ1a/e/IbIieM KOTOPOro
ABJIAETCA CaM 3JIOYMbIIIJIEHHHK, JIN60 JINIO, HaxoAdAlleecd B CroBope C HI/IM) MbI 3aHOCHUM B 633y JAaHHBIX
HoMep TesieoHa, KyJa U/IeT 3BOHOK, U IIepeHalpaBJisieM ero Ha Halll BHyTPEHHUH HOMeED.

Janee cobupaetcss nHGOPMALMS O XapaKTEPUCTUKAX 3BOHKA U 3aHOCUTCS B 6a3y AAHHBIX JJIs
JlaJibHeMIlIero aHaiM3a BO3MOXHBIX YI'PO3 U aTak B chepe ip-TesedoHUU.

B 6a3y JaHHBIX 3aHOCATCS TaKHe CBeJleHU s, Kak HOMep, Ha KOTOPbIN CoBeplaJicsi 3BOHOK, ip-aZpec
3JIOYMBIIIJIEHHUKA, ITOPT, HA KOTOprﬁ MMpUIIJIO COeJUHEHNE, (l)aKT nepenaqyy AOIOJIHUTE/IbHBIX TOHOBBIX
CHUTHAJIOB, IOJIOCOBBIX KOMaH/, XapaKTep OTKJINYEHHA 3JIOYMbIIIJIEHHUKA OT CcepBepa: I10 TafIMaYTy HJIN
CaMOCTOSITeIbHO. Becb a/iropUTM NpesCcTaB/eH Ha PUCYHKE 5.

Peanuzauus moayns Asterisk

WUTak, Tenepb nepeinieM HemocpeACTBEHHO K peasiM3alUU JIOBYILIKHU Ha cepBepe Asterisk.

[locne Toro, kKak cepBep Asterisk OyzeT oGHapy»KeH 3JIOyMBIILJIEHHUKOM B pe3yJbTaTe
CKaHMPOBaHUA GeJIbIX ip-a/lpecoB, OH MOXKET MOMBITAaThCs COBEPUIUTh BbI30B HA 3apyOeXKHbIN MIaTHBIA
HOMep.

JJ1s1 06pabOTKU JAHHOW CUTYallMK HY»KHO ONMCATh 3KCTeHLIEeH B gaitye extentions.conf.

EXTEN =>_X., 1, ANSWER() ;OTBEYAEM, HE COE/IUHAA C HY>KHbIM HOMEPOM

EXTEN =>_X., N, PLAYBACK(WELCOME) ;TPUBETCTBHUE

EXTEN => _X,, N, SET(CALLER = ${CALLERID(NUM)})

EXTEN =>_X., N, MIXMONITOR(DATA/${STRFTIME(,,%Y/%M/%D/%H_%M_%S)}_${CALLER}.GSM) ;3ANIUCb
B ®ANJI

EXTEN =>_X., N, SET(CALLD = ${EXTEN}) ;3AHOCHM B NEPEMEHHY0 HOMEP

EXTEN =>_X., N, SET(F1 = ‘NULL’)

EXTEN =>_X., N, SET(F2 = 0)

EXTEN =>_X., N, SET(ADDRESS =

/VAR/SPOOL/ASTERISK/MONITOR /DATA/${STRFTIME(,,%Y/%M/%D/%H_%M_%S)}_${CALLER}.GsM)
EXTEN => _X., N, SET(CHAN = ${CHANNEL}) ;UMS KAHAJIA

EXTEN => _X,, N, SET(F3=1);

EXTEN => _X., N, SET(1P = ${SIPCHANINFO(RECVIP)}) ;IP-AZIPEC 3BOHSIIErO

EXTEN => _X., N, WAIT(60) ; 0)KUIAHUE

EXTEN =>_X., N, HANGUP() ;OTK/IIOYEHUE

EXTEN => _X., N, SET(F3 = 0) ;OTK/IIOYEHHUE 10 TAUM-AYTY

EXTEN => _X., N, MYSQL(CONNECT CONNID LOCALHOST USER PASS DBHONEYPOT) ;[T0JK/IIOYAEMCH K BA3E
JAHHBIX

EXTEN => _X., N, MYSQL(QUERY RESULTID ${CONNID} INSERT INTO INFO SET CALLD=${CALLD}, FLAG1=${F1},
FLAG2=${F2}, ADDR=${ADDRESS}, FLAG3=${F3}, IPADDR=${1P}, PORT=${CHAN})

B nmaHHON cTaThe OblIa MOCTaBJeHA IeJb OOBSICHUTBH I€JeCO000Pa3HOCTh M pa3paboTaThb
QJITOPUTM JIOBYIIKHU, UMUTHPYIOLIEH paboTy ceTeBbIx Cay*K6 SIP Ha 6ase mporpaMMHOro o6ecrneyeHus
Asterisk.

[locsie aHa/IM3a MOCTABJIEHHBIX 33/1a4 aJIFTOPUTM OBl pa3paboTaH, ¥ JIOBYLIKA Obljla BHEIPEHA, UYTO
M03BOJIMJIO TIOJIyYUTh HEKOTOPOIO CTATHUCTHUKY, KOTOpasi HY»K/JaeTCsl B CUCTEMATHU3aLUU U CTaTUCTUKU.
OAHO MOXHO CKa3aTb TOYHO: Ha JIOBYLIKY NPUXOAAT 3aAllPOCbl HA INMOAKJIIOYEHHE K CepBepy, a 3HAYUT
JlaHHOe HallpaBJ/IeHHe aTaK CyIeCTBYeT U ero Hy»KHO UCC/Ie/l0BaTh.

PeBy.IIbTaTbI INpOBE€AEHHBIX B pPaMKaX CTAaTbHU I/ICCJIeAOBaHI/Iﬁ MOX>XHO HCIIOJIb30BAaTb AOJId
JlaJibHeNIINX Hay4HbIX HCCAe[OBAaHUN TeHJAeHIUMH B cdepe KUOEpHETHYECKHMX aTaK Ha CHUCTEMBI
KOMIIbIOTEpPHOU TesiepOHUY, a TaKXKe JJ1s1 cC60pa CTATUCTHUKU.
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