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Abstract

Multilanguage Semantic behavioural algorithms mapped to machine learning
techniques in order to collect and analyze huge amount of heterogeneous and complex
Multimedia and Multilanguage terrorist-related contents from both the Surface and the
Deep Web, in order to discover (by “connecting the dots”), detect, analyze, and monitor
potential terrorist-related activities and people. At the conference a live demo of to-date
obtained results and some experiment coming from EU DANTE project (an H2020 EU
funded research project) will be shown.

1 Introduction

Contemporary terrorists and criminal organizations increasingly exploit the Internet to spread their
message and gain support throughout the world, using the Web as communication tool, in particular
for recruitment, training and propaganda activities, but also for disinformation, raising funds,
organization, planning, and financial transactions.

While the use of the Internet for propaganda and recruiting purposes (though not solved) has
received wide publicity, terrorist groups utilize the Internet for a variety of other purposes, including
fund raising. Not only Al-Qaeda, but also other terrorist groups (including ISIS) use the Internet to
raise funds to support their activities.

In order to promptly face this threat, it is become urgent to put in place countermeasures to enable
the Law Enforcement Agencies (LEASs) and intelligence officials to continuously monitoring in near
real time on-line relevant (for the purposes of counter terrorism, under lawful warrant)
communications and contents, both in the Surface Web, and in the Deep Web, where there is a vast
amount of data (there are estimates that this is more than 95% of the available data on the Internet) not
always indexed by automated search engines, but potentially providing useful contents and
information for detecting and fighting terrorist activities.

This activity must absolutely be part of an effective cybersecurity strategy.
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Due to the escalating number of Internet users and the increasing speed of creation/deletion of
Internet contents, it is clear that searching terrorist-related contents (i.e. generated by terrorists or
individuals linked to terrorists, or linked to terrorist activities, including relevant contents generated
by non terrorists) and information by keywords and manually is highly error-prone in precision
and a lot time-consuming, dramatically slow and obsolete, making impractical the examination
of huge amount of resources.

2 Concept and Approach

The Multilanguage Semantic Behavioural Algorithms (also part of the EU DANTE project) are
aimed to support LEASs in the most advanced intelligence processes, through big data collection and
analysis. Knowing facts and events in advance is one of the key points of these proposed solutions,
used to prevent potential threats by detecting relevant online contents over the Internet. Thus, the
proposed solutions are mainly aimed at supporting the automatic discovery and analysis of relevant
online sources and contents in the Surface Web, but also in the Deep Web and Dark Nets. Indeed one
of the key elements of this kind of solutions aims at innovating and improving the intelligence
processes in such a dark part of Internet that is only accessible with specific clients, like hidden
services in TOR and 12P. These Dark Nets are used from organizations to hide their identity and
publish without censorship.

Most of the detected relevant multimedia contents contain information about activities and
events: one of the challenges of the solution is to automatically identify and cluster/classify such
activities and reconstruct the chain. However the solution is also about the automatic detection and
analysis of people and groups (and relationships), through the identification of identities and the
understanding of capability and intentions of individuals or organizations that may be engaged
in actions, with special focus on propaganda, training, and disinformation. Terroristic groups,
leaders and suspicious people will be detected, analyzed and monitored at different levels, including
sociological, criminological, and psychological, in order to identify behavioral patterns on which to
focus during the analysis processes. In this context it is crucial to identify and recognize the real
identity of people hidden behind the virtual accounts.

3 Expected Demo at ITA-SEC 2017

This paper is focused on the following solutions, approaches and methodologies that are also used
into H2020 EU funded project DANTE with a strongly activities of personalization, improving,
enhancing and consolidation of;

e Behavioural algorithms
e  Extraction of relationships/facts
e Multilanguage approach

e  Multimedia approach

3.1 Behavioural issues and Relationships

Live demo: analyzing a text coming from Internet (English language)
Some experiment coming from emotional and stylometric analysis of posts of relevant criminal
organizations:
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Example #1: Anonymous Manifesto

7]
f Wi Anonymous (used as a mass noun) is 4 loosely associated intenational network of aclrvisiand hacktivist entities. A website nominally associated with the group
5 ; Laiy"a very loose and decentralized command structure that operatgs a1 an
Writeprint Verb Classes
Dazed 100 News Video Fashion /Mufi)
v Existence, Movement
v'Low vocabulary 2

Readability Index

THE WORLD - WE ARE ANONTMOUS

v Easy to read and vocabulary rich

Grade

Primary school
M Midcle school

M Highschool

W College/Universty

v'Education Level: Middle/High school

Example #2: ISIS Manifesto

w
LY 3
ol

Syria (ISIS, / arsis/) or the Islamic State of Iraq and ash-Sham,?®/ Islamic State (IS),”
is a Wahhabi/Salafi jihadist extremist militant group anq self-proclaimed fslamic state and

13
The Islamic State of Iraq and the Levant (ISIL; Arabic: sLidlg §ly=)l (6 @sellwlll dgull), also known as the Islamic State of Iraq and

Vorb Classes.

v'Economy, Trade, Possession

Writeprint viah al-Islamiyah fi 'I-'Iraq wa-sh-Sham, leading to
}E’ o o i the group proclaimed itself to be a worldwide
. h al-Islamiyah (auo )l dgall, "Islamic State”
2 and that "the legality of all emirates, group,
ority and arrival of its troops to their areas”,
v Average vocabulary
—

-~

Readability Index

T3 il

Vocabulary richness
61.93

B

PO0R 18 . n RICH

v Easy to read and vocabulary rich

Grade

Primary school
W Middle school
W Highschool

W Colege/Universty

v'Education Level: High school
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Example #3: Islamic State Hacking Division

[
Islamic State Hacking Division is the Hacktivist group acting as thg cyber army for Islamic State. J'he hacktivist group had pledged allegiance to Islamic State and its

objectives emerging in late 2014. Their recent claims and hacks have put United States and its allie:

ot yet have the ies to limit ISIS attempts to recruit Amefi

Verb Classes
Writeprint

XTED STATES MILITARY

Readability Index

.
15.54 SS€S OF 100 US MILITRARY P Grade
T -
—
DIFF 25 50 EASY ip the crom, O ¥ ders that fight the hlamic Staled Primary school
afe with the grace of Allah, The Isdami State Hacking Divi 4
Vocsbutary viliness rmails and with all this access we have succenfully obtaind gl shoct
i fifed States Air Force, NAVY & Army... With the huge amogl I Highschool
sy e have decided to leak 100 addresses so that our brothers sl W CollegelUniversity

18 36 54 2 RICH

v Difficult to read

v'Education Level: University

Example #4: Al-Qaida - Charlie Hebdo Attack

1
Al-Qada (/zel karda/ or / aelka 'ida/; Arabic: d.clall al-qa idah, Arabic: [2elqa C1de], translation: "The Base", "The Foundation” or “The Fundament" and
4— b alternatively spelled al-Qaida, al-Qeeda and sometimes al-Qa'idd) is a global militant Islamist organization fpunded by Osama bin Laden, Abdullah
Y Azzam |24l and several others,2°] at some point between August 1988!2] and late 1989,12%] with origins traceable to the Arab volunteers who fought against
" ¥ the Soviet invasion of Afghanistan in the 1980s.127I1281it operates as a network comprising both a multinational, stateless army!?%! and an Islamist, extremist
mn inated as a terrorist group by the United Nations Security Council, the North Atlantic Treaty Organization

Btates, Russia, India, and various other below) Al-Qaeda has caried out many attacks on fargets it

Writeprint

Short Word: Verb Classes

Movement

Bahaviou

v'Low vocabulary

v'Existence, Movement

Readability Index

Grade

Primary school

Vocabulary richness M Middle school

v Difficult to read v'Education Level: College

225



Example #5: Muslim Brotherhood Project

€6 The Society of the Muslim Brothers (Arabic: sakuall ;ls>Yl dclaz), shortened to the Muslim Brotherhood ((saluall s>yl al-lkhwan al-Musliman), is a
transnational Sunni Islamist organization founded in Egypt by Islamic scholar and schoolteacher Hassan al-Banna if I20314] The organisation gained

£ n supporters throughout the Arab world and{influenced other Islamist groups|with its ‘model of political activism combined with Islamic charity work”°! and in 2012
< ‘sponsored the first democratically elected political party in Egypt. However, it suffered from periodic government crackdowns for alleged terrorist activities, and as
LeY of 2015 is. a terrorist i by the of Bahrain,I¥17] Egypt, Russia, Syria, Saudi Arabia and United Arab Emirates. [#1911101*1]

Writeprint but Brothers”, “Islam is the Solution”, and "Allah is Veib Clasies
Allah is our wish 1 131141[15] i s financed by mer
by Saudi Arabia, with whom it shared some enes

Short Words

Linguistic

Common Vocabulary

High
Vocabulary

Puychological
. v Low enforcement rites 1ol Wesed Action
R0 Sweyyuns S0 dovemant sovening o0 tnduntrial
03 e Creation
Nouns Weight s st conquent of the West thae \'f.\
decate weald

ch pewy
] ua.\k‘rﬂ.—m Wishingson Post, Lfindon Tmes. Le Monde, Wil

e ot
m‘;umuu-uuu S sotdcrne w November X

v'High vocabulal e, eyt ;

L i — b el Y/ Psycological, Law, Economy
jpde pubinc Oune Western officaal cated by :-"MMD' hec P
T represencs, in the ond. the. donger for Ene socnme

Readability Index
s

e the first 10 be 3ble 4o resd. Grade

ipece uthoritses know bout Dhe Project)
o Novemsber 7. 2001, The turget of
L o has Bad act

- 2 P 7 Exsy e
o of e ot e
pas = 1925 2t ated 10 the credo. “Alloh i cer i
Vocabulary richness [ 0 3 our v Dy i the ey of Aok o

1 Primary school

W Middie school

W Highschool

W Colege/Universty

Snm Lex enfor et # B requent

evrorst fmances 1 e smmetote serza of 91) U

s » ot et @ tocor: Lindermg 20 fafeg

oy AL-Quoda. HAMAS (the Paieman o
vy

l‘
N
d
X

POOR 18 % B n RICH

e e of Noda's Swafl

v Difficult readability [ "1 Education Level: College/University

Example #6: Breivik - The Norway Lone Wolf

&6 Anders Behring Breivik (Nonwegian pronunciation: ['an'eg "be:rtn 'breivik];1¥] born 13 February 1979) is a Norwegian far-right terrorist and the perpetrator of the 2011
Norway attacks. On 22 July 2011, he killed eight people by setting off a van bomb amid the quarter Il talet in Oslo, then shot dead 69
participants of a Workers' Youth League (AUF) summer camp on the island of Uteya 18] In August 2012, he was causing a fatal
explosion, and terrorism. [7l18]

On the day of the attacks, Breivik i il a lium of texts entitled 2083: A European D of Indap: b il his far-right
[8110][11][12] out a worldview encompassing Islar
Verb Classes
= of Eurabia and
Writeprint - -
is main motive for the atrocities was o
e rletoric in order to protect eth tiongal Perchelopical e

/]
7

Advacts waighe : Y vigh
7 Votabutary .
\ / Communication

\ /

\ /

e

A
Conjunctions Waight Camect

Exchangs
Goods

([l o] 2083
= v'Psycological,Existence,Possession

v'Extensive use of adverbs |
|

Grade
Readability Index

— — o
\ W Midcle school

o 2s s s easy
W Highsc hoot
Vocabulary richness W ColegerUniversty
3913 PR
[ R
POOR 18 P 54 n RicK

v'Education Level: College

v Average readability
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The previous examples uses algorithms based on deep semantic rules. This scenario can be
expanded and enhanced with an HYBRID approach containing also machine learning techniques.
So semantics and machine learning in order to:

e give smartness on creation of the knowledge base (ontology) of the final solution; take a
look for example at the numerous way of speaking and writing existing into common
channels of communication/social networks (see point 3.4)

e give more parameters/indexes to improve and reach a new innovative stylometric
approaches. Following some experiments coming from EU DANTE project:

Starting from the output of Stylometric analysis we saw during the last live demo, so:

e Readability

e Vocabulary richness
e Registers and slangs
e Grammatical tenses

e andsoon.....

in order to understand if it is possible to recognize the true author of a message and/or a document.

All the analysed parameters have been used for training a Machine Learning system (Weka
algorithm) which is in charge of finding similar features among various input texts.
This is a supervised technique, so with the knowledge created from specific documents such as a

training set.

Training set is related to: 96 texts of 4 different authors (Michael Moore, Samantha Cristoforetti,

Michael White and noam Chomsky).

Below there is the Stylometric DNA linked to the four different authors (with different views):

From COGITO analysis to styles comparison: 29 parameters
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Chomsky Chomsky Chomsky Chomsky Chomsky Chomsky Chomsky Chomsky Chomsky Chomsky Chomsky Chomsky Chomsky Chomsky Chomsky Chomsky Chomsky Chomsky Chomsky

100%
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Moore Moore Moore Moore Moore Moore Moore Moore Moore Moore Moore Moore Moore Moore Moore Moore Moore

100%
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L I S S A R S R A
S & ¢ @ &8 @ & & g & @ & IS e & @ & @ & & & & @
W Singular first person pronoun W Singular second person pronoun B Singular third person pronoun B Neutral pronoun
B Emotions and evaluations H Colors B Dimensions B Quantities
mTime m Origins m Communication W Existence
m Activities m Mental states m Causatives Occurence
W Aspectual M Prepositions W Articles B Demonstrative
W Coordinating Conjunction W Subordinating Conjunction B Intensifiers B Abbreviations and Acronyms
= Hedges = Physical objects Abstract concepts

Testing set is related to 11 new texts and the final result is:

Correct classes Predicted classes (M

Cristoforetti Cristoforetti
White White
Cristoforetti Cristoforetti
White White
Chomsky Chomsky
Moore Cristoforetti
Moore Moore
White White
Chomsky Chomsky
Chomsky Chomsky
Cristoforetti Cristoforetti
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3.2 Multilanguage approach

Having a Multilanguage approach is a must in the analysis of terrorist and criminal contents.

Different languages can be used in the same communication thread, cover terms done in another
language considering the main language of the text can be found and multiple dialects terms. These
are the Multilanguage issues an analyst has to face during his navigation into either Surface or Dark
Web.

Multilanguage approach can be faced into 2 different ways:
e Deep semantic technology to analyze each specific language

e  Automatic translation to normalize multiple langue into “English” for example

Both approaches can be used too in order to propose an HYBRID approach (again as previously
mentioned about stylometric analysis); so an automatic translation for example, of Persian content
into English and analysis by a semantic technology strongly focused on the destination language (so
English.

Live demo: analyzing a text coming from Internet (Persian language)

[3 See full document (Original language: German) $=Topics {=Facts {=Emotions #=People

Intelligence Show All
i= Organizations  i= Cyber [EMetadata I Copy to notebook [ Link to clipboard

B Politics,

covernment Week | give superior league football; Victory of Persepalis and ...
Election vering Updated in 2 October 2014 - 10 Mehr 1393 Hello. With the news and reports of sixth day
Asian competitions ainchy'un South Korea with us you were. Athletes of Iran you today blow in fields of
shooting, volleyball, tirukman, you, basketball,

Defence
Parties and Movements
@ See full document (Original language: Persian) #=Topics §=Facts = Emotions i=People

Diplomacy
i= Organizations = Cyber [EMetadata I Copy to notebook [ Link to clipboard

Parliamant

International Organisation Show QOriginal (Persian) # Set as default preview | | I Copy to clipboard Highlights
Espionage and Intelligence
Interior Policy 3 Onlspasy 3o LR s Bl ans dsia Week | give superior league
Lua - BBC Persian ( Original text ) football; Victory of Persepolis and
B8 Crime, Law and Justice .
Saba - the BBC Persian
Crime ]

1383 e 10 - 2014 LEI 2 jread 5550 Living covering R

Judiciary (System of Justice)

el Updated in 2 October 2014-10
Police o ol Mehr 1383
Tribunal SeSaudi Jlls U8 gl 4055 50 Gl Hello. With the news and reports of
By «Juin gl 43050 B o Tien sixth day Asian competitions
Corporate Crime aalay il sa s 4l el Al ainchy'un South Korea with us you
Trizls G4 5 A0 ey s ala Jull were. Athletes of Iran you today blow
- wala s €y S s o el in fields of shooting, volleyball,
Prosecution - . .
uily, tirukman, you, basketball, bicycle
Laws 01:13 GMT riding, handball, ruy'ing, a boatman
B Economy, Business and Finance g of a sail and swimming will compete.
- ) il e 50 4ty o Al B0 g olall (gaea Tajikistan you blow in beach
Mecro Economics : d volleyball, to person, swimming and
Company Information il weight lifting and Afghanistan in you,
Computing and Information Technology :Cﬂ A6 GMT o pe’scnfnc golfwill atend.
L 01:13 GM
Transport 18 3 9 S (e fLBT 5 (Mo Lza jaeal Swimming
Economy (general) Lol calads a5 250 253 05 8 0 0lage 3151 53 100 Mehdi Ansari, Iranian swimmer in
o 0avi€ O 50 8183 (len e g0 2 field 50 meters of butterfly in it
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3.3 Multimedia approach

Topics Facts  Relationships

Filters T

Intelligence
B Crime, Law and Justice
Judiciary (System of Justice)
B Police
Arrest
Politics

Health

European Crime

Participation in a criminal organization

Cyber illegal

B Cyber Attack
B Intrusion (computer or network)

Data dump/Data loss

Geo

Pakistan

United States of America

There are different countries where local radios and broadcast sources has a relevant importance
compared with writings coming from social network. So Speech To Text (STT) technology, mainly
tuned on the specific sensor, has a key value into the final solution

Also in this case multilanguage issue is an important aspect to be considered; in particular,
referred to analyze local dialects.

Live demo: analyzing an audio/video coming from Internet (English language)

Organizations Cyber Geo Military Chemical Vehicles Medical Tags

Search

Any Time Any Collecti... Any Sourc... Any Type ~

Q 3 resultz for  all contents

the deputy commander of the reds islamic revolution course corps has warned the us against any attack
on the islamic republic in general to send us a mommy says any aggression against you want will mobilize
the muslim world against the u s and the enemy i...
@ See full document #= = Topics (= Emotions (= People = Organizations =Cyber = Tags

= Geo i=Military i=Chemical :=Vehicles i=Medical i=Facts Metadata

I Copy to notebook ([ Link to clipboard

IRGC Iranian drones can cperate within range of 3000 KM.wav

» Play

oh top are running trevor says drones made by the country can operate within a range of three thousand

kilometers according to the commander of the eure space division of the islamic revolution courts where

ron is now capable of manufacturing drones diffe...

[Bsee fulldocument := i=Topics i=Emotions i=People i=Organizations i=Cyber i=Tags
i=Geo i=Military :=Chemical :=Vehicles :=Medical i=Facts Metadata

I Copy to notebook [ Link to clipboard

Indian spy arrested for Lahore blast admits working for RAW.wav

» Flay

thing that i could i agree it has a saturday and editing the things that could influence i am mystical know
why the outcome was a mistake from the cities and believe that area during the intimidation indians i
intimated he whacks local indian intelligence..

3.4 New challenges of behavioural algorithms and
multilanguage approach

The output of behavioural algorithms can be the input of the following scenarios:

e Fake messages/authors and Disinformation (see previous example regarded Weka

machine learning algorithm)

e Encoded messages (also related to multilangauge approach)

e Mapping virtual identity with physical identity
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e Propaganda (radicalization process)

In order to reach these goals, also in relation of EU DANTE project, particular focus is given to
the managing and comprehension of slangs, acronyms and abbreviations included in the content and
also misspellings. This approach can be more relevant if we use multilanguage approaches and
transcription ones.

As the end, last but surely not least, new stylometric cool features requested from the Law
Enforcement Agencies(LEAS):

e Understanding the gender of the writer/speaker
e Understanding the age of the writer/speaker
e Discovering the leaderships

e Linking to mother tongue speaker/writer
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