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Abstract—Industry 4.0 digitalizes the production process by
collecting and sharing information of Internet of Things (IoT)
devices to improve the production process. Sharing information
in a supply chain, however, requires trust between all participants
that access control policies have to establish. Static policies
limited to information systems are not sufficient for dynamically
changing production processes because they change frequently.
However, linking such virtual and physical access control and
keeping them consistent is not well understood. In this paper, we
want to discuss the challenges of such scenarios by presenting
a use case to evaluate approaches that link physical and virtual
access control.

Index Terms—Industry 4.0, access control, use case

I. INTRODUCTION

Industry 4.0 [1] is about digitalization of production pro-
cesses. Companies expect technologies such as the Internet
of Things (IoT) or Big Data [2] to improve the overall effi-
ciency of the production. For instance, companies can mitigate
shortcomings in the supply chain if supplying companies
share information about production output timely. Another
example is a supplying company that shares log information
of machines with external service contractors. The contractors
analyze issues and send appropriate workers to fix the issue.

Besides the benefits of sharing data, there are several issues
that have to be considered. Extensive data sharing can easily
violate confidentiality of critical business information. For
instance, the log file of a machine could leak information
such as temperatures and pressures that can be considered
business secrets. Competitors can gather information about
the production schedule from log files or a production output
value that is too fine grained. Therefore, access control is vital
for constraining data sharing in a secure way. Static rules
are, however, not sufficient to cover dynamically changing
production processes and data requirements. For instance, the
log file of a machine might only be shared after an error
occurred. The access control system has to be aware of the
error and has to update policies accordingly. Besides the
policies for the information systems (virtual access control),
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policies of the physical access control system (PACS) are
affected as well. A sub-contractor that shall repair the machine
now needs access to the production hall the defective machine
is located. The maintenance person, however, shall only have
access to this single production hall. Determining the specific
policies required in a certain scenario can be complex if
complex software systems or production areas are involved.

The coupling of such a dynamic access control system with
PACS is not well understood yet. While we are aware of
approaches that consider the context of a system, we could
not find approaches that exploit this information to keep
PACS policies up-to-date. This would, however, be useful
because Industry 4.0 targets connecting the physical to the
virtual world. In our opinion, this involves addressing security
challenges as well: People that have physical access to a
facility can leak information as well as people that have access
to the information system.

In this paper, we want to discuss some key challenges for
a system evolution step that integrates physical and virtual
access control. We derived the challenges from a use case
involving virtual and physical access control in Section II. The
use case stems from discussions about confidentiality affecting
scenarios in the production process with our two industrial
partners CAS Software AG (Germany) and IMA sro (Czech
Republic). We want to use the use case to evaluate future
solution approaches. Discussing such solution approaches is,
however, out of scope of this paper. Anyway, we aim for
finding a solution as part of the Trust 4.0 project [3], in which
we investigate the confidentiality in Industry 4.0 supply chains.
In the project, we already created different use cases for
developing an example system [4] but they lack the integration
of PACS. We discuss the challenges that we derived from the
use case in Section III and give an overview of related work
in Section IV. Section V concludes the paper.

II. USE CASE DESCRIPTION

We expect combining physical and virtual access control
to be beneficial in Industry 4.0 scenarios. In such scenarios,
it is crucial to link the real with the virtual world, which
includes at least monitoring real-world entities but might
include enforcing access control policies in real world as well.

The description is structured as follows: First, we describe
the basic requirements. Afterwards, we describe the overall
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setting of the use case that we defined in discussions with our
industrial partners. In Subsection II-C, we describe a first ver-
sion that only contains virtual access control. Subsection II-D
describes a system evolution step that integrates PACS.

A. Requirements for the Use Case

The overall goal of the use case is to demonstrate the
interplay between virtual and physical access control, as well
as to serve as source for reasoning about challenges for such
integrations. In addition, we want to use the use case to
evaluate solution approaches in the future. For a sake of
brevity, we do not list all requirements for establishing trust
in supply chains, which are definitely the foundation for every
use case in this field. We already elicitated such requirements
from our industrial partners in the Trust 4.0 project [3] and
made them available in a technical report [4].

The use case shall be focused on the confidentiality and
data-sharing aspect in Industry 4.0 (R1). We do not want to
cover other aspects like performance or usability. Based on
the requirements of the technical report, the use case shall
also cover dynamic context information such as locations or
shift assignments (R2). Also, the data shall only be shared with
other organizations if their privacy levels allow this (R3). A
privacy level is a classification of information for one data-
object. Additionally, it is important for us to include physical
and virtual access control. On the physical side, there shall be
at least one access to a building (R4). On the virtual access
control side, at least one data sharing operation shall exist
(R5).

B. Use Case Setting

The use case is settled in an Industry 4.0 supply chain with
two participants A and B. A is an engine manufacturer, and B
is a supplier, who delivers parts for the engines of A. The topic
of the use case is handling a defective part, which is used by A
during the production of an engine but has been produced by
B. Figure 1 illustrates the use case as an activity diagram. The
gray activities and participants (Worker, Shift Supervisor, QA
A, QA Inspector A) belong to company A. The black activities
belong to company B. The black and gray striped fields belong
to the evolutionary extension of the approach described later
in Subsection II-D. First, Subsection II-C covers the virtual
access control in the information system. If we refer to a
dynamic change in the text, we visualize this using an italic
font. For a sake of brevity, we omit several process steps
that do not affect confidentiality but would be important for
modeling reality more accurately. One example is that we
directly start the investigation of a defective part instead of
recording defective parts and triggering the investigation after
a certain threshold.

C. Virtual Access Control

The trigger of the use case is a worker detecting a defective
engine part, which has been produced by B. Therefore, the
worker informs the shift supervisor. This should only be
possible if the worker works actively in a shift, i.e. executing

a business process step, and the worker is at the working
place location. The shift supervisor runs a first initial analysis
to check whether the item is indeed defective. The shift
supervisor then informs the quality assurance department (QA)
of A about this incident by an incident report. Shift supervisors
are always allowed to contact the QA department of their
organization. The QA A department performs an analysis and
informs the QA B department about the incident. Informing
QA B should only be possible if the privacy level of the
incident report is internal use according to the information
classification guide of Georgia Tech [5]. QA A reduces the
privacy level by removing confidential information about the
product, production process, and customer that is not necessary
to investigate the incident.

QA B performs an analysis, which requires requesting
additional information about the problem from QA A. QA A
answers the information requests of QA B. Again, the privacy
level has to be at most internal use in order for QA A to answer
the request of QA B. Afterwards, QA B sends a progress
report to QA A. QA B performs a detailed analysis using
the available data and sends the final report to QA A if the
investigation is finished. If not, the process is repeated. In order
to share the progress report and final report, the privacy level
has to be at most internal use. After this, the incident report
is closed.

D. Adding Physical Access Control

The previous version of the use case did not consider send-
ing an inspector of A to support or supervise the inspection.
Because A wants to certify the quality of its products and
production processes, the certification authority, however, now
requires audits of suppliers. Therefore, A sends inspectors to B
on a regular basis and in case of low quality of supplied prod-
ucts. Physical access control becomes necessary. Previously,
the visitors had to register at the reception and got a guest card
to enter the production area. However, in our extension the
inspector can enter the production side with his own company
card and a specific set of accessible locations. In a complex
production side where a supplier produces parts for different
companies, this might be useful, so that the inspector can only
enter buildings, in which parts for company A are produced.
The changes regarding the previously defined use case are as
follows: Besides informing QA B about the incident, QA A
sends an inspector to manufacturer B. The inspector enters
the production area of manufacturer B and investigates the
incident. The inspector of A is only allowed to enter the
facilities of B if there is an open incident report of A for
B. The inspector is always allowed to send a report to QA A.

III. CHALLENGES

While creating the previously described use case, we dis-
covered several challenges during the definition as well as
during reasoning about a possible solution approach. We do
not consider the following list to be complete but to be a
starting point for further investigations.
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Figure 1. Overview of the complete use case including the extension of the physical access control step

The first major challenge is consistency of policies and
the policy enforcement in both access control systems. The
consistency of policies means that policies in both systems
serve the intended purpose. While this seems to be trivial, it
becomes challenging as soon as policies do not only have
to be created but modified and adjusted. If dependencies
between policies are not clear, the systems might end up
with conflicting or at least unintended policies. Consistency
in enforcement means that the decision components have to
use the same version of the policies after an update. Otherwise,
business processes might not be executable anymore.

The second challenge is the consideration of dynamically
changing context information. Gathering required information
requires combining multiple monitoring solutions that are
challenging to setup and combine. Even if the information
can be gathered, the policy definitions have to incorporate
them. Attribute-based access control provides a framework
for integrating context information but physical access control
systems usually do not consider such information. Instead,
they rely on static configurations and reconfigurations by
humans.

The third challenge is gathering the required information
securely and legally, which directly connected to the previous
challenge. For instance, the continuous tracking of worker
might be forbidden in some countries.

IV. RELATED WORK

We identified related work in the fields of dynamic changes
and use cases combining virtual and physical access control.

Hu et al. [6] mention dynamically changing environments in
the definition of ABAC but do not describe changes that affect
policy decisions. Organization based access control (OrBAC)
[7] is a dynamic virtual access control system. It allows setting
access rights over contexts [8], which describe the environment
for accessing data. However, it lacks the support for PACS.

There are plenty of use cases and case studies for informa-
tion systems. CoCoME [9] is one example that also provides
evaluation scenarios. Pilipchuk et al. [10] discussed extending
CoCoME with security including access control but do not

consider physical access control. To the best of our knowledge,
there is not yet a case study that combines virtual and physical
access control for Industry 4.0 scenarios.

V. CONCLUSION

Access control of exchanged information is vital for a
cooperation of manufacturers in a supply chain to improve
distributed production processes. Industry 4.0 complicates
access control because of frequent changes such as the amount
of available data, or the context data is used in. Because the
information systems are connected with real-world entities
such as workers, virtual access control is not sufficient. We
created a use case that incorporates physical access control and
collected some initial challenges. Both use case and challenges
can be a foundation for further research in combining virtual
and physical access control.
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