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Abstract

ElectronicCommerceover the Internetis oneof the mostrapidly growing areasn todaysbusiness.
However, consideringhe mostimportantphaseof ElectronicCommercethepaymentit hasto benoted
thatin mostcurrentlyexploited approachessupportfor atleastoneof the participantss limited. From
agenerapointof view, acoupleof requirementsor correctpaymentnteractionsxist, namelydifferent
levelsof atomicityin theexchangeof mong/ andgoodsof asinglecustomemith differentmerchantsin
thispaperweidentify thedifferentrequirementgparticipantslemancdn ElectronicCommercgayments
fromthepointof view of executionguaranteeandpresenhow paymeninteractioncanbeimplemented
by transactiongbrocessesdrinally, we shav haw theseexecutionguaranteesanbeprovidedfor payment
processef a naturalway by applyingtheideasof transactionaprocessmanagemerntb an Electronic
CommerceéPaymentCoordinator.

1 Intr oduction

Along with the enormougproliferationof the Internet, ElectronicCommercg E-Commerce)s continu-
ously gainingimportance.The spectrumof applicationshat are subsumedinderthe term E-Commerce
leadsfrom rathersimple ordersperformedby Email to the purchaseof shoppingbaslets consistingof
severalgoodsoriginatingfrom differentmerchantdy spendingelectroniccashtokens.

RemarkablyE-Commercas a very interdisciplinaryresearcharea. As existing approachegare pow-
eredby differentcommunitieq(i.e., cryptographynetworking, etc.),they arevery heterogeneous nature
andthusalwaysfocuson differentspecialproblems.Fromthe point of view of the databaseommunity
atomicity propertieshave beenidentified asonekey requiremenfor paymentprotocolsin E-Commerce
[Tyg96 Tyg9g. Themorecomple interactionswith consumersindmerchantdbecomethe moredimen-
sionsof atomicity have to be addressedn the simplestcase only money hasto betransferredatomically
from the consumeito the merchant. However, consideringcomplex shoppingbasletsfilled with (elec-
tronic) goodsfrom several merchantsatomicity may alsobe requiredfor the purchaseof all thesegoods
originatingfrom differentpossiblyindependenandautonomousourcesalongwith the atomicexchange
of money andall goods.

Dueto their distributednature protocolsthathave beensuggestedo supportpaymentatomicityin E-
Commercamposehighrequirementsntheparticipatingnstancege.g.,NetBill [CTS95). However, with
a centralizedpaymentcoordinatorthe comple interactionsof the variousparticipantscanbe embedded
within a paymentprocessthusreducingthe prerequisitegor merchantsaand customergo participatein
E-Commerce.TransactionaprocesamanagemeniSAS99 canthenbe exploitedin orderto provide the
necessargxecutionguaranteefor transactionaE-Commercgaymenfprocesses a naturalway.

This paperis structuredasfollows: In Section2, we provide a generalframenork for E-Commerce
paymentinteractions.Basedon this framework, we analyzethe differentatomicity requirementgor E—
CommercgaymeniSection3). Then,in Sectiord, we summarizdransactiongbrocessnanagemerdand



presenthe structureof a transactionapaymentprocessallowing the requiredexecutionguarantee$o be
providedby a PaymentCoordinator Section5 finally concludeghe paper

2 Schemafor PaymentProtocolsin E-Commerce

The descriptionof salesinteractiondgn non-electronianarkets[Sch9§ encompassefireephasesinfor-
mation, negotiation,andpayment.During the informationphase a customerevaluatesandcompareshe
offers of several merchants.After selectingthe bestoffer, shenegotiateswith the chosenmerchantthe
conditionsfor the deal(negotiation). If they reachan agreementthe last step(the payment)involvesthe
mongy transferfrom custometto merchantandthe service(the merchanfulfills his contract).

Most electronicpaymentsystemdocusonly on the money transferof the last phase.Our view of an
electionic paymentschemealso considerghe systemsand protocolsfor accomplishingooth the money
transferandtheservice.

2.1 Participants

An electronicpaymentschemeanvolvesparticipantsoriginatingfrom two distinctworlds: on the Internet
side thereare the customer the merchantand a third entity, the paymentsener which coordinateshe
two. The othersideis representedtby the financialworld with its proprietarynetwork infrastructureand
protocols. The participantsare financialinstitutesand againthe paymentsener, thathasto consistently
transformthe dataflow onthelnternetsidein correspondingreal world” money flow. Theparticipantsare
depictedn Figurel.

2.2 Stepsof an E-Commerce Transaction

Priorto the paymentransactionthe participantsareinvolvedin aninitialization phasedepictedn Figure

1 by dashedhrrowns. Both customerandmerchantave to establishaccountswithin thefinancialinstitutes
“issuer” (or “acquirer”,resp.).Thetransformatiorof electronicmoney into realmoney is performedusing

theseaccounts.Also in this phasethe customerrecevesfrom his banka customersecet which enables
him to performelectronicpayments.The customersecrets visible only for the custometherself,for the

issuingbankand (eventually)for the paymentsener. The mostcommonform of the customersecretis

a creditcardnumber in electroniccashschemegsuchaseCasA™ [Dig99]), the customersecretis an

E-cashtoken. Becauseaccountoperationsareratherlessoftenthanpaymentswe canconsiderthemas
partof theinitialization phase.

Almostall thepaymenschemesontainthefive following stepsmarkedin Figurel:

e Negotiation(1): the customerselectsthe desiredserviceor merchandisshewantsfrom the mer
chant,andnegotiateswith the merchanthe price of the service.Theresultof this stepis the Order
Information The OrderInformationis a protocolof the negotiationphasejncluding service(mer
chandisepndpricespecification.

¢ Paymentrder(2): thecustomesendsPaymentnformation(PI) andOrderinformation(OL.) to the
merchantThe OI, is the customers view of theagreementvith themerchant.

e Paymentauthorization(3): the merchanforwardsPlI, Ol., Ol,, andadditionaldatato the payment
sener. Ol isthemerchantview of theagreementvith the customer

Thepaymensenerdirectly or indirectly verifiesthevalidity of thepaymeninformation,theconsis-
teng of the paymentusingOI, andOI,,. It eventuallytriggerstherealworld money transferusing
its role onthe non-Interneside.

At the endof the paymentauthorizationthe merchanteceivesa confirmationmessagé€ from the
paymentsener (4).

e Purchaseesponsé5): Themerchansendshimselfa confirmationto the customerin caseof elec-
tronic (non-tangiblegoods the purchaseesponseanbeimmediatelyfollowedby the merchandise
ortheserviceitself.
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In mostexistentpaymenfrotocols the paymenseneris invokedby themerchantThisis nointrinsic
restriction,andcommunicatiorbetweercustomemndpaymenteneris alsopossible.

2.3 Characteristics of Payment Protocols

Severalcriteriaserne asclassificatiormodelsof electronigpaymentschemesStartingfrom themomentof

transformatiorof realmoney into electronicmoney, paymenprotocolscanbesplitin pre-paidsystemand
pay-by-instructiorones.Atomicityis anotheritem, which will bediscussedn detaillater Someprotocols
introducethe notion of provability, which is the ability of eachparty to prove their correctinteractions.
Anonymityis especiallyaddressetly cash-based-systenBherearealsoimplementatiorissuedik e scal-

ability, flexibility, eficiency easeof useand off-line opertion, which arealsoimportantbecausef the

large numberof usersexpected.

3 Atomicity in Electronic Commerce

Onekey requirementn E-Commercas to guarante@tomicinteractionsbetweerthe variousparticipants
in E-Commercepayment.As E-Commercandthusalsopaymentakesplacein a highly distributedand
heterogeneousrvironment, variousaspectof atomicity can be identified: asideof money and goods
atomicity[Tyg96 Tyg9§, alsothe atomicinteractionof a customemith multiple merchantss neededIn
whatfollows, we analyzeandclassifythesedifferentatomicity requirementsn detail.

Money Atomicity ~ Thebasicform of atomicityin E-Commercés associatedvith thetransferof money
from the customerto the merchant.This is denotedby the term moneg atomicity [Tyg9§. As no
viable E-Commercgpaymentsolutioncanexist without supportingthis atomicity property multiple
solutionshave beenproposecor are alreadyestablishedMV96, Dig99]. However, the atomicity
propertyis tightly coupledwith the protocolarchitectureanddesign.

Certified Atomic Delivery  Aside of mongy, alsogoodshave to be transferred.Therefore,a further
requirements thatthe delivery takesplaceatomically This canevenbereinforcedin thatbothas-
sociatedparties—customerand merchant+equirethe necessarynformationin orderto prove that
thegoodssent(or received,resp.)arethe onesboth partiesagreedo in theinitial negotiationphase
(certifiedatomicdelivery, encompassinthe goodsatomicity andthe certifieddelivery describedn
[Tyg96)). This strengthenedequirementesultsfrom the factthat—in contrastto traditional dis-
tributeddatabasdransactionsvhereonly technicalfailureshave to be addressedin E-Commerce
alsofraudulentbehaior of participantshasto be copedwith. Especiallywhendealingwith goods
that canbe transferrecelectronically the combinationof money atomicity andcertifieddelivery is



animportantissue. In [CHTY96], this is realizedby a customizedTwo-Phase-Commiprotocol
[GR93.

Distributed PurchaseAtomicity  In mary E-Commerceapplicationsjnteractionof customerss not
limited to a singlemerchant.Consideyfor instance a customemvho wantsto purchasespecialized
software from a merchant. In orderrun this software, shealso needsan operatingsystemwhich
is, however, only availablefrom a differentmerchant.As both goodsindividually are of no value
for thecustomersheneedghe guarante¢o performthe purchasdransactiorwith thetwo different
merchantsitomicallyin orderto getbothproductor none.Distributedpurchaseatomicityaddresses
theencompassmeuwnf interactionswith differentindependenterchanténto onesingletransaction.

Most currently deployed paymentcoordinatorssupportonly money atomicity while someadvanced
systemsaddressalso distributed purchaseatomicity However, all three dimensionsare —to our best
knowledge-not providedby existing systemsandprotocolsalthoughthe highestevel of guaranteewould
be supportedandalthoughthis is requiredby a setof real-world applications.

This lack of supportfor full atomicityin E-Commercgaymentis addressedby our currentresearch
actvitieswherewe applytransactiongbrocessnanagemer(sectiord) to realizeanE-Commercéayment
Coordinator

4 Transactional Processe$or E-Commerce Payments

In this section,we introducethe theoryof transactionaprocesamanagemerthat providesa criterionfor

the correctexecutionof processesvith respecto recovery (whenfailuresof single processesave to be
consideredandconcurreng control(whenmultiple parallelprocesseaccessharedesourcesimultane-
ously)andwe pointout how thistheorycanbeappliedfor paymentsn E-Commerce.

4.1 Transactional ProcessManagement

In corventionaldatabasegoncurreng controlandrecovery arewell understooghroblems.Unfortunately
thisis notthe casewhentransactionsrregroupednto entitieswith higherlevel semanticssuchastransac-
tional processesAlthoughconcurrenprocessemayaccessharedesourcesimultaneouslyconsisteng
hasto beguaranteedor theseexecutions.

Transactionaprocesananaggemen{SAS99 hasto enforceconsisteng for concurrenexecutionsand,
atthesametime, to copewith theaddedstructurefoundin processedn particulay andunlikein traditional
transactionsprocessemtroduceflow of controlasoneof the basicsemanticlements.Thus,it hasto be
takeninto consideratiorthatprocessealreadyimposeorderingconstrainteamongheirdifferentoperations
and amongtheir alternatve executions. Similarly, processedntegrateinvocationsto applicationswith
differentatomicity propertieqe.g.,actiities may or may notbe semanticall}compensatable).

Themaincomponentsf transactionaprocessnanagementonsistof a coordinatoractingastop level
schedulelandseveral transactionatoordinationagentfSSA99 —onefor eachsubsystenparticipating
in transactionaprocesses—actingaslower level schedulers.Processeencompassctivitieswhich are
invocationsin subsystemscheduledy the coordinator The coordinatorstaskis to executetransactional
processesorrectlywith respecto concurreng controlandrecovery. Firstly, theexecutionguaranteeto be
providedincludeguaranteetermination amoregenerahotionof atomicitythanthestandardll or nothing
semanticswhich is realizedby partial compensatiorand alternatve executions. Secondly the correct
parallelizationof concurrentprocessess requiredand thirdly, by applying the ideasof the composite
systemgheory[ABFS97], ahigh degreeof parallelismfor concurrenprocessess to be provided.

The key aspectof transactionaprocessmanagementanbe briefly summarizedasfollows: The co-
ordinatoractsasa kind of transactiorschedulethatis moregenerathanatraditionaldatabasecheduler
in thatit i.) knows aboutpropertiesof actiities (compensatablegtriable,or pivot, taken from the flex
transactiormodel[MRSK93, ZNBB94])), ii.) knows aboutalternative executiongpathsin caseof failures,
andiii.) knowsaboutsemanticommutatvity of actwities.



Basedon this information,the coordinatorensuregylobal correctnes$ut only underthe assumption
thattheactivitieswithin the processeto bescheduledhemselesprovide transactionalunctionality (such
as,for instanceatomicity, compensatabilityorderpreseration,etc.).

4.2 Transactional PaymentProcesses

Accordingto [MWW398], tradeinteractionsbetweencustomersand merchantsanbe classifiedin three
phasespre-salessalesand post-salesWhile the salesphasehasa well-definedstructure(especiallythe
paymenprocessingseesection?), thisis in generahotthecasefor the pre-salesndthepost-salephase.
Dueto this well-definedstructure processearea highly appropriateneango implementtheinteractions
thathave to be performedfor paymentpurposesFurthermoreall atomicity requirement$or paymentsn
E—Commerceanberealizedin anelegantway by applyingtheideasof transactiongbrocessnanagement
in anE-Commetre PaymentCoominator.

Theseprocesseareextensionof anorymousatomictransactionslescribedn [CHTY96], they rely on
electroniccashtoken asmeansof payment,andare primarily designedor the purchaseof electronically
available goodsthat aretransferredn an encryptedway to the customerprior to the payment. Further
more,theideaof transactionabaymeniprocesseis to encompasall interactiondetweerthe participants
(customermerchantsandbank). To this end,andin contrastto the currentlyappliedpaymentschemes,
the paymenthasto beinitiated by the customeiby invoking a paymentprocessat the PaymentCoordina-
tor!. Thestructureof a transactionapaymentprocessanbe seenin figure 2. The precedencerdersare
depictedby solid arcswhile for the preferencerder, dottedarcsareused.For eachactiity, theassociated
terminationproperty(compensatablaivot, retriable)is alsogiven.

@ Receive Payment Order

Check validity of token (Bank)

%N

Receive Key (Merchant) @ @ Receive Key (Merchant)

N\

Check Timeout @

h

-1 @ Send Keys to Customer
e 4—*”¢
Abort // 0 Money transfer (Bank)
Notify Customer 0 VAR
} ﬂ s 0 Send confirmation
Notify Bank 0 to Merchants
¥ Commit
Notify Merchants 0 e 0

Figure2: Structureof PaymentProcess

Whena paymeniprocesss invoked,the customefirst hasto specifythe paymentinformation P and
all n bilaterally agreedorderinformation (andthusalsoall differentmerchants}hat have to be encom-
passedvithin onesinglepaymentransaction.Therefore atuple (OI., M); with orderinformationOI.
andmerchanidentifier M for eachproductj with 1 < j < n hasto be sentto the PaymentCoordinator

1Likein thetraditionalcasethecustomehasin theinitial negotiationphaseto agreeupontheway the paymenis processeavith
all merchants.



(receivepaymentrder). Then,the valueandvalidity of the paymentinformation PI is checled (ched

validity of token). Giventhe validity of the paymentinformation, the PaymentCoordinatorcontactsall

merchantsasksthemto validatethe orderinformation (OI..); andin the caseof successfulalidation,
collectsfor eachproduct; the key neededor decryption(receivekeys). Whenall keys arrive within a

given period of time (ched timeou)?, the PaymentCoordinatorsendsall keys to the customey sendsa

money transferorderto the bankin orderto creditthemerchant accountsandsendsa confirmationabout
the successfuterminationof the paymentto all merchant§commitof payment).Otherwise—whenthe
customersiew on the orderinformation(O1,),; andthe merchantsiew (OI,,); do notmatchfor some
7, whensomekeys arenot available,whenthetimeoutis exceededor whenthevalidationof the payment
information PI fails— no exchangewill take place(abort of payment)but appropriatenotificationsare
sentto all participants.

Basedon the precedencand preferenceordersaswell on the terminationpropertiesof eachactiity,
it canbe shawn thatthis transactionapaymentprocesss correctlydefinedandthusprovidesguaranteed
termination. Furthermorejt hasto be shavn that by all correctterminations the desiredsemanticsof
atomic paymentinteractiongwith respecto all threedimensionsf atomicity)is provided. To this end,
all possibleexecutionshave to be considered. Wheneer somefailure occursprior to the termination
of the ched timeoutactuity, all previously executedstepsare semanticallycompensatey sendinga
notificationaboutthe failure of the paymentprocesgo all participantgsincethis notificationis alsosent
to the customershedoesnot loseher paymentinformationbut canspentit laterwithin otherpayments).
After the successfutransferof the keys to the customerthe paymentprocesss alsoterminatedcorrectly
sincethereal-world mongy transferhaspreviously beenensuredy the bank(in the ched validity of token
step). Finally, whenthe transferof keys to the customeffails (e.g.,sinceshecannotbe contacted)also
appropriatenotificationsare sentto all participantsand no real-world money transfertakesplace(again,
thepaymentnformationcanbeusedby the customeffor furtherpayments).

This transactionapaymentprocessow providesmoney atomicity, certifiedatomicdelivery anddis-
tributed purchaseatomicity simultaneously Sinceit is guaranteedhat the paymentinformationis only
transferredn real-world money flow whenthe procesgerminatesorrectlyandsinceno merchanteceves
this paymentinformationdirectly, the customeris ableto spentit againin the abortcaseof a payment
processwithout beingaccusedf double-spendingFor certifiedatomicdelivery, the sameargumentsas
givenin [CHTY96] hold: the PaymentCoordinatormpersistentlystoresprocessnformationandis thusin
the caseof customercomplaintsable to verify whetherthe orderinformation matcheshe goodsdeliv-
ered.Finally, sincethe procesnly terminatesorrectlywhenall merchantsagreeto commit, distributed
purchaseatomicityis alsoprovided.

Aside of atomicity, alsoanorymity of the customerand provability have beenidentified as security
aspectof paymentprotocols. Transactionapaymentprocesseslo not provide total anorymity (since
the PaymentCoordinatorneedsto contactthe customerin orderto transferthe keys neededo decrypt
all goods),but at leastthey provide partial anorymity. The customermay hide her identity (e.g., the
IP addressf the hostsheis using)to the merchantdy applyinganorymizing techniquegsuchas, for
instance[An099)). In orderto hide theidentity of the custometto the bankwhenissuingelectroniccash
token, cryptographidlinding technigue§CFN88 canbe applied. Sincethe PaymentCoordinatorstores
all processnformation (including the orderinformation) persistentlythe proof of the participationof a
customein atransactiorandthe serviceorderedn this transactionss possible(total provability).

By executingpaymentprocessedy a centralizedPaymentCoordinatoy the monitoring of the state
of a paymentinteractionis facilitatedcomparedo the distribution found in currentpaymentprotocols.
However, all participantdandespeciallythe customerhave to trustthis centralizedPaymentCoordinator
But sincein the caseof thesepaymentprocessesnly informationaboutthe merchantsnvolvedin a deal
andthe prizesof goodsis availableto the PaymentCoordinatorbut no informationaboutthe singlegoods,
thisis equivalentto theamountandkind of datacreditcardorganizationgollectwhencustomergerform
paymentswith their creditcards.

2This activity only generates log entry makingthe decisionpersistentalthoughit cantechnicallybe compensatedt is treated
aspivot sincecompensationf theprocesss nolongerallowed.



5 Conclusion

This paperprovidesa detailedanalysisof requirementparticipantdn E-Commercgraymentimposewith
respecto atomicityissuesDifferentlevelsof atomicity canbeidentifiedwhich, however, arenot simulta-
neouslyprovidedby existingapproachedJsingthenotionof processest hasbeenshovn thatall payment
interactionccanbeembeddedhto a singlepaymentprocesshereall possibldevelsof executionguaran-
teescanbe provided while at the sametime the prerequisite®f the participantsarereduced.Finally, by
applyingthe ideasof transactionaprocessnanagementi hasbeenshavn how a PaymentCoordinator
supportingatomicandprovablepaymentprocessesanbe developed.

This process-baseftaymentCoordinatoris currently being implementedwithin the WISE system
[AFH+99]. Basedon this implementationwe will in our future work extendthe analysisof payment
processe$o further propertiegsuchas, for instance anorymity, scalability or flexibility). Our goalis to
decouplethesepropertiesto identify the building blocksneededo realizethemandto flexibly generate
paymenfprocessewith userdefinedpropertiesy pluggingtogetherthe building blocksneeded.
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