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Abstract. One of the tools to control the level of knowledge is testing. When 

compiling a control test, it is necessary to ensure full coverage of educational 

material, to avoid the identity of educational and control tests. A common ap-

proach is random selection of test questions from a given list by their condi-

tional numbers. The questions database should have a large size: the total num-

ber of questions in the database should significantly exceed the number of ques-

tions in a single test. But database size does not guarantee that the control test 

will not include questions that have already been used at the stages of training 

testing or the thematic control test. In addition, this approach does not take into 

account the logical relationship of questions, which may affect the reliability of 

knowledge assessment. 

To solve this problem, use of associative rule search algorithms at the stage 

of selecting test tasks and including them in the control test was proposed. As-

sociative methods allow identifying the frequency of occurrence of particular 

questions, to discard the most frequently used ones, to offer options for choos-

ing subsequent questions, taking into account their thematic relationship. 

The relative newness of research is the use of a modification of associative 

rule search algorithms in the formation of control test tasks. Practical use of the 

proposal allows increasing the completeness of the coverage of educational ma-

terial, objectively evaluating student knowledge level. 

Keywords: testing, quality of knowledge, educational material, associative 

methods. 

1 Introduction 

The constant development of the education system leads to the need to improve the 

methods of quality control of learning outcomes. Controlling, evaluating of the 

knowledge and skills of students is an integral part of the process of didactic diagno-

sis. Diagnosis involves the control, verification and evaluation of knowledge, and, in 

addition, the collection of statistical data, their analysis, prediction of further devel-

opments. One of the methods for monitoring and measuring student knowledge is 

testing. For its implementation, it is necessary to have test tasks, clear rules for con-

ducting, analysis and processing of results. Testing allows you to determine the initial 
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level of knowledge, identify poorly understood topics, adapt the necessary materials 

in the learning environment, and make the cognition process more active and produc-

tive [1]. 

The advantages of testing are the accuracy of measuring the quality of knowledge, 

objectivity of evaluation and the economic efficiency of the procedure. But, despite 

the advantages, the testing method also has disadvantages. The main disadvantage is 

the complexity of compiling a test that would ensure reliably assesses the level of 
knowledge of the subjects, reduce the probabilistic component of the results repeti-

tion. The problem is especially acute when compiling a control test. In this case, com-

pilers strive to ensure the fullest possible coverage of the educational material, to 

avoid the identity of educational and control tests.  

The methods for selecting test tasks with the required level of knowledge of the 

subjects are not perfect. The database of questions has a sufficiently large size. The 

total number of questions should significantly exceed the number of questions in a 

single test. A common approach is to randomly select test questions from a given list 

by their conditional numbers. But this does not guarantee that the control test will not 

include questions that have already been asked at the stages of training testing or the 

thematic control. In addition, this approach does not take into account the logical 

relationship of issues and coverage of topics, which can affect the reliability of 
knowledge assessment. 

A fairly new direction is the use of Data Mining in the process of knowledge con-

trol. Data Mining is one of the relevant and sought-after areas of processing structured 

and unstructured data of large volumes. 

The direction includes many methods for processing data and detecting implicit 

and unknown dependencies. The revealed interactions and mutual influences of data 

are used in the future to solve non-trivial problems in various fields. Data Mining is 

particularly effective when analyzing large-scale unstructured data. The main tasks 

for the application of which intellectual analysis is used are the tasks of classification, 

clustering and the search for associative rules. 

The methods of associative rules search are used to find typical sets of purchases 
(logistics), in cryptography (intrusion detection), to search for information on web 

resources (Web Mining), to solve production problems (continuous production), and 

to analyze medical and pharmacological information. Widely used methods of Data 

Mining in Microsoft software products, in the Oracle Data Mining system, in the de-

velopment of Kaspersky Lab. 

One of a new direction is the application of associative rules to the analysis of the 

educational process of the university, namely, to identify the relationship between 

academic performance and data on the educational process [2].  

A prerequisite for applying the methods of searching for associations in the field of 

education is the rather large amounts of data of various structures. The task of moni-

toring the educational process, the search for factors affecting its effectiveness, the 
relationship of these factors is an important task of pedagogy. But the use of Data 

Mining and, in particular, associative methods in constructing tests and analyzing the 

results of knowledge testing, according to the authors, in scientific publications is 

missing. 



The aim of the work is to demonstrate the results of the use of associative methods 

in the preparation of control tests, the analysis of qualitative indicators according to 

the experiment. 

2 Associative Methods 

Associative methods are a mechanism for searching for logical patterns between re-

lated elements, events or objects. 

The problems of constructing associative rules include the task of determining the 

list of objects that are often found in a data set. The indicated possibility of associa-

tive methods allows sifting, or vice versa, to select frequently occurring sequences, to 

compile (create, form) filtered data sets that meet the requirements of the task. 

Let A be a finite set of unique elements (list of items). In the general case, a set 

consists of n binary attributes called objects. From these components, many sets of 

items can be made up, such that X ⊆ A [3]. 

The work of the associative method begins with the formation of associative rules 

of the form X → Y and sifting out non-informative values in a descending order. 

First, sets of one element are considered. At the second iteration, two element sets 

are analyzed. On the third - three-elemental and so on, while the algorithm provides 

informative results, forms the rules. The volume of the analyzed data in this case is  

2Т-1 and therefore finding all the frequent sets in the database is difficult.  

Clipping uninformative values is performed using special indicators. The basic in-

dicators that are used in almost all algorithms are support and confidence. The support 

metric shows how often a particular set of items is found in the database. Confidence 

is an indicator of how often the rule is true. In addition to these, there are a number of 

other indicators, for example, the indicator lift (the degree of connectedness of 

events), but for this study, other indicators were not used. 

So, if X is a certain set of elements, then the support for the set of elements is cal-

culated by the formula: 

support(X)= Ts(X)/T, 

where Ts (X) is the number of rows in the table satisfying the condition of joining the 

set (the number of transactions in the database that contain the set X), T is the total 

number of rows in the transaction table. 

The confidence determination formula is: 

con(X→Y)= sup(X→Y)/ sup(X). 

At the end of each iteration, the Apriori method divides the sets of elements into two 

groups: the support value, which is greater than some predefined control value and 

those where this value is less than the support level. 

Of the sets of elements, the Apriori algorithm leaves for further use only those of 

them whose support value is greater than some predetermined control value, that is, 

those for which the condition is satisfied: 



sup(X)≥podr,                                                    (1) 

where podr is the minimum (control, threshold) value for selecting an element and 

inclusion in the set. 

The procedure continues until all sets are considered. 

From the sets of elements remaining after dropping out by condition (1), rules of 

the form X → Y are formed. Of these rules, those for which the condition is not ful-

filled are eliminated: 

conf (X → Y) ≥ dost,                                       (2) 

where dost is the minimum value of the reliability of the rules. 

Rules that have passed verification under condition (2) are the desired associative 

rules. For these rules, a conclusion is drawn about the relationship in the source data 

and the value of the next data element is predicted. 

As noted, the size of the analyzed variants for the formation of the sample increas-

es significantly from step to step, therefore, the analysis requires the use of special 

algorithms and programs. 

Both commercial and freely distributed software products that implement the work 

of associative algorithms are presented on the market. The variety of algorithms is 

explained by the lack of unification in solving the problems of searching for associa-

tive rules and the use of various programming environments. 

The most famous and frequently used associative rules search algorithms are 

Aprori, Eclat, and FP-Growth [4]. 

3 The Use of Associative Algorithms in Testing 

The Apriori algorithm is designed to search for repeating sets of elements and to iden-

tify, on their basis, the relationships in large data sets. 

In this case, an element is understood as a separate test task, the code of which is 

written in the database cell, as shown in Table 1. 

A set is several elements of test tasks that occur simultaneously within the same 

test. 

There is a methodology for determining the number of tasks recommended for in-

clusion in the test. This amount depends on many factors. For example, testing goals, 

audience, age of test participants, etc. But in general, a set, and in this case a test can 

include a fairly large number of test questions. So, in [5] information security tests are 

proposed, including from 150 to 450 questions. Apriori algorithms are designed to 

work with large amounts of data. If the length of the test is 150 questions, the number 

of possible combinations of 150 questions of 30 (without repetition) is 

3.219878534049457e + 31, which makes it expedient to use association search meth-

ods. 

The control test is composed of many test items. When compiling it is necessary to 

observe the following conditions: 

 minimize the repetition of already asked questions; 



 identification and inclusion of rarely used questions in the test; 

 the exclusion of related and complementary issues. 

The last requirement, according to the authors, should reduce the likelihood of 

guessing or intuitively receiving an answer. 

A fragment of the database for processing and identifying the number of repetitions 

is shown in table 1. The sequence of the experiment is described in detail in [6]. 

Each test receives a unique code consisting of module numbers, topics, lectures, 

sections, test question number and the question type attribute (1 open-form question, 

2 - compliance questions, 3 — sequence questions, 4 — closed-form questions). 

For example, m1t02L04r07q13h2 - module 1, topic 2, lecture 4, section 7, question 

number 13, type of question - compliance questions (type 2). 

Table 1. Database fragment 

Number Test Question Codes 

Т1 m1t02L02r02q03h4 

Т2 m1t02L02r01q06h4, m1t02L02r01q07h2 

Т3 m1t03L03r02q03h1 

Т4 m1t02L02r01q08h4, m1t03L04r02q03h4, m1t04L06r01q05h3, 

m1t05L07r02q02h2 

Т5 m1t02L02r02q03h4, m1t04L06r01q05h3, m1t02L07r01q08h2 

This encoding is not redundant. On the contrary, it allows you to find questions relat-

ed to one module, to the same topic, with the same number of lectures and sections. 

Then you can check if this question is unique. 

It is this coding that avoids the lexical analysis of the content of the question in or-

der to determine its uniqueness. The use of special codes made it possible to use the 

mechanism for searching for associative rules, the Apriori algorithm, to determine the 

frequency of repetition of a question and its uniqueness. 

In our case, the Apriori algorithm has been modified. Scheme of the modified 

Apriori algorithm is shown in Figure 1. 

The necessity to modify the original algorithm is due to the fact that the classic 

Apriori allows you to find the most commonly used sets, and to solve the problem 

you need to make a list of questions that are least used in tests conducted in the learn-

ing process. 

If we use the above notation, then in our case, from the test sets, the modified algo-

rithm leaves for later use only those whose support value is less than some predeter-

mined control value, that is, those for which the condition is satisfied: 

sup(X) ≤ podr 

At the first iteration, elements whose support level is higher but not lower than the 

specified one were cut off. This allowed us to get a list of questions that appeared less 

frequently in work tests. At the second stage, pairs of non-repeating questions were 



compiled so that they related to different topics and had a different level of complexi-

ty. At the same time, rules are formed that allow proposing whether or not to include 

next question in the test. 

 

Fig.1. Scheme of the modified Apriori algorithm 

4. Description of the Experiment 

The research was conducted with the involvement of first, second and third year stu-

dents who study information technology. As a base, information security tests were 

selected. The reason for this is the relevance and importance of ensuring information 

protection, extensive development in the field of testing on this topic, a significant 

amount of materials in the Internet space, the need for high-level knowledge in this 

direction. 

In general, the research consisted of several stages. 

At the first stage, the initial level of knowledge of students who did not have previ-

ous training in the field of information security (trial testing) was determined. 



The initial level of knowledge of students who do not have skills in the field of in-

formation security obtained using ICT tests [7] is presented in Figure 2. 

 
Fig.2. Entry level of students’ knowledge 

A gradual improvement in the quality of answers is apparently associated with the 

skills acquired over three years of training as a result of the use of computer equip-

ment and information technologies that are necessary for every modern person. 

Analysis of test answers showed that the largest number of correct answers were 

given to well-known questions in the field of information security. Answers to special 

questions contained the largest number of errors. This confirms the lack of prelimi-

nary training of the participants in the experiment. 

The questions of this stage of the study are divided into three sections. The first 

section allows you to evaluate the knowledge of the general principles of data protec-

tion. The second analyzes the availability of Internet and email skills. The third con-

tains questions on the use of social networks.  

In general, the number of correct and incorrect answers, taking into account the 

topics of the questions, is presented in table 2. 

Table 2. Made mistakes structure 

Test questions topics Mistakes (%) 

The general principles of data protection 57,14% 

The availability of Internet and email skills 22,86% 

The use of social networks 20,00% 

Total 100% 

At the second stage, the degree of mastering the educational material was assessed. At 

this stage, tests were used, composed of the training materials of the original program 

of the course on information security. To master the learning materials, students could 

re-take trial testing. Tests were randomly selected using a random number generator. 

There was no ban on reusing the test question. 

This stage for this study became a source of collecting material on the frequency of 

use of test questions. From an educational point of view, this stage has confirmed the 

need to control the level of assimilation of educational material. Students for whom 

the level of mastering the educational material was controlled mastered the material in 



a shorter time, in a larger volume and with higher indicators (average value of the 

coefficient KSR1 = 0.87) than students in groups without control of this indicator. 

At the third and last stage, control testing was organized, during which non-

repeating questions were used, selected from the general list using the modified Apri-

ori algorithm. 

The third stage is the most interesting for the presented study. 

5. The Obtained Results 

The research was conducted with the involvement of first, second and third year stu-

dents who take a course in information technology. As the base selected tests on in-

formation security. The reason for this is the relevance and importance of ensuring 

information protection, voluminous developments in the field of testing on this topic, 

a significant amount of materials in the Internet space, the need for high-level 

knowledge in this direction. 

A preliminary test using various variants showed an initial knowledge level of 

62%. In the learning process, all students took a basic course on the basics of infor-

mation security and testing was repeated. The average mark of students rose to 80%, 

which indicates the achievement of a sufficient level of knowledge in the selected 

subject (Fig. 3, a)). The top line is the results after training. The line below is pre-test 

data. 

To confirm the objectivity of the assessment, the test results were compared with 

students' exam scores. The pair correlation coefficient was 0.8 when using tests, the 

formation of which used the methods of intellectual analysis. When comparing exam-

ination scores with assessment results using tests of random selection of questions, the 

correlation coefficient was 0.83. Thus, the use of tests in the process of assessing 

students' knowledge, in the preparation of which the associative rules are used con-

firms a fairly high objectivity of assessment and can be recommended for use in the 

educational process (Fig. 3, b)). 

   
     а) results before and after training                       b) correlation dependence “test – exam” 

Fig.3. Test results 



To assess the completeness of the display of educational material, the value Pz = Yz / 

Q * 100 was calculated, where Yz is a parameter that shows how many different test 

questions were used in the preparation of the tests, Yz = Sum (Ai) and Q is the total 

number of test questions. The results of building tests using the associative rules 

search algorithm (Y2) and tests without processing by Data Mining methods (Y1) for 

test material from 150 questions are collected and shown оn Figure 4. 

 

Fig.4. Completeness of study material 

When conducting an experiment on a test of 150 questions, without using the methods 

of intellectual analysis in the formation of tests, 113 to 140 questions were recorded 

(an average of 127), which had not previously been encountered in preliminary and 

educational tests. In an experiment using the Apriori method, from 137 to 149 unique 

questions (on average 142) were used to build the test. Thus, when compiling tests, 

from 9 to 15 questions were selected from topics with a low percentage of use. The 

test, in the compilation of which associative methods were used, showed a higher (by 

9.8%) completeness of the coverage of educational material. 

5. Discussion and Conclusion 

The paper presents the results of a study on the application of Data Mining methods in 

the preparation of control tests. 

The authors developed an Apriori algorithm with cutting off the most common el-

ements whose support level is higher, but not lower than indicated. This made it pos-

sible to obtain a list of questions that were less frequently encountered in working 

tests and formulate rules that allow inclusion in the test or rejection of the next ques-

tion from the number of test items entered into the database, account its uniqueness 

and frequency of use. 

It has been experimentally confirmed that the use of tests in the process of as-

sessing students' knowledge in the preparation of which associative rules are used has 

a higher objectivity in assessing the level of knowledge. 



In addition, associative selection revealed rarely used questions in the database of 

test items. The inclusion of such questions in the control test increased the complete-

ness of the display of educational material, expanded the variability of the tests, and 

made it possible to more fully evaluate the knowledge of the subjects. 

According to the results of the study, training programs were adjusted. Duplicate 

material and sections that do not carry a new information load have been removed. As 

a result, students mastered a large volume of educational material, achieved higher 

indicators with a ball assessment of knowledge. 

The authors believe that the study has elements of scientific novelty, which con-

sists in using a modification of the association search method in the formation of con-

trol test tasks. This allows you to ensure the completeness of the educational material, 

objectively assess the level of knowledge of students. 

In the process of forming the knowledge base, along with the test tasks of the orig-

inal development, the questions of the ICT security skills barometer test were used. 

Researchers were guided by the framework and requirements of the Erasmus + pro-

ject "Digital competence framework for Ukrainian teachers and other citizens" 

(598236-EPP-1-2018-1-LT-EPPKA2-CBHE-SP), one of the participants of which is 

Donetsk National Technical University. 
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