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Abstract
Social engineering attacks based on the human factor have long been the most frequently used in vi-
olation of the information security policies. One of the ways to increase the organization’s level of
protection against social engineering attacks is building a social graph of the organization’s employ-
ees and its analysis. The nodes of such graph associated with users of the information system, and
edge designate the relationships between them. Moreover, this kind of information can be obtained by
analyzing social networks. However, often users have accounts in different social networks, and the
information presented in them is different. The purpose of this article became to propose approaches to
merging probabilistic estimates of the relationship between users, which are linguistic values of linguis-
tic variable "type of relationship". The theoretical significance of the results lies in the proposal of new
approaches to the merging of probabilistic estimates of linguistic variables, the practical significance
consist in creating the basis for further analysis of the social graph of the organization’s employees,
in particular, for detecting the most critical trajectories of attack development or solving backtrack-
ing tasks of social engineering attacks, e.i. the investigation of cyber crime committed by using social
engineering techniques.
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1. Introduction

For a long time in the field of information security, one of the least developed sections remains
the issue of user protection from cyberattack [1]. Over the years, information security spe-
cialists have been developing technical means of protection against hack, for example, against
DoS attacks [2], packet sniffing [3], special programs (viruses, worms, trojans) [4] etc. At the
same time, organizations are still being unprotected due to the lack of employees’ awareness
about cybersecurity and, in particular, about social engineering attacks. We consider social
engineering attack as a set of applied psychological and analytical methods which malefactors
use for users’ motivation in terms of public or corporate network in relation to violations of
the settled rules and politics in the field of information security [5].

Russian Advances in Artificial Intelligence: selected contributions to the Russian Conference on Artificial intelligence
(RCAI 2020), October 10-16, 2020, Moscow, Russia
" aok@dscs.pro (A.O. Khlobystova); alt@dscs.pro (A.L. Tulupyev)
�

© 2020 Copyright for this paper by its authors.
Use permitted under Creative Commons License Attribution 4.0 International (CC BY 4.0).

CEUR
Workshop
Proceedings

http://ceur-ws.org
ISSN 1613-0073 CEUR Workshop Proceedings (CEUR-WS.org)

mailto:aok@dscs.pro
mailto:alt@dscs.pro
https://creativecommons.org/licenses/by/4.0
http://ceur-ws.org
http://ceur-ws.org


This information is confirmed by the statistics of cybersecurity incidents both in Russia
[6] and abroad [7]. Moreover, even a small group of malefactors can commit more than 2
thousand cybercrimes in a short period of time, such information is proved in source [8], which
describes about the detention of three unemployed young people from St. Petersburg who stole
more than 4 million rubles within six months, by creating phishing “clones” of famous brands.
Also Ria News have reported the number of cybercrimes in Russia over 5 years has grown by
more than 25 times [9], and one of the most common types of cybercrime in Russia are social
engineering [10]. In addition, one of the largest banks in Russia expects that in 2021 the Russian
economy will lose up to 7 trillion rubles from cybercrime [11].

This requires the development of effective and robust methods, models, methodologies and
automated tools against hack with applied social engineering. And since social engineering
attacks are directed at people, the overall research direction consists in increasing the level of
protection of users of information systems from social engineering attacks.

1.1. Prerequisites for research

One of the important steps to achieve this goal is to analyze the security of users from such
threats. Automation methods for building estimates of the security of users of information
systems from social engineering attacks were proposed in [5, 12]. In particular, the authors
developed a set of models “critical documents — information system — user — malefactor”
used to analyze user security, indirectly, critical documents and simulate scenarios of the social
engineering attack.

One of the most used sources of information in social engineering attacks is social networks,
so according to [13] attacks on accounts on social networks are considered very effective. How-
ever, malefactor is not confined to an account on only one social networks. Often users use
different social networks for different purposes. In this regard, for the analysis of user secu-
rity, it is important to consider information from different social networks. This in turn raised
questions about aggregation and merging of data. The tasks of merging user accounts from
different social networks were discussed in [14, 15, 16]. But beyond merging user profiles, it is
also necessary to compare estimates of the probability of attack propagation for social graphs
built on different social networks [17]. That is, in other words, it is necessary to compare the
estimates of the probability of attack propagation. Thus, the purpose of this study is to pro-
pose approaches to the partial merging of social graphs, that is to compare estimates of the
probability of attack propagation for different social graphs obtained on the basis of data from
different social networks.

1.2. Related Work

The "Friend-of-a-Friend" technology, merging social graphs from various social networks into
one database, is described in [18]. However, the authors do not consider the problem of merg-
ing inconsistent data that belong to the same category. The analysis of social graphs in the
context of rumour spreading in social networks is also considered in [19]. Its authors pro-
pose an approach to identifying and blocking nodes that are most likely to disseminate a large
amount of false information. The work may be useful in developing approaches to the analysis



of a social graph in the context of identifying the most probability paths for the spread of the
social engineering attack, but in it only the values “friendship”, “follows” and “subscriptions”
are considered as edges of a social graph, which complicates the applicability to the present
study. The purpose of the study [20] is to propose a scheme for matching user content iden-
tifiers that are publicly available on social networks. Namely, the authors propose a method
based on natural language processing and text mining. The study is relevant and useful when
aggregating data from social networks, but it does not address the issues of combining infor-
mation about the interaction between users. A basis for this research was the work of [5, 21] in
which approaches to the construction and analysis of the social graph of employees were pro-
posed, methods for quantifying linguistic variables (the relationships between users associated
with edges of social graph employees of the organization).

2. Problem statement

Let the user’s profile𝑈𝑖 and list of friends be known in the first social network 𝐹 =
{
𝑈𝑗1 , ..., 𝑈𝑗𝑛

}
(𝑗𝑘 ≠

𝑖, 1 ≤ 𝑘 ≤ 𝑛), also in another social network, this user corresponds to profile 𝑈 ′
𝑖 and list of

friends 𝐹 ′ =
{
𝑈 ′
𝑗1 , ..., 𝑈 ′

𝑗𝑛
}

(𝑗𝑘 ≠ 𝑖, 1 ≤ 𝑘 ≤ 𝑛). In this case, the user profile 𝑈𝑗𝑘 ∈ 𝐹 (𝑗𝑘 ≠ 𝑖, 1 ≤ 𝑘 ≤
𝑛) corresponds to the user profile 𝑈 ′

𝑗𝑘 ∈ 𝐹 ′ (𝑗𝑘 ≠ 𝑖, 1 ≤ 𝑘 ≤ 𝑛). Obtaining this information relates
to the task of merging user profiles in different social networks and has successful solutions
[14, 22].

It is known that 𝐸𝑖𝑗𝑘 corresponds to relationship between users 𝑈𝑖 and 𝑈𝑗𝑘 (𝑗𝑘 ≠ 𝑖, 1 ≤ 𝑘 ≤ 𝑛),
𝐸′𝑖𝑗𝑘 relationship between 𝑈 ′

𝑖 and 𝑈 ′
𝑗𝑘 (𝑗𝑘 ≠ 𝑖, 1 ≤ 𝑘 ≤ 𝑛). In this case 𝐸𝑖𝑗𝑘 and 𝐸′𝑖𝑗𝑘 can be different

from each other. An example of this is social graphs on the “VKontakte” and “Instagram”:
in “VKontakte” users may be relatives (they are indicated at each other in the corresponding
public lists of friends), and in “Instagram” one of them may be follows for other. Figure 1
illustrates an example of merging user profiles and their relationships in two different social
networks. At the moment, we do not consider the comparison of relations between the friends
of the user, since for them everything will be the same.

According to [5] when constructing a social graph of the organization’s employees for the
purpose of subsequent analysis to identify the most vulnerable places to social engineering
attacks, each relationship between users (𝐸𝑖𝑗𝑘 ) is associated with a probabilistic estimate (𝑝𝑖𝑗𝑘 ),
obtained by analyzing user interactions in social networks (assignment to any category from
the list of friends, as well as the availability of shared photos, information about likes, reposts,
comments, etc.). Based on the study [21], 𝑝𝑖𝑗𝑘 can be obtained by quantifying the types of user
relationships. For example, on a social network, information about the relationship between
users can be obtained by looking at the public list of friends of the user or the “personal infor-
mation” section on the profile’s main page. Similar actions can be performed with other social
networks.

So with this approach, 𝐸𝑖𝑗𝑘 is a linguistic variable “type of relationship”, which characterize
1-to-1 relation between two users of this network.

Let us remember that by a linguistic variable is meant a variable whose values are words
or sentences in a natural or artificial language [23, 24]. Linguistic variable is a quintuple
(𝐿, 𝑇 (𝐿), 𝑈 , 𝐺,𝑀) in which



Figure 1: Merging example of communication between users.

• 𝐿 is the name of the variable;

• 𝑇 (𝐿) is the term-set of 𝐿, that is, the collection of its linguistic values;

• 𝑈 is a universe of discourse;

• 𝐺 is a syntactic rule which generates the terms in 𝑇 (𝐿);

• 𝑀 is a semantic rule which associates with each linguistic value 𝑋 its meaning, 𝑀(𝑋 ) ,
where 𝑀(𝑋 ) denotes a fuzzy subset of 𝑈 .

Thus, for the case under consideration:

• 𝐿 is “type of relationship”;

• 𝑇 (𝐿) depends on the social network in question, for example, if the social network is
“VKontakte” in our study 𝑇 (𝐿) = “Friends”+ “Best friends”+ “Colleagues”+ “School friends”+
“University friends”+“Family“+ “Grandparents“+ “Parents“+ “Siblings“+Children“+ “Grandchildren“+
“In a relationship“+ “Engaged“+ “Married“+ “In a civil union“+ “In love“+ “It’s compli-
cated“;

• 𝑈 is set of values from [0, 1], denote the strength of the relationship between users;

• 𝐺 is determined depending on the social network in question;

• 𝑀 is a modified method by Khovanov described in [22, 21].

Thus, the purpose of this article became to propose approaches to merging probabilistic
estimates of the relationship between users, which are linguistic values of linguistic variable
"type of relationship".



3. Approaches to merging probabilistic estimates of the
relationship between users

This section provides approaches to merging probabilistic estimates of user relationships.

3.1. Highlighting the strongest communication

This approach is based on the assumption that users can subconsciously select one of the social
networks and be more active in it, including posting more detailed information about them-
selves and their social environment. In addition, often different social networks are used for
different purposes, in this regard, in one of them, for example, there will be more information
related to the work of the user, and in the other with family ties.

Based on the approach to quantification of numerical estimates proposed in [22, 21], we will
consider the numerical probabilistic estimates characterizing the relationship between users to
be known (Table 1 and Table 1).

Table 1
Probabilistic estimates of the the linguistic values variable “type of relationship" from social network
"VKontakte"

Types of relationships Mapped estimate of probability
Friends 0.2938
Best friends 0.7838
Colleagues 0.4074
School friends 0.4443
University friends 0.3686
Family 0.3641
Grandparents 0.2507
Parents 0.3421
Siblings 0.4398
Children 0.41
Grandchildren 0.3474
In a relationship 0.3075
Engaged 0.3107
Married 0.3793
In a civil union 0.3223
In love 0.4189
It’s complicated 0.1922

In this case, we can compare the linguistic values of the relationship variable, revealing a
connection with a larger rating and designating it as a stronger one. Then match this connec-
tion to the social graph edge. For example, let us want to compare the relationship between the
profiles of “VKontakte” and “Instagram” users. It is noted that “VKontakte” users are connected
by relationships 𝐸𝑖𝑗 — “school friends” (probabilistic assessment corresponds to this type of re-
lationship is 𝑝𝑖 𝑗 = 0.4443), in “Instagram” 𝐸′𝑖𝑗 marked as “𝑖 like 𝑗” (𝑝′𝑖 𝑗 = 0.34). Then the “school



Table 2
Probabilistic estimates of the the linguistic values variable “type of relationship" from social media
"Instagram"

Types of relationships Mapped estimate of probability
I follow 0.48
I like 0.34
I comment 0.4
I have photo with tag X 0.62
X follows 0.43
X likes 0.38
X comments 0.43
X have photo with tag me 0.54
Followers 0.51
Common geotag 0.42
Common hashtag 0.36
X is a selebrity 0.57

friends” connection is stronger than the connection “𝑖 like 𝑗” (𝐸𝑖𝑗 ≻ 𝐸′𝑖𝑗 ), therefore, in a further
analysis of the relationship between 𝑖 and 𝑗 will be considered “school friends” and estimated
in 𝑝𝑖 𝑗 = 0.4443.

3.2. Weighted average

With knowledge of the reliability of sources, a combination of estimates can be obtained using
a weighted average [25, 26]. Thus, the merging probabilistic relationship assessment will have

the form
⌢𝑝 𝑖𝑗= 𝑝𝑖𝑗 ⋅ 𝑤𝑖𝑗 + 𝑝′𝑖𝑗 ⋅ 𝑤′

𝑖𝑗 , where 𝑝𝑖𝑗 and 𝑝′𝑖𝑗 is probabilistic estimates obtained using
relationship information about𝐸𝑖𝑗 and 𝐸′𝑖𝑗 respectively, 𝑤𝑖𝑗 , 𝑤′

𝑖𝑗 is weights such that 𝑤𝑖𝑗 +𝑤′
𝑖𝑗 = 1.

At the same time, knowledge about the reliability of sources can be obtained in different
ways, for example, by quantifying expert opinions or by obtaining estimates of the communi-
cation activity of users in social networks [27]. This approach will be explored further as part
of further research. In addition, in the future it is planned to consider the possibility of apply-
ing the conjunctive combination rule [28], or use in a weighted average estimate of weights
based on inverse dispersion.

4. Result

The approach based on highlighting the strongest connection is useful and convenient to use
in case of differences in the probabilistic estimates of relationships. It is expected that this
approach will give an optimal result when applied in the analysis of the social graph of the or-
ganization’s employees in the context of protection from social engineering attacks. However,
the question of the applicability of this approach to other tasks in the analysis of social net-
works has not been studied. In addition, it may not be applicable in the case of approximately



equal estimates. Also, in [29] it is noted that the propagation of information in a social graph
will be more difficult by the removal of a weak connection, which also confirms the need to
verify proposed approach.

While the approach based on the weighted average value can be applied regardless of the
values of probabilistic estimates. Nevertheless, it requires additional, more in-depth studies to
find the optimal weights. It is also assumed that in the future these two approaches can be
combined.

5. Conclusions

Thus, the article proposed approaches to the merging of probabilistic estimates of the relation-
ship between users, based on the assumption that these probabilistic estimates are obtained by
quantification. The theoretical significance of the results lies in the proposal of new approaches
to the merging of probabilistic estimates of linguistic variables, the practical significance is seen
in creating the basis for further analysis of the social graph of the organization’s employees,
in particular, for detecting the most critical trajectories of attack development or solving back-
tracking tasks of social engineering attacks.
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