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Annotation. In this work, theoretical studies of the physical hacking 

process for combined multi-level technical information protection (TIP) 

with probabilistic reliability are carried out. The research uses an ap-

proach related to the reliability of various equipment, technical devices 

and systems, which have been studied in sufficient details and have de-

livered good practical results with quantitative probabilistic assessment. 

To calculate and evaluate the capabilities of combined multi-level tech-

nical information protection, there were used single-level TIP with 

probabilistic reliability which were proposed and considered in the 

works of B. Zhurylenko (B. Zhurilenko). A method for constructing a 

combined multi-level technical protection of information with probabil-

istic reliability and the possibility of comparing it with equivalent sin-

gle-level protection is proposed. Studies of the combined information 

protection scheme for the selected parameters of single protection 

showed some improvement in information protection compared to sin-

gle-level protection. Possibilities for increasing the effectiveness of pro-

tection require additional research. This approach will allow us to ex-

plore more complex information protection schemes. Studies have 

shown that the calculated surface of the distribution of the maxima of 

the probabilities of hacking equivalent single-level TIP does not coin-

cide with the distribution of the maximum probability of hacking the 

combined TIP. Therefore, protection comparisons are only possible in 

the hacking direction selected for analysis. The paper proposes a meth-

od for determining the real probability of hacking a combined defense 

not by the maximum value of the probability of hacking, but by the dis-

tribution of the probability of combined multi-level TIP hacking, since 

hacking of a TIP may not necessarily occur at the maximum values of 

hacking probability. In this case, based on the constructed surfaces of 

hacking probabilities, the real reliability of the TIP can be determined 

for any direction of hacking. 
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tic hacking, distribution of the maximum probability of hacking, distri-

bution of hacking probability, the real process of hacking. 
 

 

1 Introduction 
 

The security of the circulating information in software-controlled technical sys-

tems, and its leak will be determined by the physical, technical and software interac-

tions of these systems and it is reflected in the works [1-6]. For example, in a comput-

er system, information security will depend on the access of various devices to device 

where this information is stored. Access to stored information can be carried out 

through parallel and serial devices. Such a scheme of operating devices complicates 

the assessment of stored information leak. Parallel and serial devices can significantly 

change the probability of access to protected information. From information security 

point of view, the work of parallel and serial devices can be represented as a com-

bined multilevel technical information protection (TIP). To determine the overall 

probability of hacking into such a complex multi-level TIP, you can determine the 

probability of hacking through an equivalent single-level protection. Such an ap-

proach will make it possible to evaluate and compare various combined multi-level 

information access systems with probabilistic reliability. B. Zhurilenko’s works ad-

dressed in sufficient detail the issues of hacking single-level information protection, 

but paid almost no attention to design issues and analyzing the state of functioning 

combined multi-level protection. Known methods for calculating the reliability of 

various equipment [7], technical devices and systems that have been studied in suffi-

cient detail and have provided good practical results with quantitative probabilistic 

assessment. These methods deliver good results in ensuring the reliability of various 

technical systems and devices; therefore, it is advisable to use these methods for cal-

culating the reliability of the design and analysis of the state of multilevel information 

protection systems, especially since the one-level protection systems considered in B. 

Zhurilenko’s works give a quantitative probabilistic assessment and may be applica-

ble for calculating the total probability of combined TIP hacking. 

In practice, the main difficulty in assessing and analyzing the state of combined 

multi-level technical protection of information using the single-level protections is 

that it is not known which of the single-level protections has already been hacked (for 

different protection efficiency factors) and what is the probability of this multi-level 

protection hacking. It is possible to assess the state of combined multi-level protection 

if the general distribution of the maximum probability of TIP hacking is known. 

From the whole variety of technical interaction and rather complex technical sys-

tems in which information circulates, we consider the combined protection of infor-

mation with probabilistic reliability, consisting of two parallel and then one serial 

protection. 

The aim of the work is to obtain surfaces of the distribution of the maximum 

probability and probability distribution of hacks for a combined multilevel infor-

mation protection system and its comparison with the equivalent distribution of sin-

gle-level protection, which will allow us to study and compare different types of 

combined multilevel information protections during their work, design and moderni-

zation. 



The relevance of study is proved by fact that, in contrast to regulatory documents, 

a new approach to the development of a multilevel TIP based on real physical pro-

cesses of hacking information is considered. 

Scientific novelty of study is represented by development of a new methodology 

for the approach to the design, modernization and analysis of the working condition 

of a combined multilevel TIP in order to save financial costs invested in protection. 

 

2 Description of the problem 
 
It is known [7] that the probability of complex technical systems failure will be 

determined by the reliability probabilities of these systems’ components. For TIP, the 

presentation of complex technical systems will correspond to penetration through a 

combined multilevel defense, for which an attacker needs to hack specific protections 

that have access to information. 

Figure 1 shows the structural diagram of the combined multi-level information 

protection. Access to information (output 3) is possible from inputs 1 and 2. Infor-

mation is protected by devices with hacking probabilities P1, P2, P3. If inputs 1 and 2 

are interconnected (dotted connection a-b), then we will have parallel protection with 

the probabilities of hacking P1, P2 and a series of protection with a probability of 

hacking P3. If inputs 1 and 2 are not interconnected, then we get two separate inputs 

with access to information through sequential protections with hacking probabilities 

P1, P3 and P2, P3. Studies of the probability distributions and the maximum proba-

bility of hacking for a sequential two-level information protection system and its 

comparison with the equivalent distribution of single-level protection were considered 

earlier. 

In this paper, we will carry out theoretical studies of the hacking process of the 

combined multi-level data protection shown in Fig. 1, with connection a-b between 

inputs 1 and 2. If attempts to crack the protection will be carried out simultaneously 

through inputs 1 and 2, then we will calculate probability distributions using different 

intensities and directions of hacks. 

 
Fig. 1. The structural diagram of the considered combined information security; 1, 2 - 

inputs from information access devices; 3 - output to the information storage device; 

a-b - a possible connection between inputs 1, 2; P1, P2, P3 - probabilities of hacking 

protection with unauthorized access to information. 

 



3 Theoretical construction and study of a combined mul-

ti-level information protection system and its comparison with 

the effective distribution of single-level protection 
 
There are publications [8-10] for single-level information protection, in which the 

probability distribution of hacking is obtained depending on the funding invested in 

protection, the coefficient of protection efficiency and the direction of the hacking 

process, that is, on the attempt m and the time of this hacking attempt t. The surface 

of the distribution of the hacking probability maxima will be described by the expres-

sion 
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where m, t are the current coordinates of the attempt and the time of hacking; the 

function f(m, t) determines the probabilistic reliability of protection and the direction 

of hacking; γ - takes into account the effectiveness of security and is determined by 

the ratio of the risks of invested financing in protection to total financial losses [11]; 

P(X) - the probability of TIP hacking from the investment in its construction [11]. 

The function f(m, t), depending on the change in one of the coordinates, can be repre-

sented as an attempt to hack into m and the direction or intensity of hacking 
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where  is the direction or intensity of hacking [11]. 

The surface of the probability distribution of hacking will be described by the ex-

pression 
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where the function , which determines the direction of hacking, depending 

on the change in one of the coordinates, can be represented as the maximum value of 

a hacking attempt with coordinates mc and tc. 
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Equations (1), (2), (3), and (4) allow us to calculate the probabilities of hacking of 

a combined multilevel defense, which is a complex of single defenses. This approach 

to calculating the probability of hacking into multilevel protection is one of the ways 

to assess the probabilistic reliability of a multilevel complex of technical information 

protection (TIP). 

Let us consider the case of TIP presented in Fig. 1, which consists of three single-

level information protection systems with distributions of maximum hacking proba-

bilities for one or the first protection Р1 = Р1max, the other or the second - Р2 = Р2max, 

and the third - Р3 = Р2max, whose surfaces are determined by the expression (1), that 

is, the distributions of the maximum probabilities of hacking for the second and third 

defenses are the same. To calculate and plot surfaces of the maximum probabilities of 

hacking, we will assume that the parameters of the first defense P1 will be: 

X1=x/H=0,5, x - financing invested in the first defense, H - financial losses if no pro-

tection used; γ1=X1/ (1 + X1) = 0.333 - coefficient of effectiveness of the first de-

fense; P1 (X1)=X1X1/ (1 + X1) (1 + X1) =0.385 - the maximum probability of hacking 

from the given invested financing in defense of X1; ω1 = (m21-m11) / (t21-t11) = 1 - 

direction or intensity of hacking; m11 = 1, t11 = 0 - initial conditions of the hacking 

process for the first defense (first hacking attempt and its time); m12 = 3, t12 = 2 - 

subsequent hacking attempt and its time in the direction of hacking for the first single-

level defense. Similarly, we determine the parameters for the second P2 and third P3 

information protection: X2 = 0,4 - reduced investment in the second and third protec-

tion; γ2 = 0,286 - coefficient of effectiveness of the second and third protection; 

P2(X2)=0,433 - the maximum probability of hacking from the reduced invested fund-

ing in the second and third protection X2; ω2=(m22-m21)/(t22-t21)=0,429 - direction 

or intensity of hacking in the second and third protection; m21 = 1, t21 = 0 - initial 

conditions of the hacking process for the second and third defense (the first hacking 

attempt and its time); m22 = 7, t22 = 14 - subsequent hacking attempt and its time in 

the direction of hacking for the second and third single-level protection. 

Figure 2 shows the surfaces of TIP hacking maximum probabilities distribution 

depending on the attempts and their hacking time (dark surfaces): for the first defense, 

Fig.2a along the line of hacking 1; for the second and third protection along hacking 

line 2 - Fig.2b. Line 1 indicates the hacking direction for the first single-level defense, 

and line 2 - for the second and third. The light surface gives the real probability of 

hacking into each of the defenses and is determined by the expression Рreal=1/m, 

where m is the current hacking attempt. It can be seen from Fig. 2 that there’s no big 

difference in calculated surfaces for TIP hacking, although the calculated directions 

for hacking in these defenses are different. 

Small differences in the surfaces of the maxima of the hack probabilities are ex-

plained by close values of the initial parameters. By the intersection of the dark, light 

surfaces of the maximum probabilities and the direction of the cracking line (Fig. 2), 

it is possible to determine the parameters of the maximum values of the probability of 

attempt and the time of this cracking attempt for single-level defenses with different 

hacking directions. It is possible that different hacking directions will allow designing 



multilevel complexes with greater information protection efficiency and comparing 

these multilevel TIP using their equivalent parameters for single-level protection by 

protective properties. 

 
Fig. 2. The surface of the distributions of the maximum probabilities of hacking TIP 

depending on the attempts and their hacking time (dark surface); P1max - for the first 

protection of P1; P2max - for the second P2 and third P3; Rreal - probability distribu-

tion of real hacking (light surface) 

 
For line 1 and the corresponding calculated surface, the coordinate of the hacking 

point for the first defense will be m1взл = 3 and t1взл = 2, and for the second, third 

protection and line 2, m2взл = 2 and t2взл = 2. 

As a result, considered structural scheme (Fig. 1) of combined information protec-

tion and the probability of access to a device or information system will be deter-

mined by the expression 

максмаксмаксмаксмаксмакс P2)P2P1P2P1(P −+=0  (5) 

 

Let us determine the parameters of the attempt and its time of the maximum prob-

ability of hacking in the direction of line 2, for the selected block diagram of the com-

bined multilevel TIP. Using these parameters of the maximum probability of hacking, 

we determine all the necessary parameters for the equivalent single-level protection. 

Using the given initial data by formulas (1) and (5), we calculate the maximum 

probabilities of hacking the combined multilevel information protection. The calcula-

tion results are presented in Fig.3. It is seen that the maximum probability of hacking 

in the direction of line 2 will be at the intersection of the light (real) and dark (calcu-

lated) hacking surfaces at mmax=7,5 and tmax= 5. In the direction of line 1, the value of 

the maximum probability of hacking will be at large values of mmax and tmax and is not 

displayed in the calculated area shown in Fig. 3, since the intensity of hacking along 

line 1 is greater than along line 2. 



To represent the parameters of a multilevel TIP through equivalent single-level 

protection, we use the formulas in [8-11]. In [8], an equation is presented for deter-

mining the coefficient of information protection efficiency of a single-level infor-

mation protection. 

 

 
Fig. 3. Distribution of the maximum probability of hacking for combined multi-

level information protection 
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Solving equation (6) regarding the effective reduced investment in two-level pro-

tection Xi by the point of maximum hacking, it is possible to determine all the neces-

sary equivalent parameters of a single-level TIP. 

Figure 4 shows a graphical solution to equation (6). Where Р(Хі) is the maximum 

probability of hacking from the effective reduced invested financing in defense of Хі; 

f1(Xi) is the functional dependence of the middle part of equation (6) on Xi; f2(Xi) is 

the functional dependence of the right side of equation (6) on Xі. The intersection of 

f1(Xi) and f2(Xi) gives a solution to equation (6) Xi=0,9. Given that the effective coef-

ficient of single-level protection will be at Xi=0,9, we obtain γ=f2(Xi)=0,47. 



 
Fig. 4. Graphic solution of equation (6) 

 

The graphical solution of equation (6) gives the following parameters for the 

equivalent single-level protection P(Xi)=0,27; γ=0,47. Using the obtained parameters 

and the direction of hacking along line 2 in formula (1), we obtain the surface of the 

maximum probabilities of hacks of single-level protection equivalent to the combined 

multi-level TIP shown in Fig.5. If it is necessary to determine the equivalent multi-

level protection for combined protection in another hacking direction, it is necessary 

to construct this other direction in Fig.3 and determine the parameters of the maxi-

mum probability of hacking in this direction. And then, just as on line 2 and the pa-

rameters of hacking, determine all the necessary parameters for the equivalent single-

level protection. 

When comparing Fig.3 and Fig.5, it can be seen that a single-level protection 

equivalent to a multilevel TIP does not fully correspond to the maximum probabilities 

of hacking into the considered multilevel TIP. However, it should be noted that in the 

chosen direction of hacking, equivalent single-level defenses fully correspond to the 

parameters of the combined TIP and, therefore, various multi-level defenses in the 

chosen direction of hacking can be compared. 

In practice, a real hacking process is not necessarily possible with a maximum 

probability of hacking. Real hacking is possible with other probabilities of hacking, 

although theoretically it is most possible with maximum probability. To determine the 

likelihood of a real hacking process, it is necessary to use the expression for the dis-

tribution of the probability of hacking (3) for each of the selected hacking directions 

with maxima for line 1 - m1взл=3 and t1взл=2, and for the second line 2 - m2взл=2 and 

t2взл=2, and build a hack probability distribution surface for combined multi-level 

protection. Calculating the probability distribution of hacking single-level defenses in 

accordance with (5), we obtain the real probability distribution of hacking the com-

bined multi-level protection. 



 
Fig. 5. Distributions of the probability surface of a real hack (light surface) and the 

maximum probability of a hack of a single-level protection equivalent to a combined 

multi-level TIP (dark surface) 

 

Figure 6 shows the calculations of the surfaces of the distribution of the real prob-

ability of hacking (light surface) and the distribution of the probability of hacking a 

combined multi-level technical protection of information (dark surface), which are 

determined by formulas (3) and (5). 

 
Fig. 6. Distributions of the real probability of hacking and the probability of hacking 

combined multilevel technical information protection 

 

From a comparison of Fig.3 and Fig.6, it is seen that, in opposite to the distribu-

tion of the maximum probabilities of hacking (Fig.3), a real TIP hack is most likely 

for the direction along line 1 at the point m1=4 and t1=3 and for the direction along 



line 2 to point m2=4 and t2=6. To determine the real probability of hacking in other 

directions, it is necessary to build these directions and find the intersection point of 

the surfaces of Fig.6. and other lines. The intersection point will give a possible real 

attempt and time for this attempt to hack into the TIP. 

 

4 Conclusions 
 

In this work, theoretical studies of the physical hacking process for combined mul-

ti-level technical information protection with probabilistic reliability are carried out. 

Single-level TIP with probabilistic reliability was used to calculate, evaluate and 

compare it with equivalent single-level protection. Comparison with equivalent sin-

gle-level protection can be useful in evaluating and comparing combined multi-level 

protection devices, since this approach will allow you to evaluate the different struc-

tures of combined multi-level protection and it is quite simple to compare modern-

ized, designed and existing functioning protection devices from a single point of 

view. 

Studies have shown that the surface distribution of the maximum probabilities of 

hacking the equivalent single-level TIP does not coincide on the surface with the dis-

tribution of the maximums of hacking probabilities of the combined TIP. Therefore, 

protection comparisons are only possible in the hacking direction selected for analy-

sis. To analyze and compare the security of information in other directions, it is nec-

essary to calculate and construct the distribution of the maximum probabilities of 

hacking for these directions using the proposed methodology. 

Studies of the combined information protection scheme for the selected parame-

ters of single protection showed a slight improvement in information protection com-

pared to single-level TIP. Possibilities for increasing the effectiveness of protection 

require additional research. This approach will allow you to explore and calculate 

more complex information protection schemes. 

The paper proposes a method for determining the real probability of hacking a 

combined multilevel defense not by the maximum value of the probability of hacking, 

but by the distribution of the probability of hacking a combined TIP, since hacking of 

a TIP may not necessarily occur at the maximum values of the probability of hacking. 

In this case, from the constructed surfaces of the probabilities of hacking, it is possi-

ble to determine the real reliability of the TIP for any directions of hacking. 
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