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Abstract  
The paper presents a topical scientific problem for the development of information 
technology, which automatically allows you to neutralize the manifestations of malicious 
software on specialized information systems. 
The risks of malicious software attacks depending on the executable file formats are 
analyzed. The analysis of methods to ensure fault tolerance and survivability of specialized 
IP showed that the current methods and technologies do not fully ensure their fault tolerance 
and survivability in terms of counteracting the impact of malware. Despite the invariance of 
the methods used, the counteraction procedure is reduced to the organization of a single-level 
scheme at the system-wide level. 
This is enough to ensure the functionality of an ordinary computer system that provides 
general information needs, but not enough to ensure access to the functionality of specialized 
IP at any time. 
A method of parametric control of client automated workstations (AWP) of specialized 
information systems to neutralize the effects of malicious software has been developed. The 
proposed technology to ensure fault tolerance and survivability of automated workstations of 
specialized IT and developed a method of parametric control of the relevance of client 
workstation software provide a high level of IP stability in general against the effects of 
malware. In fact, it realizes the second line of counteraction to malicious software, in 
comparison with the system-wide one, where it is not always possible to neutralize the 
destruction by malicious software. At the same time, being combined with the software 
support service, it does not require additional costs to support its operation. Experimental 
studies were conducted with the developed information system, which confirmed the 
improvement of its efficiency, reliability and proposed solutions. 
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1. Introduction 

Today, it is difficult to identify areas where the total use of information technology has not found 
its recognition. Information technology has penetrated into almost all spheres of modern society, 
including such specialized as financial activities, medical, military. 
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But along with the positive aspects of their use, we have to accept the idea that new information 
technologies are very sensitive to various kinds of destruction, one of which is the various ways of 
malicious software, which in the absence of properly organized counteraction paralyzes the 
information system which entails a lot of negative consequences [1-7]. 

Therefore, the task of organizing the work of specialized information systems in the face of 
malicious software, which in turn is part of a more global task of ensuring fault tolerance and 
survivability of the information system. 

This task is considered to have a continuous solution and, at the same time, being complex, 
includes a number of sub-tasks, such as legal, organizational and, of course, software and hardware, 
which are responsible for developing mechanisms to counter the effects of malware. It is the latter 
that have become the subject of this article. 

2. Analysis of known solutions 

The analysis of methods to ensure fault tolerance and survivability of specialized information 
systems showed that the current methods and technologies do not fully ensure their fault tolerance and 
survivability in terms of counteracting the impact of malicious software. Despite the invariance of the 
methods used, the counteraction procedure is reduced to the organization of a single-level scheme at 
the system-wide level. 

This is sufficient to ensure the operability of an ordinary computer system that provides general 
information needs, but not enough to guarantee access to the functionality of a specialized 
information system at any time. 

In [1] presents approaches to responding to accidents in computer systems under the influence of 
malicious software. This is important, including the operation of information systems in computer 
networks. [2] explains the features of hardware security. In [3] such type of malicious software as 
botnets is analyzed. Using them causes significant harm to users of computers connected to the 
Internet. In [4] the security features of IP networks are analyzed. [5] presents forecasts on trends in 
the development of threats from malicious software. In [6] the influence on the possibility of detecting 
this type of viruses as metamorphic was analyzed. Their masking complicates the processes of their 
effective detection. In [7] the possibilities of protection of the hardware and software of the user from 
external influences are presented. Considered various aspects of the problem area to ensure security in 
computer systems, indicate the existence of an unresolved problem to ensure the security of processes 
in them due to the impact of malicious software. 

If the object of the attack is a specific information system, and the goal is to block its work, then 
one level of resistance, as the events of 2016 have shown, may not be enough. This is confirmed by 
successful malware attacks recorded on December 6, 2016 [8]. Their targets were the internal 
telecommunications networks of the Ministry of Finance, the State Treasury, the Pension Fund and, as 
a result, blocking access to critical databases, which led to delays in budget payments. On December 
15, an attack was made on Ukrzaliznytsia's information system, as a result of which its work was 
completely blocked during the day. 

Another aspect that was considered in the analysis of the construction of anti-malware systems is 
that the construction of such systems is by typification and standardization [9-11]. This is a natural 
way of developing the defense mechanisms of computer systems, which has many positive, no doubt, 
moments, but at the same time, its undeniable drawback is that the typing process itself facilitates the 
creation of mechanisms to overcome the means of protection. And here there is a collision, when on 
the one hand, we can not give up the benefits of typification and standardization in creating 
mechanisms to counter the effects of malicious software, and on the other hand, we can not accept the 
fact that such an approach effectively, in turn, simplifies the creation of mechanisms to overcome the 
protection of the information system. Thus, standardization in the development of IP makes it easier 
for attackers to develop malicious software focused on such IP. 

An important area of ensuring the stability of IP under the influence of malware is the choice of an 
appropriate effective mathematical apparatus as a basis for the search for abnormal or malicious 
manifestations [12-15]. Malicious software controlled by an attacker, which is a botnet [16-17], is 
aimed precisely at taking control of reptiles by user computer systems and gaining access to 



information systems [18-25]. The authors of the article [24, 25] consider cloud programs, which are 
considered to be components of several components of cloud services that interact with each other, 
where each component performs certain functionalities. A comprehensive recovery scheme based on 
software rejuvenation for cloud applications is proposed, which consists of three important parts: 
adaptive fault detection, aging assessment, and component-based rejuvenation checkpoint. In the 
article [26] the use of the clonal selection algorithm as a mathematical apparatus is considered. 
Therefore, the choice of mathematical software as the basis of methods for detecting abnormal or 
malicious manifestations, when creating IP that must meet the requirements of fault tolerance and 
survivability in the face of malware, is an important task. 

We will also consider other strategic approaches to solving the problem of ensuring the stability 
and survivability of IP in the face of malware. In [27] the approach for avoiding functional failures 
during execution in component application systems is presented. The approach uses the internal 
redundancy of components to find workarounds as alternative sequences of operations to avoid 
failures.  

In articles [28, 29] methods of ensuring reliability and functional security of software packages in 
real time are offered. In [30], tolerance to failure is a major problem in ensuring the availability and 
reliability of critical services, as well as program implementation. In order to minimize the impact of 
failures on the system and the implementation of applications, it is necessary to anticipate deviations 
and take measures for them. Failure tolerance methods are used to predict these failures and take 
appropriate action before the failures actually occur. In [31] the use of application software interface 
calls in malware detection problems is shown. This is required for inclusion in detection systems or as 
part of certain IPs. 

 In [32, 33], cyber resilience and viability are presented as closely related concepts with similar 
technologies and practices. For historical reasons, these concepts have been embedded in different 
frameworks that define different constructs to describe problems and areas of solution. 

 In [34-40] shows the impact on the resilience and survival of IT of various types of malware and 
computer attacks. Paper [39] presents and discusses a method for classifying Android applications to 
detect malware. Based on the use of an artificial immune system and artificial neural networks, an 
antivirus system has been proposed, especially for the Android system, which can detect and block 
unwanted and malicious programs. This system can be characterized by self-adaptation and self-
evolution and can detect even unknown and previously unseen malware. That is, the proposed 
approaches allow the system to respond dynamically to events.  

Problems to ensure fault tolerance and survivability of specialized information technologies in the 
face of malicious software and computer attacks are issues of research, including the hardware 
infrastructure where they operate. Work [40] shows a study of such a class of devices as a router. This 
document examines the spread of DDoS attacks on the router subsystems of the Smart Office system. 
This paper analyzes and solves the problem of optimizing the search for the minimum path of attack 
on the router subsystems. The result of this work is to determine the most vulnerable subsystems of 
the router to the consequences of DDoS-attacks.  

Paper [41-44] considers the problems of hidden faults that are inherited in security systems aimed 
at ensuring the functional safety of high-risk facilities to combat accidents, which is also important 
and should be taken into account when ensuring resilience and survivability of specialized 
information technologies.  

The problem of hidden faults is considered in terms of resource-oriented approach as a problem of 
growth from the lowest level of replication to the next level of diversification in the development of 
models, methods and tools [45-46]. 

 To consider malicious manifestations and methods of counteraction to them allow to use these 
results at creation of information technologies with the increased level of maintenance of fault 
tolerance and survivability in the conditions of influences of malicious software. 

3. Formulation of the problem 

The practice of using information technology has shown that viable methods to ensure fault 
tolerance and survivability of the information system are those that are characterized not only by 



potentially high efficiency parameters, but at the same time, remain simple and cheap to use. This 
fully applies to measures to neutralize the effects of malicious software. 

The events that took place in Ukraine in the period from 2013 to 2018 showed the vulnerability of 
modern information technologies, which in turn makes it urgent to develop methods to improve the 
efficiency of fault tolerance and survivability of the information system and, even more, specialized 
information systems in which critical data is usually processed. 

It is proposed to supplement the existing methods of ensuring the resilience and survivability of 
the information system in terms of neutralizing the impact of malicious software technology, which is 
based on the idea of ease of implementation and ensuring high efficiency of specialized information 
technology in the effects of malicious software. In this case, despite the simplicity of implementation, 
a feature of the new technology of information system protection is its operation in automatic mode. 

An important point of its operation is the inclusion in its tasks to document the identified 
manifestations of malware, which allows for constant analysis of information about events in the 
information system in order to improve methods of counteraction. 

4. Main part 

One of the ways to solve this problem is to use two levels of counteraction to the effects of 
malicious software, the first of which, system-wide, is built using conventional counteraction 
mechanisms, and the second, local, is implemented within the most specialized information system, 
using its nuances of operation and architecture (Figure 1).  

.    
Figure 1: A two-tier anti-malware scheme for client automated workstations of a specialized 
information system. 



 
This approach will increase the likelihood of neutralizing the target attack of malicious software on 

the objects of a specialized information system, make the work of malicious software as difficult as 
possible in order to increase the availability of the information system at any time. It is proposed to 
use as a mechanism to counter attacks, already existing in most developed specialized information 
systems, the service of maintaining the relevance of client software, giving it new qualities, described 
in the following method. 

5. A method of ensuring the fault tolerance and survivability of the 
information system in the face of malicious software using parametric 
control of the relevance of software modules of client automated 
workstations and their masking 

To solve the problem of restoring the functionality of the information system in order to prevent 
the effects of malicious software, increase the degree of warranty of the information system, a method 
of ensuring fault tolerance and survivability is proposed, the model of which is shown in Figure 2. 

 

 
Figure 2: Model of the method of ensuring fault tolerance and survivability of the information 
system under the influence of malicious software using parametric control of the relevance of 
software modules of client automated workstations and their masking 

 
The essence of the method is to carry out constant cyclic control of the parameters of the modules 

of client automated workstations with a given discreteness D. 
Discreteness is a parameter whose value is chosen based on the level of system-wide performance 

of the computer network and client computers on which automated workstations are based. This 
allows you to adapt this technology to the hardware platforms of the information system of different 
performance. 

To ensure the robustness of the method, its model includes a software bank that contains software 
modules of all client automated workstations of the information system and their reference 
parameters, such as checksums KS1 - KSn code pages, calculated according to a given rule. The set of 
control parameters can be changed according to the structure of the controlled software modules. In 
the process of monitoring the relevance of the state of the software module of the client automated 
workplace, its availability is checked in a given way, its parameters are calculated and compared with 
the reference. 



The task of parametric control of relevance of modules within the limits of this method is assigned 
to the software implemented comparator. 

In the absence of a controlled module in a given place, or a difference between the actual and 
reference parameters ∆par at the output of the comparator, the software of the client automated 
workstation is restored using the reference software stored in the bank. The very fact of detecting 
discrepancies ∆par is automatically documented while maintaining the necessary parameters for 
further analysis in the database. 

If no discrepancies are found between the standard and the module that has passed the relevance 
check, it can, in addition, be masked by renaming. This will reduce the likelihood of the module being 
attacked by malicious software, which is known to primarily affect executable files. This method 
allows you to control the relevance of the modules of client automated workstations in automatic 
mode, which in turn allows you to ensure fault tolerance and survivability of the information system 
under the influence of malicious software. 

In this case, the nature of the attack of malicious software on client software does not play a 
special role. Because no information system data is stored on client computers, malicious software 
can only damage program files. This fact is manifested in the process of monitoring the relevance of 
software modules for automated workstations and they are replaced by reference. 

6. Technology to ensure fault tolerance and survivability of the information 
system under the influence of malicious software using the method of 
parametric control of software relevance of client automated 
workstations 

It is known that all information systems are characterized by a long life cycle, during which their 
software, under the influence of many external and internal factors is subject to change. And these 
changes are all the more significant the larger the subject area covered by the information system. 

The task of maintaining the relevance of the software of client workstations of a specialized 
information system is quite extensive, so, as a rule, the natural course of development of the 
information system leads to the transition to an automated subsystem to restore the relevance of 
software. In the future, we will call it the software support service for client automated workstations. 
Its task is to detect software updates for client automated workstations of the information system and 
perform its replication to all workstations with settings for a specific automated workstation. 

The main component of the software relevance support service is the reference software bank. In 
the process of improving the information system, changes are made to the software, which in turn 
leads to the replacement of the standard software in the bank. The task of the support service is to 
identify the fact of changing the standard of the software and, in response to this, to start the 
procedure of updating the software of all client workstations where it is used. 

If we compare the above method of ensuring the fault tolerance and survivability of the 
information system under the influence of malicious software with the work of the information system 
software support service, we will see that their implementation will be based on similar algorithms. 
The only difference is that the algorithms of the software relevance service respond to the change of 
the software standard, and the algorithms of the method of ensuring the fault tolerance and 
survivability of the information system to the loss of compliance with the software instance standard 
n-th client workplace. The reaction in both cases will be the same - the restoration of the software of 
the client workplace of its standard in the bank. 

Therefore, the basis of the proposed technology to ensure fault tolerance and survivability of a 
specialized information system under the influence of malicious software is to put the idea of using 
the functionality of the existing service to maintain the relevance of software for client automated 
workstations. To do this, its algorithms have been improved by including in its composition functions 
that ensure fault tolerance and survivability of the client part of the information system in the 
conditions of malicious software. 

The method of counteracting attacks of malicious software, the model of which is shown in Figure  
2, implemented in the form of information technology, which includes several interacting at the 



software level processes. This technology is in addition to the already known ways to protect the 
information system by counteracting malicious software attacks. It includes a background process, the 
algorithm of which is shown in a simplified form in Fig. 3, during which, in fact, the relevance of 
software modules of client automated workstations and a special procedure are checked launching 
software modules for automated workstations for execution (Figure 4). 

 
Figure 3: Algorithm of the background process of the software relevance support service in terms of 
ensuring fault tolerance and survivability of the client part of the specialized information system 
under the influence of malicious software. 

 
1. The background process checks the availability of a service request from the loader of the client 

automated workstation modules. This is necessary in order that the reaction to the fact of failure to 
start some software module of the automated workplace was the fastest (Figure 3, operator 2). 

The background process of the software relevance service, running at a specified frequency, 
monitors the software modules of each registered in the information system client automated 
workstation. In each iteration, the process performs a given sequence of operations, which implements 
the algorithm for monitoring the relevance of the software of client automated workstations: 

This situation in the information system can occur when the operator of an automated workstation 
tries to run its client program for execution, and it is for some reason unavailable. The program 
downloader, at the time of attempting to run it, detects this fact and submits an application to the 
background process for the primary recovery of the software specified in the application automated 
workstation. 

Upon receipt of the application, the background process reads from it the number of the software 
module, which requires priority maintenance and goes to step 6. 

2. If there is no request for emergency maintenance, the background process proceeds to check the 
next module in the queue (Figure 3, operator 3). 



3. In the next step, it is checked whether the module of the client automated workstation under 
analysis is located in a certain place in the file directory of the client computer. In case of its absence 
for any reason the transition to point 6 (Figure 3, operator 4) is carried out. 

4. If the module is available and in a given place, then check its activity (Figure 3, operator 5). At 
this stage, it is determined whether it is loaded into the memory of the PC and performs the function 
assigned to it within the information system. If at the time of testing the module is active, then go to 
step 7. 

5. Control of parameters of the next software module of the n-th automated workplace on 
conformity to the reference stored in bank of service of actuality of the software (figure 3, operator 6). 
If no deviations from the reference parameters are detected, the file is masked by renaming (Figure 3, 
operators 9,10). This allows you to remove it from a possible attack by malware, knowing that it 
attacks executable files, focusing on their extension. Then go to step 7, otherwise to the next. 

6. Replace the damaged or restore the missing software module with a reference from the software 
bank (Figure 3, operator 8). 

7. The supply of the command to stop the background process is checked (Figure 3, operator 11). 
If not, the current iteration is completed, followed by step 1. 

8. Completion of the background process. 
Since this technology is intended for specialized information systems, which in themselves can be 

the object of targeted attack, the algorithm (Figure 3) may include another function, the task of which 
is to form the location of the executable modules of client automated working places special files-
traps that should serve as false objects of attack for malware, while the real modules are disguised. 

Trap files are no different from software modules in automated information system workstations 
except that they can never be downloaded for execution. Before starting the real module, they are 
destroyed and then re-created after the module completes its work. 

Along with the function of masking the software modules of automated workstations, the function 
of creating false objects of attack allows you to direct the destructive actions of malicious software in 
a direction that does not threaten the functioning of the information system. 

The process of launching software modules of client automated workstations for execution also 
has its own feature - it is performed in two stages. First, from the client PC, a short bootloader 
program is launched, which is permanently stored in a secure directory of the software service of the 
specialized information system. The bootloader starts, finds the file of the corresponding module in a 
certain place, restores its name and transfers control to it. 

 
Figure 4: Algorithm of work of the loader of modules of the automated workplaces of service of 
support of actuality of the client software. 



If the file for some reason is not found, the module loader will issue to the background process a 
request for an extraordinary software update of the specified automated workstation and will go into 
standby mode (Figure 4. operators 4,5). After the background process executes the loader's request, it 
will in turn repeat the procedure of starting the corresponding module (Figure 4 operators 6,7). 

The ability of this technology to restore damaged and destroyed software of client automated 
workstations allows you to eliminate the effects of malicious software attacks that penetrate into the 
module of automated workstations information system, and those whose destructive actions are 
manifested in data encryption. 

7. Influence of executable file format on the frequency of malware attacks 

In order to find ways to improve the efficiency of the proposed method of ensuring the resilience 
and survivability of specialized information systems, an analysis of the frequency of malware attacks 
depending on the type of executable files within the operating system MS Windows. This operating 
system allows you to work with a fairly wide range of executable files. These are primarily COM and 
EXE program files. Next are the system drivers. They have the extension SYS or BIN. Executable 
files also include batch files. These are called BAT files. 

Executable files also include overlay files and dynamically loaded libraries that are used by 
programs as needed. 

The analysis (Table 1) showed that malicious software most often uses files in COM and EXE 
formats as objects of its attack. They are followed by CMD and BAT files and SYS and BIN driver 
files. 

But the use of other file types (INF, INS, MSC, MSI, PIF, REG, VBS, MDB, MDE) for 
destructive purposes by malicious software is rare. 

 
Table 1 
Dependence of the frequency of malware attacks on the format of the executable file 

File type Risk of being attacked by malware 
EXE Highest 

COM High 
CMD  & BAT Average 

SYS & BIN Low 
MDB, MDE The lowest 
Other types Not analyzed 

 
Of all the above files, we will be interested only in the file with the MDE format of the MS Access 

package. Executed with functionality that allows you to implement a software system of any 
complexity, it has the lowest risk of being attacked by malicious software. This means that it is 
ignored by the developers of the malicious code and no cases of infection have been found. 

To date, only attempts to destroy the contents of the MDE file by the destructive actions of the 
Blackmal virus by entering the line "DATA Error" have been detected. But the destruction of the 
contents of the file is not an infection of the file and, accordingly, such destruction by malicious 
software does not threaten serious consequences for the data, but only requires the replacement of the 
distorted file with a new one. 

Therefore, this fact (the presence of its own format of the executable MDE-file, little prone to 
infection with malware), among others, significantly influenced the recommendation to choose MS 
Access as a tool for software development of client automated workstations of specialized 
information systems. 

The MDE file is a special format of the MS Access database, and in turn is derived from the 
MDB-type database of MS Access. Its feature is that part of the database components, which may 
include executable modules - forms, reports, modules, macros - is stored in the middle of the MDE-
file in compiled form, which does not allow any changes to their source text, as well as their review, 
but it remains possible to make changes to the table and queries. It is positioned as a DBMS file with 



advanced data manipulation capabilities. The database data can be in the same file, or in another MDE 
file, or MDB-file. It is also possible to work with data contained in any non-MS Access database that 
supports ODBC data access technology. An MDE file is an executable file in MS Windows and 
MAC. It can be started by MS Microsoft Access or RUN Time Access. 

Such properties of the MDE-file can significantly increase the security of the information system 
as a whole, because its users do not have access to the source code of the software modules of the 
user's automated workstation components, and therefore their potentially destructive actions against 
databases. 

8. Experimental studies 

The subsystem of control of integrity of the client software is realized in the specialized 
information system "Management of financial resources of KhNU" in its automated workplace 
"ADMINISTRATOR". The software of this information system was developed in MS Access, which 
was caused by a number of points, one of which was the desire to reduce the likelihood of its modules 
to be attacked by malicious software. Unfortunately, this approach only works if this development 
tool is not widely used. 

An experiment was performed with this information system, in which the situation of damage to 
one of the files of the automated workplace №46 by malicious software was simulated - changes were 
made to one of its code pages using a HEX editor. As a result, its structure began to differ from the 
reference. 

As can be seen from the fragment of the log file shown in Figure 5, when trying to run at 14:38 
10.6.19 the program of the automated workstation "BALANCE" for execution, the software 
comparator of comparison of files of the subsystem of control of actuality of the client software, 
deviations from reference parameters were revealed. 

 

 
Figure 5: Fragment of the Log-file of documentation of events in the subsystem of control of 
actuality of the client software of the information system of management of financial resources of 
KhNU 

 
The situation was recorded in the log-file of this subsystem in the form of a record number 177082 

with error code "15".  
This code indicates the mismatch of the checksum of the code module of the file rab_bal.mde 

workplace №46 to the parameters of the file stored in the database of standards.  
As a result of further operation of the client software relevance control subsystem, the file with the 

damaged part of the code was deleted and replaced with a new one from the database of standards. 



Another operation of the comparator, recorded in line 201981 of the listing, documented the event 
of a discrepancy between the parameters of the standard and the file NDS_rab.mdb in the workplace 
№50. Error code "0" indicates that the cause of the operation was an update of the software version of 
this automated workstation. 

9. Conclusions 

The proposed technology to ensure fault tolerance and survivability of automated workplaces of 
specialized information systems based on the method of parametric control of software relevance of 
client automated workplaces provides a high level of stability of the information system as a whole 
against malware. 

In fact, it implements the second line of counteraction to malicious software, compared to the 
system-wide, which is not always possible to neutralize the destruction of malicious software. At the 
same time, being combined with the software relevance support service, it does not require additional 
costs to support its operation.  

The direction of further research is to find ways to increase the efficiency of the proposed 
technology in ensuring fault tolerance and survivability of specialized information systems. 
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