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Abstract. A mathematical model of the control system implementation problem
is proposed. The concept of criticality of controls, as well as various aspects of
functional stability and its relationship with reliability, survivability, fault toler-
ance are considered. Significant attention is paid to taking into account the sub-
jective component in the tasks of determining the quality of implementation of
controls and evaluation of the integrated security indicator of the information
system. Attention is paid to the consideration of granularity in the construction
of the function of belonging to a fuzzy set. The problem of assessing the inte-
grated quality of control implementation and solving the optimization problem
of improving the quality of information system security is considered.

Keywords: control system, information security, critical information infrastruc-
ture objects, functional stability, decision making, fuzzy set membership func-
tion.

1 Introduction

Reliable and, in some situations, sufficient protection of the information security man-
agement system is an important aspect of its existence and the subject of attention of a
large number of specialists. Building a perfectly reliable system of information protec-
tion, processed using information and communication systems, is a fundamentally im-
possible task. In modern conditions, the measures and means of information protection
used can only significantly reduce the likelihood of negative consequences of violation
of the basic properties of information or damage from them, but do not allow to avoid
them completely. Therefore, it makes sense to consider the process of ensuring infor-
mation security at some acceptable level for the organization, which corresponds to the
real threats.

The controls to be implemented when building an information security management
system or when building information systems are described, in particular, in [1]. Some
of the controls are extremely important for the functioning of the system. For the rest
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of the controls, a reduced level of control implementation is allowed, and for some
situations, even the absence of some controls is possible without significant danger to
a sufficient level of functional stability of the system.

When building a control system in full accordance with the standard [2], the quality
of all controls is one hundred percent and their set is equal to the set of all possible
control indices. That is, such a situation is ideal and the distance from it to the actual
existing control system, which is audited, can serve as a criterion for the quality of the
built control system. In an ideal situation, all standards must be met. But achieving this
level of control is too costly. In many practical situations, the level of information se-
curity has to be sacrificed to some extent. - Growing companies cannot afford to achieve
such an expensive ideal. Therefore, a compromise is proposed - "best practices" as a
guide.

2 Models for assessing the quality of information security
services

The increased level of attention to the problems of assessing the security of information
systems (IS) is explained, among other things, by the emergence of new forms of hos-
tilities, including hybrid warfare, one of the goals of which is to disrupt critical infor-
mation infrastructure (CII). As you know, the national security and defense of any state
depend on the constant work of the CII. Analysis of open publications in the field of
CII disruption and its consequences shows that such influence as a tool is quite common
and can significantly weaken the position of the countries concerned in a particular area
and in globalization is used as an element of political and economic pressure. The prob-
lem of CII security assessment is significantly complicated by the fact that CII entities
have different forms of ownership and different requirements to ensure the protection
of the basic properties of information processed in their IP and, accordingly, can use
their own requirements to protect a wide range of frameworks and so-called "best prac-
tices", in particular such as NIST Cyber Security Framework (CSF), MITER ATT&CK
Framework, NIST Framework for Improving Critical Infrastructure Cybersecurity,
Control Objectives for Information and Related Technology (COBIT), NIST 800-53
v5, ISO 2700X, 1504 and others. [2-9] These regulations are recommended by their
developers to use outside the United States in the commercial and public sectors [3, 4].
In this context, it should be noted that many countries, based on the relevant frame-
works, will develop their own regulations and methodologies for the creation of pro-
tection systems, including at CII facilities.

Thus, in the sector of information security services processed at CII facilities, there
is a wide variety of approaches to the implementation of information security systems
and possible methods for assessing the level of CII security. Conformity analysis of
information protection systems implemented on the basis of "best practices" and as-
sessment of the level of security of CII objects is performed based on a risk-oriented
approach, which allows to manage cyber security risks and, accordingly, improve the
level of protection of CII objects. Risk in this context means a potentially possible event
in the field of cybersecurity, which may lead to a violation of the basic properties of the
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protected information. At the same time, it is also necessary to take into account the
fact that the analysis must be performed at different stages of the life cycle of the CII
object, which, in turn, sometimes requires processing significant amounts of unstruc-
tured data in conditions of uncertainty and time shortage and the probable use of de-
structive actions (methods and means of social engineering) against authorized CII us-
ers.

It is known that the construction and maintenance at a given level of information
security systems or information security management systems (ISMS) at CII facilities
requires a systematic approach to managing cybersecurity risks and identifying the
needs of a particular organization in relation to information protection requirements.
According to "best practices", it is considered that the process of cybersecurity risk
management should be consistent with the overall risk management process of the en-
terprise and should be applied both in the process of creation and in the process of
ISMS. According to [10], the process of cybersecurity risk management consists of
identifying circumstances, assessing risks, processing risks, accepting risks, discussing
risks and consulting, monitoring and reviewing risks. The process of risk processing
should be cyclical and based on the results of the risk assessment of violation of the
accepted level of guarantees to ensure the basic properties of information.

Assuming that the process of risk assessment and processing is one of the key to
determining the current level of cybersecurity of CII facilities and the current effective-
ness of ISMS and ways to achieve the target profile (Target Profile) for analysis and
assessment of identified risks, use a qualitative or quantitative approach. The quantita-
tive approach theoretically allows to compare the achieved level of maturity of the im-
plemented ISMS, but its application in practice is complicated by the following factors
[1, 11]:

- lack of reliable statistics;

- the difficulty of assessing losses in the case of intangible assets;

- the difficulty of assessing indirect losses from the implementation of threats;

- depreciation of the results of long-term quantitative risk assessment due to the

modification of the ISMS.

Thus, the process of IS risk assessment is quite subjective, and its results signifi-
cantly depend on the adopted assessment methodology, business objectives of the en-
terprise and the level of staff training that ensures the performance of external and in-
ternal audit of the CII. Existing tools for assessing the effectiveness of IP and within
them ISMS, which is the result of the use of a "best practice" include models of maturity
and models of process capabilities. As a rule, various tools for assessing the effective-
ness of ISMS use a maturity assessment system, which scales from 0 to 5, and 5 is the
highest level of maturity [12]:

0 - Not performed;

1 - Performed informally;

2 - Planned;

3 - Well defined;

4 - Quantitatively controlled;

5 - Continuous improvement.
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In different implementations of this toolkit, there are differences in the methodology
of application: as a rule, the assessment of the level of maturity of ISMS is carried out
by an information security officer, consultant or auditor. The number of questions and
the methodology for obtaining the resulting answer may differ depending on the ma-
turity model for which of the "best practices" need to be determined (CMMI, NIST,
COBIT, ISO 21827, etc.). In most cases, the assessment of the level of maturity focuses
on the study of the following issues:

- what are the intentions of the organization to implement information security policy
(ISO 5);

- how the organization manages its information security (ISO 6);

- whether staff are qualified to perform their duties and whether access to resources
is terminated after their dismissal (ISO 7);

- whether the asset management program includes methods of identification, track-
ing, classification of property rights to assets for their protection (ISO 8);

- whether the organization uses administrative, physical, technical functions to man-
age the capabilities of users of IP and information and communication systems to in-
teract with other information resources (ISO 9);

- how the organization uses cryptographic security methods and how cryptographic
keys are managed (ISO 10);

- how buildings and related infrastructure are protected from IS threats (ISO 11);

- as formalized policies of procedures and controls that help ensure data and IP pro-
tection and assist in the management and operation of networks (ISO 12,13);

- whether security requirements are established in the organization as an integral part
of the development or implementation of ISMS (ISO 14);

- how safe the organization is interaction with third parties (ISO 15);

- how IS incidents are managed (ISO 16);

- whether business continuity management is performed (ISO 17);

- whether compliance with legal requirements for the protection of information as-
sets is ensured (ISO 18).

Studying such a wide range of issues without the involvement of external experts in
the field of IS audit is, in most cases, a problem that has no solutions.

In case when the organization seeks to comply with any of the "best practices", it
must ensure compliance with the relevant conditions of a particular "best practice" [1]
and in the construction of ISMS to implement the relevant basic elements of infor-
mation security management. Given the continuous improvement of "best practices",
such as the need to meet new challenges of the time, the difference between versions
of the same "best practice" may be significant, which will require significant modifica-
tions to existing ISMS and the corresponding costs of CII owners. often unwilling to
carry. For example, the difference between the NIST 800-53 v4 and NIST 800-53 v5
versions is quite significant. In version 5, 66 new controls were added and 202 controls
were improved, 131 new parameters were added to the existing controls. As a result of
a number of improvements in NIST 800-53 v5, 1007 controls and improvements were
created. In some best practices, in particular in the NIST CSF, it is stated that the core
of the standard is widely related to controls from common international standards, such
as ISO /IEC 27001, NIST 800-53, COBIT, Council on Cybersecurity (CCS), Critical
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Security Controls (CSC), and the security standard for industrial automated systems
and control systems ANSI / ISA-62443, and CII of real objects, as a rule, is heteroge-
neous and, accordingly, requires integration and analysis of complex solutions and sig-
nificant costs for creation and modernization of existing SUIB.

Based on the fact that the creation or modernization of an existing ISMS requires
significant investment, at the same time, excessive implementation of controls, with the
exception of the economic component, increases the level of complexity and, conse-
quently, reduces the reliability of ISMS complexity of staff support and dissatisfaction.
Thus, to determine a sufficient level of controls implemented in the ISMS in accordance
with specific "best practices" or their set, which would ensure the protection of infor-
mation processed at CII facilities at a given level of guarantees at which the ratio of
costs for security measures and the amount of possible losses should have a level ac-
ceptable to the organization is relevant.

The tasks of ensuring the functional stability of systems are constantly in the field of
view of researchers [13, 14]. Many scientific papers today are also devoted to infor-
mation security and critical cybersecurity infrastructure management [15, 16].

This work proposes a mathematical model that allows, based on a list of controls
implemented in a particular ISMS, to determine the level of its reliability, in relation to
the goals assigned to it by the owners of the CII or individual IP.

3 Formulation of the problem

In many practical situations, a significant part of domestic companies cannot afford
the full-scale implementation of a complete and comprehensive information security
system that would fully meet the relevant existing tasks and challenges. Therefore, in
some cases, companies use as a guideline or example for the creation of ISMS so-called
"best practices" that have proven themselves in real situations and can be implemented
with less labor and financial costs, but provide a sufficient level of information security
for a particular company.

Suppose that an information security management system is built, for which, in ac-
cordance with "best practice" [1, 7], a system of {conm})ls is defined and implemented.
We will denote the set of control indices

In this case, each control is characterized by the level of its 1mplementat10n in the

system apiel , and the quality of its application or robustness L€ level of im-

ai’i el , and quality bi-iel \yithout reducing the generality, we will
0<g<LViel  0<b<LViel

plementation

assume that . The level and quality are determined

by experts or using specially designed procedures.

Let the[ relationships between controls be known, evaluated or expertly determined
>t/ , which characterize the level of influence of control with the index i:
a; ,i el j s J

v;

, on control with the index j:
0<v; <LVije I

. Without reducing the generality, we will

also assume that
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The task is to model the characteristics of the information security management sys-
tem (ISMS), which is created, as well as arithmetic (metrization, digitization) of quality
controls and determine an integrated assessment of the level of information security.
The ultimate goal of such modeling is to ensure the functional stability of the system
[17]. For the task of providing information protection, the functional stability of the
system is to determine such a configuration of controls and to choose such a limit level
of quality of controls that allow to ensure an acceptable level of protection.

4 Mathematical model

The set of controls and relationships between them will be modeled by graphs or
matrices of contiguity or incidence. Note that the level of control implementation can
be characterized by some discrete values: scores, verbal expressions, clustered indica-
tors, and so on. In any case, it should be emphasized that the measurement is performed
on an ordinal scale. Therefore, the average in such cases should be defined as the me-
dian, not as an arithmetic mean. And the quality of control is functionally dependent on
the level of its implementation and is expresseii by some given or empirically defined
function - in analytical or tabular terms !~/ \#i b1 € I

Based on the analysis of controls, with the help of a group of experts, you can build
a graph of the relationship of controls, which is generally multifaceted. The vertices of

the graph are controls with multiple indices iel , each of which is characterized by

the level of implementation of control in the system a;,i €1 , and quality of operation

bi,iEI vijala.]EI

. The relationships between the controls are graph arcs . In the

a?sgnce_ %f l.aI]l 2rp between some vertices of the graph under construction, i.e.
Y 7 , the impact of control with the index iiel , on control with the

index 7>/ € 1 , is absent. The level of influence between controls is expressed in the

feedback: positive and negative.
We will assume that at the initial stage of modeling and evaluation of ISMS it is
a;,iel and

bl-o,iel

determined that the level of implementation of controls in the system is

The

modeling of possible states of the system is that hypothetically or practically changes
the initial levels of implementation of some controls and, according to the introduced
heuristics, determines how these changes will affect the quality of interconnected con-
trols and ISMS as a whole.

In this case, the level of influence between the controls is expregsed in thIe feedback:
. . . . . . ol JEd .
this relationship can be positive or negative. Positive feedback ¥ o , 1s that in

iel

the quality of functioning of each of them is defined or measured as.

the case of reaching the top

] of graph, even in the absence of control
a;=0,iel

, the system provides some level of quality at this peak, i.e. bi>0iel

. The specific numerical value of the level of quality control in this case is determined
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by experts, experimentally, empirically or statistically. Negative feedback level

vl.jalsjej ai<af_ ,iEI

when reducing the level of control , entails a decrease in

t t—1 .
the quality of control not only of this peak bi<biel
L<bi Ve > 0,0, el
t=0,12,...

In the same way the interaction between the shares of the graph is modeled - through
the bridges between the shares. We will also assume that in the case of a discontinuity
of the graph, the modeling of each connectivity component can be performed autono-
mously, by analogy with the approach described in this paper.

The task is to maximize the integrated level of quality controls and minimize the cost
of their implementation.

, but also the associated

t

vertices of the graph: , where “  tact of quality as-

sessment of the system:

5 Model for determining the quality of performance of elements
of the organizational system

. i
Suppose that ! ~ element of the system is missing and subset problems Aied,

J» jeJ ki <k

. . k;
executes an element with an index ” or several elements( "1’

deces /1 e J\{i},t=1,...,k;.

>) with in-
Thus, according to the accepted heuristics, quality of

i
performance of problems of a subset Aiel, may be about 80% of the nominal. Due

e\ i}t =1,

to the additional load on items with indexes Jr ki the quality of sub-

At joed, teJ\i}, ied,

sets will also decrease significantly.

i .
Quality of performance of functions from subsets Asied,  and

AJ’,j,eJ,teJ\{i},ieJ, ) ) )
can be set in the described case also by membership

Hig(x)ied, jeJ', x<100%, Ji -

functions where a set of indexes of functions

i
belonging to a subset of functions of a particular system element Asied. Thus, with

a significant additional load on the element of the system, which is transferred to per-
form the task of the missing element, significantly reduces not only the quality of new
tasks, but also the tasks that he previously performed. This model should consider ad-
ditional features.
In addition, in the situation of long-term absence of a system element there are ad-
ditional costs:
- losses in duplicate execution of subtasks described by membership functions;
- the cost of time and resources to find and replace the missing element of the
system (internal recruitment or implementation of technical regulations in tech-
nical systems);
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- payment for external recruitment or involvement of external repair services in
technical systems;

- the cost of time and resources of the entire system, depending on the probability
of a successful search for a replacement item that is excluded from the system;

- the cost of the procedure of adaptation of a new element, the cost of interaction
with adjacent interconnected elements (the effectiveness of this procedure and
its duration can also be described by membership functions);

- when modeling the described situation should also take into account the dura-
tion of the new element in the system, the cost of such a set of tasks in the
market and other factors.

6 Assessment of the integrated control level

Today there is a group of indicators that are used to determine the overall security of
the system. One of the common tasks of expert evaluation is the choice in a pre-fixed
class of relations of some resulting (group, collective, compromise) relationship. At the
same time, on the basis of several contradictory indicators, the aggregation (aggrega-
tion, integration, generalization, etc.) of indicators into a single integrated indicator is
carried out. To construct a convolution (generalized, aggregating, integral, integrative
criterion of quality of object) - it means to supplement a partial order on set of objects
to full. This procedure can be carried out in many ways and necessarily includes an
element of subjectivity.

At the first stage, experts build a model of an ideal control system that meets the
standard [2], in the form of a graph with normative vertices and arcs, the model of
which is described above.

At the second stage, an expert or group of experts who audit the real control system
and establish or assess the presence of controls, the level of their implementation in the
system and fill in the column that simulates the real ISMS. The coefficients of relative
competence of experts can be taken into account [18], etc.

On the basis of expertly determined or calculated by another method of control levels

a;,iec o . .
L , considering the system that meets the standard [2], dependings on this infor-

mation quality levels of control are determined: biiel .

In the third stage, with the participation of experts, the quality levels of the ISMS are
clustered to build an integrated membership function [19], which reflects the distribu-
tion of quality controls by quality levels and creates a membership function based on
the frequency of values. The integral value of the level of quality of the implementation
of the control system, which indicates the degree of functional stability of the system,
can be calculated, for example, by the method developed by the authors [17].

To determine the integrated assessment, pred l(uil a matrix of frequencies of different

Vil r—
levels of quality of performance functions §r i=1,..,100, J <M paohrow of

this matrix displays the estimated level of function quality from 0% to 100%, and the
column shows the number of functions with the specified level of performance.
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To determine the integrated level of quality of functioning of a complex system, the
classification of functions by the level of quality and completeness of their implemen-
tation is carried out. After that, the function of belonging to a fuzzy set of values of the
integral quality of control implementation is constructed [17, 20].

The integral value of the quality level of the control system, which indicates the
degree of functional stability of the system, can be calculated, for example, by the
method described in [17]. An integrated assessment of the quality of the information
security system will be determined using an additive criterion. In this case, we use a
number of heuristics that allow to justify the adequacy of the calculation of a single
integral value of the criterion.

The quality of the information security system largely depends on the quality of the
system elements. Determining the integrated level of quality of a complex poorly struc-
tured system based on the analysis of the interchangeability of its subsystems and de-
termining the best options for improving the quality of functions requires the creation
of an appropriate mathematical model.

7 Optimization of the system protection integrated quality

To increase the overall (resulting, integrated, aggregate, integrative) level of quality of
control system implementation, an expert or group of experts suggests options to im-
prove the system quality by increasing the level of implementation of some controls
and estimating the cost of implementing higher levels of individual controls. This is
due to the limited resources that the organization can allocate to improve the quality of
the information security management system. The task of choosing a compromise op-
tion to ensure quality control is a multifaceted problem and can be formalized in the
classroom of multi-criteria optimization or by applying the idea of system optimization
[21]. System optimization for the task of building an information security model is to
determine the decision maker, the allowable level of protection and to optimize only
those controls that are critical to ensure the level of protection of the system as a whole.
It should be borne in mind that the definition of directions and the choice of options for
optimizing the integrated level of information security of the organizational system is
a multi-criteria task [22]. In addition to ensuring the desired level of implementation of
controls, almost every organization should take into account, in particular, their finan-
cial capabilities.

Due to the computational complexity of the problem of direct search of control sys-
tem optimization options, experts can suggest, for example, about ten such options to
improve quality. There may also be comprehensive options when estimating or moni-
toring the cost of combined control improvements.

On the basis of the options offered by experts of increase of level of introduction of
separate additional controls recalculation of new states of system is carried out. That is,
the optimization two-criterion problem is solved to improve the integrated quality of
the protection system and minimize the cost of improving the condition of individual
controls. Scales and the admissibility of transactions with indicators play an important
role.
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8 Areas of further research

The problem described in this work has broad prospects for research and modeling of
information security of a complex system. Based on the described approach, new prob-
lem statements can be developed and new approaches to improving the adequacy of
modeling can be identified. To more fully take into account the features of real systems,
it is necessary to complicate the described mathematical model. In particular, this can
be done by taking into account the following factors:

- determination of the limits of reducing the margin of safety of the system, assess-
ment of threats to its information security;

- assessment of the allowable level of reduction of information security of the system
elements and the level of task performance;

- considering the presence or absence of links between tasks: the impact of the task
on the quality of other tasks;

- solving optimization problems of forecasting the quality of the system, the cost of
ensuring this quality and calculating the allowable time;

- restoration of the admissible level of quality of functioning of system at failure of
several its elements: definition of necessary conditions of functioning.

It is also perspective to use the RACI methodology for the development of a matrix
of responsibility distribution, which is used in various management doctrines: func-
tional, process and design: Responsible, Accountable, Consult before doing, Inform
after doing.

In further research, it is also possible to construct functions for a priori introduced
linguistic variables with the following names: "critically acceptable level of infor-
mation security", "risky operation of the system", "sufficient level of information secu-
rity", "high level of information security" and so on.

9 Conclusions

A model for assessing the integrated quality of the information security management
system and ways to purposefully improve the quality of its operation are proposed.

Also substantiated:

- Built model of controls;

- Admissibility of expert assessment;

- An approach to determining an integrated assessment of the quality of imple-

mented controls is proposed.

This model can be adapted to the needs of a particular organization, as well as ap-
plied in other subject areas. The model is open to improvement and can easily be fo-
cused on dealing with fuzzy data.
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