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Abstract

This article analyzes the existing technologies and systems for displaying ontologies, presents
the features and shows the need to create a new web-based visualization system of this data
structure. The display structures analysis is performed and the ontology representation
peculiarities in the form of frame models and application of Simple Knowledge Organization
System (SKOS) for the Network router concept are shown. The ontology construction stages
of the subject area are outlined and described, which include: formation of the list of concepts
included in the ontological structure of the upper level; ordering the list of concepts; creation
of a glossary; mapping arcs between created concepts. An example of building an ontology for
the subject area «information security» in describing the concept features of «network
computer attack». The main functions of the system are highlighted and the stage of its design
is performed using the object-oriented approach and UML language tools. The diagram of
precedents which visualizes the basic variants of the developed system usage is shown. The
construction architecture was chosen in favor of three-tiered client-server architecture and the
peculiarities of interaction between levels are described. The development language choice
peculiarities are given and the choice of libraries and frameworks is proved, which ensure its
effective functioning. The result of the work is a prototype of a software system for
visualization of ontologies, which can be used to visualize the specified data structure. The
study creates the prerequisites for building a full-featured system of visualization of ontologies,
to be part of the decision support system for a particular subject area.
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1. Introduction

Informatization and information technologies have covered almost all spheres of life in modermn
society. It is impossible to name at least one branch of human activity, where their use would not be in
demand. Ontologies are one of the best tools for a formal presentation of knowledge about a particular
subject area. Most often, the concept of ontology is expressed by defining the basic objects (individuals,
attributes, concepts) and the relationship between them, but the analysis of complex concepts may
require considerable effort and time [1, 2].

Visualization of ontologies is an important aspect of their practical use. Qualitative visualization
provides experts with an understanding of ontology or its fragments (ontology comprehension) [3, 4]
in solving various problems of knowledge engineering. The effectiveness of an approach to the
visualization of the ontology significantly depends on the problem. One of the problems that requires
the presentation of the ontology in the form of some visual image, is its own understanding [5]. As a
result of which, the user must understand the overall structure of the ontology, ignoring insignificant
details. This task usually occurs when choosing it for reuse. In this case, the process of comprehension
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allows the user to decide whether, in general, this ontology or its fragment is suitable for use in solving
the problem [6].

In the context of formal ontologies visualization, the problem of logical conclusions results
visualization is also an important task. Its essence is to create a visual representation that can illustrate
the derivation of logical statements, to explain the results of derivation. Thanks to this idea, the
developer can better understand the ontology, as well as quickly find and correct problematic axioms
that lead to semantic conflicts.

2. Analysis of recent researches and publications

The study showed that heterogeneous knowledge in intelligent information systems is poorly
formalized, which complicates the use of information systems for the complex objects of operational
management and processes and their evaluation in terms of staff. At the same time, the use of visual
images contributes to a sharp increase in perception and allows you to quickly and effectively convey
your thoughts and ideas. Numerous studies [7,8] confirm that:

e 90% of information a person perceives through sight;

e 70% of sensory receptors are in the eyes;

e about 50% of neurons in the human brain are involved in the processing of visual information.

The authors [9-11], based on new scientific, technical and philosophical-methodological
approaches, formulate a scientific hypothesis, which states that: information-symbolic systems
(whatever perfection they reach) are not sufficient in the context of realizing the possibilities of modern
artificial intelligence systems; more heuristically powerful and information-intensive are information-
image structures. Given the same, visualization (information and imaging systems) is associated with
the future prospects for the development of computer technology, in particular, the future of artificial
intelligence. The analysis showed that there are two directions in the development of data visualization
systems. The first is the development of universal visualization tools. The second - specialization in all
areas, including the creation of special graphics stations with the implementation of graphical
algorithmic and software. If we consider the first approach [12-15], the existing methods of
visualization are universal for different subject areas (visualization of modeling results in physics,
chemistry and other applied areas). Typically, the application software systems created on their basis
are quite complex and cumbersome and do not contain tools that can fully satisfy the main aspects of
the data structure visualization. As for the second approach, it focuses on the narrow specialization of
methods, in which there are certain achievements that are embodied in different software:

e Ontolingua. The system was developed at Stanford University's Knowledge Systems
Laboratory (KSL) and became the first ontology engineering tool. It consists of a server and a
language for presenting knowledge. The Ontolingua server is organized as a set of ontologies
related to Web applications that are built on the Ontolingua knowledge representation system.
The ontology editor is the core of the system and is built using HTML forms. In addition to the
ontology editor, the Ontolingua server includes the Webster network application (concept
definition), the OKBC server (access to OKBC ontologies), and Chimaera (analysis,
aggregation, ontology integration). All applications, except the OKBC server, are implemented
on the basis of HTML forms, which is implemented in Lisp [16].

e  Protégé. A local, freely distributed Java application developed by Stanford University Medical
Informatics. The program is designed to build (create, edit and view) ontologies of the
application area, with the main purpose - to help software developers to create and maintain
explicit models of the subject area and include these models directly in the program code.
Protégé includes an ontology editor that allows you to design ontologies by deploying a
hierarchical structure of abstract or specific classes and slots. Based on the established ontology,
the system can generate forms of knowledge for the introduction of instances of classes and
subclasses [17].

e  OntoEdit. The editor was developed at the AIFB (Institute of Applied Informatics and Formal
Description Methods) of the Karlsruhe University, which checks, reviews, encodes and
modifies ontologies. Currently, OntoEdit supports the following presentation languages:
FLogic, OIL, RDFS extension. The editor has created its own OXML (OntoEdit's XML-based



Ontology representation Language). Among the advantages of the system are ease of use,
development of an ontology using a wizard, development of axioms, extended
documentation [18].

e OilEd. An autonomous graphic ontology editor developed at the University of Manchester as
part of the European IST On-To-Knowledge project. The tool is built in the OIL language (now
adapted for OWL), which combines the frame structure and expressiveness of Description
Logics with reasoning services. This allowed to provide a clear and intuitive style of the user
interface and the benefits of reasoning support (detection of logically contradictory classes and
hidden subclass relations) [19].

e  WebOnto. The editor is designed for the Tadzebao system, an ontology research tool designed
to support collaborative viewing, creation and editing of ontologies. The main purpose of the
system is the ability to build large ontologies, which are modeled using the language OCML
(Operational Conceptual Modeling Language). In WebOnto, the user can create structures,
including classes with multiple inheritance and OCML integrity control. The tool has a number
of useful features: saving structural diagrams, separate view of relationships, classes, rules,
etc. [20].

e  OntoSaurus is a Web browser for LOOM knowledge bases, consisting of two main modules:
an ontology server and a Web browser for editing and viewing LOOM ontologies using HTML
forms. It provides limited editing tools, but you need to understand the LOOM language to
build complex ontologies. OntoSaurus implements all the features of the LOOM language,
namely: provides automatic compatibility control, deductive reasoning support [21].

e ODE (Ontological Design Environment) - involves interaction with the user at the conceptual
level. The reason for creating ODE was that it is easier for people to formulate ontologies at the
conceptual level, given that ODE provides users with a set of tables to fill (concepts, attributes,
relationships) and automatically generates code for them in LOOM, Ontolingua and FLogic.
ODE is part of the methodology of the full life cycle of building an ontology according to
Methontology. The tool was further developed as a WebODE system, which integrates all ODE
services into one architecture, stores its ontologies in a relational database, provides additional
services (output machine, axiom construction, ontology collection, directory generation) [22].

e KADS22 is a tool to support the design of knowledge models according to the CommonKADS
methodology. CommonKADS models are defined in CML (Conceptual Modeling Language)
and support the following functionality: parsing CML files, printing, hypertext viewing, search,
glossary generation and HTML [23].

e The i.com tool is a tool to support the conceptual stage of an integrated information systems
project through the use of an Extended Entity-Relationship Model (EER). The i.com tool is
fully integrated with the DL-based reasoning server and is designed for intelligent conceptual
modeling [24].

e OntoSphere. The system visualizes the ontology by type of node-connection. The
OntoSphere3D user interface is fairly simple, focused on mouse control, and supports scene
visualization by rotating, panning, and zooming. The elements of the ontology are represented
as follows: concepts are displayed in the form of spheres, instances are represented in the form
of cubes, literals are displayed in the form of cylinders, and the relationship between entities
using directional lines with a conical arrow. A feature of the system is the support of SPARQL
queries [25].

e  Harmony Information Landscape. It was designed to visualize hypertext and organize the nodes
presented as three-dimensional objects directly on the plane. Objects differ in color and size
depending on the content. In addition, connections and types of relationships can be visualized
between hypertext documents and ontologies [26].

As can be seen from the analysis, this area is extremely important but not fully explored, given that
the important and urgent task is to create a system of visualization of ontologies of the subject area,
which would allow users to display this structure and adjust playback modes depending on end user
requirements.



3. The main objectives of the study and their significance

The aim of the research is to create the subject area ontology visualization system on the example
of ontology models. The study will provide tools for dynamic display of different types of ontographs
in accordance with the formed criteria of visualization and reproduction of their properties for further
use in information systems for operational management of objects and the end user.

To achieve this goal it is necessary to solve the following main tasks: to analyze existing research
and systems used in the field of ontology visualization; identify the main tasks that arise, build models
of the visualization process and implement the proposed approach using modern software.

The results of the study solve the current scientific and practical problem of creating software for
visualization of the ontology of the subject area, which would provide the simplest and most adaptive
mechanism for displaying these ontologies of any structure and format.

4. Major research results
4.1. Choice of ontology representation structure

Traditionally, within computer display, ontology is used as a mean of computer processing
knowledge. However, with the growth of formalized knowledge accumulated on media, there is a
problem of their effective transfer to other systems and user-experts. In this case, the cognitive
properties of this structure come to the fore, which directly affect the simplicity and accuracy of their
interpretation in order to obtain a concept [27].

Given the analysis, two possible ways of presenting ontologies were identified: in the form of frames
and the use of the Simple Knowledge Organization System (SKOS). If we consider the frame
representation, it can be represented as a visualized fragment of the ontology, which provides the means
to display the structure for further transmission to the stakeholder. In this case, the frame contains two
components - internal content (corresponds to the ontological context) and visual representation
(determines the features of the display to the end user) [28,29].

The visual representation itself, according to the founder of the theory of frames work, M. Minsky
[30] suggests that the processes of human thinking are based on numerous data structures stored in
human memory - frames through which a person identifies visual images (frames of visual perception);
understands words (semantic frames); judgments, actions (frames-scenarios); messages (story frames).
In formal notation, a frame can be represented as a vulture structure, where the main situation denotes
an object, and the subordinate vertices are elements of this object that can be observed from certain
positions. It is believed that a person's long-term memory stores a large set of different frames that are
updated during the presentation of new scenes. In order to recognize scenes in a person's memory, the
frame that best corresponds to the hypothesis of the perceived object must be actualized. In this way,
the object is identified in the human mind. In that case, if the required frame cannot be found, the best
of the found frames are «adapted» to the real scene, and it is memorized for further use. Conceptually,
according to Guarino [31], a frame consists of a set of units that are organized around a certain concept
(action, process) Fig.1.
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Figurel: Frame structure (by R. Gurino) [8]



The basic components of the frame are cognitive components that form an idea of typical events. In
this case, any frame consists of filled slots (terminals), the similarity between which is necessary to
establish links between the information contained in them. Since there can be many slots in a single
frame, their diversity must be hierarchically organized. As an example in Fig.2. shows the taxonomy of

the frame for the Network router concept.

broader broader

broader broader

Active network device Active network device

Figure 2: Taxonomy frame for concept “Network router”
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The use of this data structure involves a high systematization of knowledge by increasing the number
of structural relationships between vertical and horizontal elements.

The SKOS system is a model of knowledge organization developed by a consortium of the World
Wide Web, the main purpose of which is to use in the Semantic Web to facilitate the interaction of
information resources through standardization of thesauri, classifications, taxonomies [32]. Unlike
previous standards, this model is designed to make it as easy as possible to bring other systems of
knowledge organization to it. Examples are the subject index of the Library of Congress and the
multilingual thesaurus maintained by the European Union Publishing Office — EUROVOC. SKOS
identifies several semantic relations that can link thesaurus concepts, such as skos: broader, skos:
narrower, and skos: related. In addition, SKOS supports the description of individual relationships, for
example, skos: narrower is a more general relationship: skos: narrowerTransitive, which in turn refers
to skos: semanticRelation. An example of SKOS-ontology for the concept of «Network router» is
shown in Fig.3.
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Figure 3: Example of SKOS ontology



To compare dictionaries, SKOS has developed semantic relationships that express different degrees
of closeness of concepts: skos: exactMatch, skos: narrowMatch, skos: broadMatch, skos: closeMatch,
etc.

4.2. Stages of ontology visualization

As it was shown, the subject area ontology visualization is a difficult stage in the design process,
given that its display is proposed to be carried out in fragments. Namely, first to visualize a part of the
ontological mapping (fragment) with the subsequent connection and use of the ontology of the
categorical level. In this case, the process of creating an ontology of the subject area is proposed to
perform as a sequence of the following stages:

e formation of a list of concepts that are part of the ontological structure of the subject area;

e  ordering the list of concepts;

e  creation of a glossary;

e display of arcs between created concepts.

Usually, in the process of the first stage, it is proposed to use information from explanatory
dictionaries that reflect aspects of the functioning of the subject area. After that, the formed list is
specified by the knowledge engineer, on the basis of professional (expert) data in order to determine
the final list of concepts that will be used in the process of the subject area ontology visualization. In
this case, firstly it is necessary to determine the technical aspects, which include the features of the
reflection of concepts such as part of speech, plurality, etc.

In the second stage, the knowledge engineer, based on his own experience, carries out the process
of organizing the list of concepts depending on their «subordination». The definition of «subordination»
can be realized by one of the approaches: «top-downy, «bottom-up» or combined [33]. The top-down
approach is a conventional approach that seems to decompose the system from a high-level to a low-
level specification, and an ontological model is built in this direction. In turn, the bottom-up approach
works in reverse order, namely, when the ontograph formation is carried out from the lower levels,
reaching a certain level of abstraction - the upper. The hybrid approach focuses on the selection of
«basic» concepts that are most often used and then on their basis is a further generalization (formation
of the upper level) and detailing (formation of the lower level). The analysis of the existing ontographs
allowed to form the basic requirements to which the formed ontological images should correspond:

e classes of the same level should always be located on the same «line of visualizationy;

e if a certain class contains more than eight subclasses, it is necessary to add intermediate
subclasses in order to «reduce the load» of the final ontograph, in the case of a single subclass,
an additional study of the subject area should be conducted;

o the location of the classes should be such that the possible intersections of the ontograph arcs
are minimized.

Creating a glossary involves the formation of a list of definitions for terms that form the concept of
the research subject area. Usually, its formation begins with the definition of basic terms and is clarified
and supplemented at this stage. The peculiarity of this stage is the creation of formalized descriptions
that contain essential features of certain concepts that affect the accuracy of the final ontology.

Then, on the basis of constructed and reflected classes-concepts, the visualization of the conceptual
model of the subject area is carried out in the form of an ontograph which is offered to be visualized in
the created software.

As an example, consider the process of forming a fragment of the ontology of the subject area
“information security”, which reflects the process of describing the characteristics of a network
computer attack. The analysis of the subject area allowed to choose the following concepts: “Illegal
Activity”, “Social Engineering”, “Computer Network Attack”, “Local Penetration”, “Pretexting”,
“Phishing”, “Protocol”, “Quiproquo”, “Tailgating”, “Travel Apple”, “SMTP”, “FTP”, “HTTP”,
“HTTPS”, “HTTP Message”, “HTTP Request”, “HTTP Response”, “Request Line”, “Request Header”,
“Status”, “Header”, “Content”, “Method”, “Trace”, “Delete”, “Referrer”, “Put”, “Get”, “Post”,
“Version”, “URL”, “Port No”, “Domain Name”, ”Query String”, “Protocol Name”. Let's organize the
list of terms, having formed the corresponding tuples:

e llegal Activity = < Social Engineering, Computer Network Attack, Local Penetration>



Social Engineering = <Pretexting, Phishing>

Local Penetration =<Quiproquo, Tailgating, Travel Apple>
Computer Network Attack=<Protocol>
Protocol=<SMTP, FTP, HTTP, HTTPS>
HTTP=<HTTP Message>

HTTP Message=<HTTP Request, HTTP Response>
HTTP Response=<Status, Header, Content>

HTTP Request=<Request Line, Request Header>
Request Line=<Method, Version, URL>

Request Header=< Referrer >

Method = <Trace, Delete, Put, Get, Post>

e URL = <Port No, Domain Name, Query String, Protocol Name>
On the basis of the ordered list of tuples it is necessary to form a matrix of contiguity on exits and
on the basis of the developed approach to carry out division of the formed concepts on tiers with use of

a tier-parallel form of display [34].

4.3.

Research of the software system usage options

Further research was aimed at automating this process, given that a decision was made on the
software implementation of the described approach. The analysis of the existing visualization systems
allowed to form the requirements to the designed system, which will provide opportunities for the
correct display of ontologies in accordance with the proposed criteria. The requirements are described
using a mechanism of functions and delimitation of work for users and administrators. After defining
the requirements, the system was designed using an object-oriented approach. A set of UML diagrams

is constructed, in particular the diagram of use cases is presented in

Fig4.
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e  obtaining information about ontology metadata (title, author, etc.) and statistical data (number
of nodes, visualization arcs, etc.).

Users-administrators will be able to:

e access the software code, which will allow you to quickly eliminate errors in the work or
temporarily block certain functionality;

e delete files with visualized ontologies;

e implement feedback from users.

4.4. Choice of architecture and means of implementation

A studied subject area feature is the presence of different types of calculations and operations with
data that need to be visualized, which requires simultaneous operation with the multiple users system.
Given that, it was decided to implement it in the form of a multifunctional website, which on the one
hand will provide unimpeded access to the resource, and on the other - will facilitate its use on different
platforms [35,36].

The design of the software architecture was carried out using an architectural style, which is based
on defining the basic elements of the system structure - components of subsystems, objects and
relationships between them using three-tiered client-server architecture. This type of software
architecture peculiarity is that it consists of three main parts:

e the client component of the program, which usually implements the graphical user interface

and transmits requests to the application server using the types of data that it can process;

e aprogram execution server that implements business logic and sends requests to a “third-tier”

server, such as an external API or a remote database server, to retrieve additional data from it;

e database server - manages the database and is responsible for the integrity and storage of data,

as well as provides input-output operations when the client accesses information.
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Figure 5: The structure of the three-tier client-server architecture

When developing a visualization system, the use of a three-tier client-server will allow you to use a
number of its advantages, in particular [37]:

e reducing the load on the hosting server network, as the links will not exchange significant

amounts of information;

e the possibility of independent implementation of change architecture at each level;

e  ensuring the scalability of the system and the possibility of easy updating.

Comparing the structure of modern visualization systems [38-40], in particular the main components
and purpose of their subsystems, with a three-tier client-server architecture, we can see that they have



much in common (purpose, relationships, etc.), which means that its use will be optimal for both
program developers and users.

The next stage of the study was the choice of implementing the software system means. The analysis
of both the required functionality and the interactivity of the application contributed to the choice as a
programming language - JavaScript, which uses the user's web browser as the execution environment.
The main technologies that were used:

1. JQuery - a library, the use of which allowed to create a dynamic web page that supports animation,
event handling and the use of AJAX-applications;

2. HTMLS (HyperText Markup Language, version 5) - this language has improved (compared to
previous versions) multimedia support, provides adaptability of the Internet resource while maintaining
backward compatibility and ease of analysis for software spiders;

3. CSS 3 (Cascading Style Sheets, version 3) - the use of the third version of cascading tables
provided the means to quickly describe the appearance of a web page created using HTML,;

4. Bootstrap 3 - the use of styles in this library has created a product that is adaptable to the screen
size and is supported by all modern web browsers.

The Webpack library was used to build individual JavaScript modules, which combines all the
software modules of the system and creates static resources that represent them. In Fig. 6 presents a
diagram of the Webpack.

index.html
index.bundle.js
WEBPACK E:‘,> index.bundle.js.map
style.bundle.css
visualize.ico

Figure 6: Scheme of the webpack library

In addition to Webpack, we used the Grunt task manager, written in JavaScript and designed to
automate a wide range of tasks such as source code compilation, binary code collection, and system
deployment. The combination of «grunt-webpack» and «webpack-dev-server» allowed implementing
live-server technology, which provides automatic start of the web server after each code update. The
main module of the developed system is a visualization unit, based on the D3.js library. The name D3
stands for Data-Driven Documents, which focuses on the use of JavaScript, SVG and CSS, which
provide flexible tools for creating ontological structures with animation elements and interoperability.
Compared to pixel graphics, SVG has many advantages, namely XML-based, which makes the
generated code easy to read and helps reduce the size of the generated images. These features have led
to the fact that today, this framework is the most popular for graphical data processing and creating
various kinds of graphical interpretations. With the help of this framework, a frame model is built in
the created prototype, which adapts to the user's requirements.

4.5. Development of an ontology visualization system prototype

The described architecture formed the software implementation basis of the subject area ontology
visualization system prototype, which was implemented in JavaScript. Fig.7 shows the main page of
the website which presents a visualized ontograph of the example that was shown in paragraph 4.2.
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Figure 7: Home page of a web system for visualizing ontologies

As can be seen from the figure, the main window of the system consists of two parts: the left -
contains a hierarchical tree that displays the classes of the ontograph and the right - the main window
in which the visualized ontograph is displayed. The formed ontograph is presented in a tier-parallel
form in which there are no relationships within the tier. This form of presentation fully meets the
established criteria of reproduction and is easy to evaluate and further study. A separate function of the
system is to search for the ontograph node by key term, and the search result is displayed in an enlarged
form with «toning». An example of a search for «<HTTP-Request» is shown in Fig.8:
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Figure 8: The result of finding a single node in the ontology

Currently, the system operates in the form of a demonstration prototype with limited functionality,
which will be expanded in accordance with the described functionality.



5. Conclusion

As a result of the conducted research the existing technologies and systems of ontologies display on
the given features which motivate the creation of a new web-oriented system of visualization are
analyzed. The analysis of possible means of ontology representation in the form of frame models and
use of SKOS is carried out. The main stages of building an ontology of the subject area are described
and an example of visualization of the concept of «network computer attack» is given. Further research
was based on the creation of a project using an object-oriented approach and the use of UML language
tools. The practical implementation of the system is based on the use of three-tiered client-server
architecture using the Javascript language. The result of the work is a prototype of an ontology
visualization system that can be used to display a given structure and describes a specific subject area.

Further research will be aimed at creating related software modules, their verification and
coordination of operation.
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