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Abstract

The educational and methodological systems and methods aimed at enhancing the educational
process are analyzed. These methods and techniques are designed to effectively solve
problems, the quality and training of specialists on the basis of integrated methods, as well as
improving the content, forms and methods of organizational educational process,
implementing current trends. Based on these results, scientific research and practical research
on the effectiveness of software application on independent computing structures showed many
positive aspects, that is, this method has broad prospects for the construction of distributed
information systems. The use of an independent computing structure allows the application
software to be used around the clock without worrying about its working condition, since this
task was outsourced to a third party when used. However, this way of organizing the
management and monitoring of the educational process has its drawbacks, that is, the necessary
level of protection of personal data on such independent platforms is not studied. Since the
information database is located on an independent computing platform, the owner of the
educational platform cannot guarantee the security of the process of external intervention. In
addition, the use of information technology has been calculated and analyzed to prove and
improve the model of enhancing the learning process, thereby improving the learning process
and enhancing the quality of education.
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1. Introduction

With the rapid development of information and communication technologies, the expansion of free
cloud services is becoming relevant to the application and introduction of the latest information services
in industrial use on the basis of common use of competitive technologies. Taking this into account,
there is an urgent need to outsource information and communication technologies — cloud services (IT-
services) in the development. [2, 8, 17] The concept of "IT-outsourcing" provides the transfer of any IT
process (program, function, work) or a certain part of a third party organization, which provides
professional IT-services on an independent computer platform, it supports the functioning of
information and reference, expert systems, information security databases and databases of enterprises,
storage and processing of significant amounts of data, provision of hardware resources. Outsourcing
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solves the issue of reducing the financial and time costs of implementation, support and modernization
of IT-infrastructure. It ensures the convergence of information and communication media, namely, the
convergence of various electronic technologies to increase business requirements for stability and
availability of IT- services. [11]

To develop a software system using cloud technologies, the development team must develop a
structural scheme that defines the main functional properties of the software system, their interrelation
and purpose. The functionality of a software system is understood as the components of the system
elements, devices, functional groups, functional links. Building a structural scheme, which is designed
to reflect the overall structure of the project (task in hand), is the development of its main blocks, nodes,
parts and formation of the main links between them. From the structural scheme of software
development of the system with the use of cloud technologies it should be clear how the system works
in the main modes of operation and how its parts interact. The designations of the structural scheme
elements can be chosen arbitrarily, though the generally accepted rules of scheme execution should be
observed as much as possible. [13, 26]

Cloud computing is a free way to access external information and communication resources in the
form of various Internet services. The term “cloud computing” was proposed by Ramnath K. Chellappa,
who noted it as a computational paradigm in which the boundaries of computational elements will
depend on the economic feasibility, not only on technical limitations [25]. The appearance of the first
technology, which provided access to applications through the site, namely the software systems as a
service (Software as a Service [SaaS]).

The urgency of development of distributed software systems on the basis of cloud technology lies
in the fact that the need for modern high-performance systems is constantly growing and the methods
of their correct development and algorithms of supporting computational work on independent
computing platforms at the peak moments of the load are very few. [5, 6, 16] The study focuses on the
most controversial modern challenges in the development of software systems based on cloud
technology, faced by architects of such systems, namely, the algorithms of moving the load between
the computing nodes and the architectures of software organization within the framework of business
logic of enterprises. The use of the proposed technique on independent computing platforms for the
development of fault-tolerant software systems based on cloud technology allows us to expand the
worldview approaches to the construction of productive mechanisms of distribution of computational
load between the nodes of the corresponding system. [1, 4, 9, 10, 12] Taking into account the
insufficient research of this subject area we understand that the successful algorithm of the mechanism
of transferring the computational load which promotes the effective modification of this resource within
the framework of the task in hand is the main criterion in the choice of program technologies by the
architect of program systems (Figure 1).
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Figure 1: The model of fault-tolerant distributed software system based on cloud technologies

Methods: System analysis, logical mathematical approach to assessing the level of difficulty of test
questions for an objective analysis of their complexity, analysis of publications on the topic,



comparison, generalization of cognitive and negative features of similar approaches and critical testing
of the proposed development, cluster analysis of test questions, reasoning based on precedents.

2. Practical deploying educational services on a cloud platform to
management and monitoring the quality of learning

With the rapid development of information technologies, other models of provision and use of cloud
services on independent computing platforms were further developed (Figure 2) [31].

Desktop as a Service
(DaaS)

Hardware as a Service Logging as a Service
(HaaS) r’ (LaaS)

Security as a Service Backend as a Service
i [ W~

Cloudy

technology e —
‘, (PaaS)
Storage as a Service Network as a Service
(STaaS) (NaaS)

API as a Service Data as a Service
(APIaaS) (DaaS)

Figure 2: The model of cloud services on independent computing platforms

The evolutionary development of existing service models in particular:
Hardware as a Service (HaaS) - hardware;

Security as a Service (SECaaS) - providing security;

Backend as a Service (BaaS) — “backend”;

Recovery as a Service (RaaS) - recovery of programs and data;
Data as a Service (DaaS) - data acquisition and processing;
Logging as a Service (LaaS) - authorization and identification;
Network as a Service (NaaS) - network technologies;

Platform as a Service (PaaS) - computing platform;

Desktop as a Service (DaaS) - desktop;

Storage as a Service (STaaS) - storages and databases;

» APl asa Service (APlaaS) - API (application programming interface).

Some of the listed services provided by independent computing platforms are aimed at using a
limited number of specialists as developers and administrators, while others are successfully used by
consumers in a wide range of their activities. [23]

Development of software systems using cloud technologies refers not only to software modules, but
also to ensuring their effective delivery of the developed software module as a component of the
software system to interested users, and at the same time contains the stages of deployment and
maintenance of software modules. However, the service-oriented architecture does not consider how
the developed application should be delivered to the interested users or how independent providers of
computing services will efficiently manage the software modules during their execution. Cloud
computing on independent platforms can help SOSE deliver software modules efficiently by ensuring
that they can be easily deployed and maintained by cloud service providers through virtualization, using
a standardized interface for easy access by interested users and using software modules as part of a
developed cloud-based software system.

Challenges for software development

Today's paradigms in software development using independent computing platforms require
innovative approaches to providing efficient virtualization and interaction between the layers of SaaS,
PaaS and laaS. The essence of this approach calls for a rethinking of urgent issues in software
engineering, but some of them are not new, and at the same time they require more serious attention in



the context of providing computing services on cloud platforms. We noted seven critical areas in the
development that create serious obstacles to the development of software modules using SOSE.

Confidentiality and data integrity

By using independent cloud computing platforms, interested users have limited control over the
processing and storage of data streams, i.e. on remote computing nodes owned and operated by various
cloud service providers. Since these data streams are not encrypted, there is a significant risk that cloud
service providers or malware may disclose or alter their content. While there are many methods to protect
your privacy, all of them cannot fully guarantee it, but when applying a certain model of protection to
cloud services and systems, you must remember that they are only designed to protect your data flows
from malicious attacks outside the system [14]. Cloud services and software on independent platforms
have different providers of these services within the virtual system.

Reliability and availability of cloud platforms as services

Stakeholders rely heavily on independent cloud service providers for business logic solutions. There
are growing concerns in the information space about how these information threats can affect the
reliability and availability of cloud platforms as a service - from the uncertain economic climate of
society as a whole, and of the service provider in particular, to natural and man-made disasters and
cyberattacks - can have a significant impact on the service, and therefore on the business, of the cloud
user. To minimize these information threats, independent cloud service users must test their data backup
plan, system reliability, disaster recovery and disaster recovery plans. To minimize these information
threats, independent cloud service users must verify their data backup plan, overall system reliability,
emergency exit and software system recovery plans, end-of-service support, and event history
documentation before deciding to use certain services. [20, 21, 28] Today, a variety of cyberattacks are
an extremely critical threat. Independent cloud computing services and systems provide fast and flexible
computing resources to meet the business needs of interested users. For the business community, the
computing capabilities and resources of independent cloud service providers often seem unlimited, as
they are available at any time and in any volume. However, information-cyberattack software can also
buy significant amounts of cloud computing resources that enable them to launch more powerful
cyberattacks. Attackers have already used the Amazon EC2 and Google App Engine cloud computing
platforms. To solve this problem, both for the services themselves and for independent cloud service
providers, innovative and effective software tools are needed to monitor and detect harmful actions
against users, as well as to strictly authenticate users and control their access.

Security in a multitasking cloud

In the developed software systems with the use of cloud technologies on independent computing
platforms in a multifunctional device one copy of the software module runs on the server, which can
have several users or tenants at the same time. In the multilayer architecture the software system is
developed practically separates its information data and configuration, where each interested user works
with an individual sample of the virtual software module.

Services and systems of cloud computing on independent computing platforms have a multi order,
because many interested users repeatedly use the software module and a set of hardware for processing
information flows. The main problem with cloud data flow protection platforms and developed software
systems is the vulnerability to cyberattacks. To provide the necessary level of protection, service
providers use a hypervisor that controls access between virtual machines and hardware and software.
However, some hardware and software tools, such as processor caches and graphics processors, are not
designed to provide strong insulation properties for multilayer architecture. Even virtual machine
hypervisors, which are provided by an independent cloud service provider, may have some flaws that
allow the virtual machine of one interested user to gain unauthorized control over other tasks and data
flows. More recently, cybercriminals have exploited multiple hypervisor vulnerabilities to affect other
users' computing operations or to gain unauthorized access to data sets. Therefore, addressing these
vulnerabilities requires innovative methods of developing software systems to provide multilayer
architectures for cloud-based services, such as virtual machine isolation and monitoring.

Cloud risk profile

Cloud-based software systems developed on independent computing platforms have limited access
to services and cloud computing, as well as information on internal system architecture, software module
versions, configuration, operations and related security practices of these service providers. This limited
access for interested users can increase usability, but it also has serious limitations for operational risk
management. Risk management in software engineering ensures that module developers initially identify
and analyse threats to the software module business process and use appropriate strategies to minimize
and control risks. Namely, how the failure to complete projects within the specified time schedules and



budget constraints, as well as not fully meet the requirements of interested users. Since software
developers using cloud technology lack information about the internal organization of the system under
the layer of virtual abstraction, they may not be able to conduct appropriate research on risk management.
To solve this problem, software developers should turn to independent cloud service providers and
consider three steps:

o partial or full disclosure of software design and infrastructure information;

o Disclosure of relevant logs and data such as network intrusion logs, anomaly logs and security

logs;

o Disclosure of security policy details and enforcement mechanisms.

Taking a professional look at these steps will not completely eliminate the risk, but the information
obtained will provide much more effective business risk management.

Monitoring the quality of cloud service delivery

Independent providers of cloud platforms as services and management of various QoS software
requirements are extremely difficult to manage, as numerous software module developers dynamically
create services in networks to form several computing workflows, and different cloud technology
providers with different methods and policies manage services in different ways. As a result, the QoS
functions of all cloud services are closely linked and there are trade-offs between them.

Thus, the functions responsible for the bandwidth and latency of a particular service rely on the
distribution of information resources of the developed software system during the execution of the
module. Often, a single server hosts multiple services that compete for CPU time, memory and server
bandwidth. In addition, service compositions, the status of server resources, workflow priorities and QoS
requirements usually change dynamically during cloud computing. So, meeting QoS requirements for
multiple computing processes requires effective methods of adaptive allocation of system resources for
each cloud service. Managing multiple QoS properties for such developed software, services and cloud
computing systems requires situational awareness, context analysis and QoS assessment, as well as
optimal hardware and software resource allocation. [18, 22]

Internet Things as Cloud Services Delivery Systems

When developing software systems using cloud technology, the main criterion is the network,
because users or software systems are located on different hardware devices, namely: desktops, laptops,
smartphones, tablets and personal computers, that is, they can access network services at any time and
in any place with the help of standard protocols of information exchange. Since identity theft and service
theft are major threats, mobile services and computing providers in independent cloud platforms require
rigorous software development techniques to provide unrestricted access to computing data services. [3]

Cloud platform legislation

Users who use cloud computing services and systems on independent platforms do not know the
exact physical and geographical location of their data because they have often processed and stored data
in undefined locations, both domestic and foreign. However, legally, each territory has a different
legislative jurisdiction, and independent cloud service providers in foreign countries cannot always
guarantee compliance with regulatory and legal requirements. This can be, for example, protection of
privacy, backup of information data or the provision of audits and the like. Thus, independent cloud
service providers may not be prepared to take responsibility for security incidents, failure to comply with
data backup requirements, and the provision of audits. They may also not be able to protect intellectual
property according to compliance standards.

While computing services and cloud computing have great potential, there are some criticisms of
meeting the increasing demands for dynamic development and use of software modules, and the full
realization of this potential requires a change in the structure of software development.

3. Practical deploying educational services on a cloud platform to management
and monitoring the quality of learning

3.1. Information support of the learning process and its management

The problem of effective or assured functioning of integrated systems of organizational and production
direction is related to both technological components and the ability of personnel to make decisions. That
is, the level of professional training of operators of different authority ranks is one of the decisive criteria



for the functioning of the integrated hierarchical information management system of a higher educational
institution.

The professional level of pedagogical and production personnel is based on the knowledge base obtained
in school, so it is developed on the basis of subject-oriented theoretical knowledge obtained in higher
education and in the process of special training or mobile trainings. As practice of work of the personnel in
various conditions (extreme, marginal) shows, not all cope with technological tasks for a number of reasons
(physiological, mental, cognitive), that is such workers in extreme conditions cannot effectively use the
acquired knowledge given some features of thinking or behavior [33, 36, 38].

The analysis showed that for an effective management strategy it is necessary to consider, in addition to
technological requirements, the ability of administrative personnel to make decisions in different situations
[32, 37]. This ability is closely related to intelligence, psychology, professional training, the level of mental
and intellectual stability and way of thinking in making decisions with appropriate information support.

Types of thinking in terms of levels of cognition (sensory and rational) can be reflected in the following
order:

o philosophical theoretical thinking at the verbal-logical level;

e generation of ideas and hypotheses regarding problem-solving schemes;

o visual (figurative) thinking - action thinking, in which the solution of problems is carried out by real

transformation of the situation in the target with the observation of the motor act;

o visual-imaginative thinking - is associated with the representation of situations and their changes as

a result of activity, taking into account the acting factors and completing the various characteristics
of objects;

¢ analytical (logical) thinking, its dynamics and structuring are determined by the hierarchy of levels

of goal orientation, a real assessment of the situation, effective purposeful search for a scheme of
problem solving;

e heuristic as an egocentric disoriented inner thinking of a person.

Thus, information support for the learning and management process of the university is a process of
determining the strategic content, search, collection, processing and presentation of necessary information
in an informative form. The use of information technology ensures the intensification of the learning
process and provides an opportunity to improve the effectiveness of the educational level of the specialist
[29].

3.2. Software service of the learning management process

To prove the effectiveness of using computer services on independent computing platforms to monitor
and manage the learning process we deploy a specialized software application whose work is shown in
(Figure 3-6). This specialized computer application can be used both for students (trainees) and teachers
[19, 30]. It allows you to interactively select from an information database only the information you need
at the moment.
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Date | Daytime | Educator | Students| Subject | Sequencing

@ Last name a Select All .
) Name
By patronymic CP-11
@Date 8@-21
.&MM oce-3t
4 Type of occupation ocp41
¥ Auditorium number OPo-11
(4 Fom of teaching 0ro-21
) Group number 0po-31
) Number of students Qro4t
4 Commentary to the group 83_;:
) Number of hours i P01 31 v
| DRate ? . I L
e » \ e oh
4 ’_~
Pasieka Nadiia Myroslavivna 10.122020 | Workshop cn methods g comp iaps | Lecture |a&
Lutsan Nadiia Ivanivna 10.122020 ; i Py Lecture
Pasieka Nadiia Myroslavivna 10.12.2020 Compater tachaology in aducation Lecture

Figure 4: An example of a robot program

‘L [¥]Commentary to the group
" [¥]Number of houss

: “Information about students”

Figure 5: An example of a robot program: “By date interval”



Search

Show

v Al

v Last name

V| Name

V| By patronymic

(| Date

V] Subject Name

) Type of occupation
¥ Auditorium number

/) Form of teaching

| | ) Group number
) Number of students

v Commentary to the group

| Number of hours

V| Rate

4

W Subject ‘

Query parameters

a Sortby..

Last name

Last name

Subject Name

Date

Form of study
Type of classes

Select All

Clear request

»

Search

Figure 6: An example of a robot program: “In the context of the subjects studied”

Besides, at the further expansion of functionality of the given software application with use of
storehouses of the data where the information on all listeners and teachers for the certain interval of time
will be stored, there will be a possibility of analytical processing of these data for support of acceptance of
administrative decisions for the purpose of improvement of ways of delivering the educational content and

thereby to provide possibility to influence improvement of quality of rendering of educational services.

4. Logical and mathematical model for assessing the level of difficulty of test

tasks to enhance the learning process

posed to students.

Let the test consist of m different tasks, and n students perform the test. Denote by x;;, j the numerical
score of the success of the j-th task and the i-th student. If the j-th student performed j-th task, then x;; = 1
to 100 points for the task. Test results in the form of a matrix of results X, which has size [n] [m], are shown
in Table 1: where - i = 1, n - number of students who participated in the test; j = 1, m - number of questions

Table 1
The result of the test of students in relation to question numbers
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21
St1 8 50 92 8 91 77 94 90 98 100 96 97 8 94 85 42 79 100 88 91 86
St2 80 48 80 77 8 74 78 92 69 98 77 80 84 8 8 64 69 98 84 88 80
St3 90 93 87 92 93 75 94 100 78 89 84 82 92 95 97 52 93 100 94 96 91
St4 77 65 58 75 72 84 81 66 71 67 83 98 74 8 8 79 83 100 77 86 78
St5 66 60 63 54 72 65 80 65 63 61 74 80 70 8 78 69 67 100 74 68 71
St6 55 51 64 67 72 68 83 55 39 64 67 64 69 8 77 57 65 90 65 57 69
St7 80 52 8 8 92 79 94 92 90 94 90 92 8 90 8 68 79 92 8 89 82
St8 77 76 8 75 82 74 83 90 74 90 80 77 8 8 8 76 82 8 83 8 82
St9 8 90 8 8 90 78 92 96 76 86 88 83 8 90 90 77 92 96 92 92 88
St.10 82 74 66 8 76 88 84 69 78 87 83 80 8 8 8 85 81 74 68 82 78
St11 77 69 74 65 72 78 86 63 69 79 76 74 78 8 69 78 84 97 87 83 77
St.12 69 71 72 74 74 70 81 65 77 84 82 68 72 64 61 76 70 95 71 67 76




Graphical representation of the results of the test in relation to the quality of the questions is shown in
(Figure 7).

Figure 7: Visualization of the quality of the questions posed to determine the level of knowledge
of students
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q; = 1 — p; — the proportion of incorrect answers), you can determine the initial logit of each student's
knowledge level (that is, the initial score of the knowledge level i-th student in the logit scale):
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By calculating p; = % (the proportion of correct answers of all students in the group to the j-th

task and q; = 1 — p; — the proportion of incorrect answers), we can determine the initial logit of task
difficulty (that is, the initial estimate of the level of difficulty of the j-th task on the logit scale):

& =ln(pj/a;), j=1Lm. (2)

This stage of parameter estimation is the initial one. After its completion each of the parameters will be
expressed in an interval scale, but with different values of the mean and different standard deviations. At
the next stage we translate the value of 67 and 6}) into one interval scale, having previously calculated the

average value of the initial logits of students' knowledge level:
6 =62+ +69, (3)
And the standard deviation V of the distribution of the initial values of the parameter:

n 0 _ n)?
Vz\/M, (4)

n—1

We get the formula for calculating the logit complexity of the j-th problem:
§=60+Yx68), j=1m (5)
Where
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Similarly, calculating:
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We get a formula to calculate the logit level of knowledge i-th student:
0, =6+Xx6?, i=1,n. (8)

This estimation of the parameter §; makes it possible to assess the level of difficulty of all tasks,
regardless of the level of students' proficiency.

Given the values obtained, we can determine the level of students' knowledge by the difficulty level of
the test tasks. If 6; — &; —is a negative value and large in modulo, then the task difficulty is too hard for a
student with the level of knowledge &; and it will not be useful for assessing the level of knowledge 6; of
the i-th student. If this difference is positive and large modulo, then the problem is too easy, the student
learned the question a long time ago. If 6; — &; so, then the probability that the student will complete the
task correctly is 0.5.

After estimating the values of 6; — §; in the logit scale, calculate the probability P(6) of different
students completing the jth test item correctly:

o17+(6-5))
P;(0) = FERSEECED) 9
Where
0 = (06,,0,,..,6,). (10)

The probability of P; correctly completing j-th the test assignment is a rising function of the variable 6;.
Obviously, the higher a student's level of knowledge, the greater the probability that he or she will correctly
complete j-th the test task.

By introducing the conditional probability P; of different students correctly completing j-th the task, we
can proceed to construct a curve: j-th test task (Figure 8).
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Figure 8: Characteristic curve of the j-th task

The characteristic curve j-th of the test task shows the relationship between the values of the independent
variable ©and the values P;. The inflection point of the curve: corresponds to the value 6 = &;, and at



this © = §; point equals 0.5. Thus, a student with a level of knowledge corresponding to the difficulty of
j-th test item will answer it correctly with probability 0.5.
For students with a level of knowledge much higher than &;, the probability of a correct answer to this

task approaches unity. If, however, the value of Ois placed far enough away from the value & = §; and to
the left of the inflection point, then the probability of correctly completing the j-th task will approach zero.

The characteristic curves corresponding to tasks of different difficulty levels do not overlap. An increase
in the difficulty of the j-th test item by the constant C (C> 0) will cause the characteristic curve to shift to
the right. With the previous probability, the student with proficiency level 6 + C will answer this problem.
Since & — &6 = (0 + C) — (6 + C), the value of the function P;(6) does not change. So, if a difficult
problem is taken, the student whose level of proficiency changes by the same constant as the level of
difficulty of the problem will answer it with the same probability.

The fundamental difference of testing system based on adaptive tests is that the assessment of students'
knowledge level does not depend on the difficulty of the test, that is, it is objective. Assessment of students'
knowledge level can be effectively used to solve problems of optimization of the educational process -
evaluation of the effectiveness of innovative technology, monitoring, intelligence of students and teachers.

Conclusion

The analysis of educational and methodological systems and methods to improve the educational
process aimed at effective solution of the problems of competence, quality of training specialists was
carried out. Based on the results obtained, a scientific and practical study of the effectiveness of software
application on independent computing structures was conducted, which showed a number of positive
points, namely: this approach to the construction of distributed information systems has significant
prospects for the future. The use of independent computing structures makes it possible to use application
software around the clock without worrying about its working condition, because this task is transferred to
third parties during such use. However, this approach to organizing the management and monitoring of the
educational process has its disadvantages, namely: the required level of personal data protection on such
independent platforms has not yet been investigated. Since the information database is located on an
independent computing platform, the owner of the educational platform cannot guarantee security with
respect to external intervention processes. In addition, a computational analysis in terms of the use of
information technology was conducted, which resulted in the justification and improvement of the test
analysis model, which improved the learning process and the quality of education. The application of the
method of analysis to improve the educational process on the basis of information technology was
substantiated. The use of information and communication technologies provides intensification of specialist
training, as a result of which the objectives are achieved, that is, the maximum amount of professional
training for the minimum possible time of processing educational material.
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