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Abstract

The article analyzes recent publications, which indicated the rapid creation of data by different
types of media. It is noted that one-fifth of the data created is critical and needs protection. To
reduce the amount of data stored, it is recommended to use encoding methods without
constructing an encoding table. That is why arithmetic and adaptive arithmetic coding from the
point of view of the possibility of application in systems of cryptographic protection of
information for systems of critical infrastructure are considered in detail. As a result of research
for the guaranteed protection of the information, it is offered to use the technology of
consecutive cryptographic protection of the information (after coding) with an application of
adaptive arithmetic coding. For systems with streaming data processing (technology of
selective protection of information), it is proposed to use arithmetic coding. Under the key
information in the arithmetic coding algorithm, we understand the weight of each element, the
rest of the information does not require additional protection.
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1. Introduction

Despite the active development of technologies and principles of media construction aimed at
increasing the amount of data that can be stored (while reducing the physical volume and weight), the
need for algorithms to reduce the volume is still an urgent problem that needs to be addressed. This
effect persists due to the simultaneous development of data entry technologies. These technologies
include a photo and video cameras from different companies, which allow you to obtain
multidimensional data of high quality (resolution) and depth of image construction, which in turn
significantly increases the amount of information needed for storage and subsequent reproduction on
display media. At the same time, the use of high-tech devices is observed not only at the level of states
or enterprises, but also at the level of personal users, who in turn can provide access and/or cover photos,
videos, etc. on social networks, blogs, cloud storage or own sites. As a result of this feature, the user
initiates requirements for administrators, providers, owners of the above information resources from
the standpoint of resource requirements (storage) and performance (computing power) by closing the
circle “Information resource (storage)—Quality (volume)—Information resource (refuge).” After all,
the market for information services has grown so much that a dissatisfied user (long download time,
insufficient functionality, or even unsatisfactory site design) has the opportunity to easily and quickly
(within a few minutes) change the service provider, which will harm the latter. The multitude of users
united in the organization, the enterprise, the state has led to the emergence of the concept of Big Data.

Under Big Data we understand work with the information of considerable volume and various on
structural, the semantic structure of the data which is updated every second and is in various sources
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(storages) for the purpose of maintenance, an increase of efficiency of work, creation of new products
and increase of competitiveness. The consulting company Forrester gives a brief statement: “Big data
combines techniques and technologies that make sense of the data with maximum practicality.”

2. Analysis of Existing Research

According to analysts at IDC [10] and other researchers, in the coming years, the bulk of the data
will be provided not by users but by companies. Industry and other sectors of the economy will account
for up to 60% of all data in the world. For example, in 2015, companies generated a third of all global
data.

The authors of these studies agree that in the future the quality of data will be much more important
than their quantity. “Not all data is equally important, and without context, they are not useful at all. In
this period of change, leadership will belong to the organizations that will be able to identify the most
critical subgroups of information with the maximum impact on the desired area of activity and focus on
them,” said in a report by IDC analyst.

The publications also noted that by 2025 the amount of data created in the world will exceed 150
Zettabytes (107! bytes) per year (Fig. 1). At the same time, one-fifth of all data by 2025 will be
considered critical. That is, this is the information on which will depend the lives and safety of people,
the preservation of capital by companies, the reputation of countries, the international situation, world
peace, and the existence of the planet Earth as a whole.
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Figure 1: The amount of data created in the world with a forecast until 2025

However, in the coming years, the gap between the amount of data that needs to be protected and
the information actually protected will only grow, increasing the amount of data even more. By 2025,
up to 90% of all information must be protected in one way or another. However, in fact, less than half
of all information will be protected.

The researchers also note that a significant amount of data will come from the devices that surround
us every day in accordance with the concept of the Internet of Things, so we can conclude that:

First, by 2025, 75% of the world's population will have permanent access to the Internet. The amount
of data sent to the world by type of media is shown in Fig. 2.

Secondly, the number of smart gadgets and home robots that will produce so-called metadata—
service information that machines will exchange with each other for coordinated work.
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Figure 2: The amount of data sent to the world by type of media

Compared to today, everyone will interact 20 times more often with the Internet or with devices with
Internet access. If now the average number of interactions is a little more than 1400, then by 2025 we
will face the network more than 4900 times a day (Fig. 3).
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Figure 3: Number of user interactions with the Internet (once/day)

Therefore, looking for ways to solve the problem of storing large amounts of information, it was
found that there are different approaches to solving the problem of reducing the code sequence (data
volume) for processing, storage, and/or transmission of information. Analysis of coding methods based
on the construction of Huffman tables, RLE, Lempel-Ziv, arithmetic coding, and adaptive arithmetic
coding indicated both positive and negative properties of each method. Given that the main criteria for
selecting the algorithm are the ability to reduce the amount of data (without increasing in exceptional
cases) when entering the data processing with the probability of occurrence of elements close to equal
probability and the time of the algorithm. Empirically, using an object-oriented Java programming
language, statistics were collected from about 10,000 objects, which included numbers in binary and
decimal representations, data arrays (matrices, blocks), words and sentences, and selected for more
detailed study of arithmetic coding and adaptive arithmetic coding.

The purpose of this work is to determine the suitability of arithmetic coding and adaptive arithmetic
coding for use in technologies for cryptographic protection of information in critical infrastructure.

3. The Main Part of the Research

The choice of methods based on the principles of arithmetic coding as research is due to the fact that
these methods are exceptional because they do not build code tables, like most coding methods, and in
the case of adaptive arithmetic coding have the ability to current coding. As a result of coding, we get
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a real number within the interval (0,1) (the beginning of the working interval; the end of the working
interval), which allows us to unambiguously reproduce the coded sequence.

The algorithm of arithmetic coding (Fig. 5) and decoding (Fig. 6) allows finding a discrepancy with
the algorithm of adaptive coding (Fig. 7) and decoding (Fig. 8), which is that the weights of the symbols
coming to the input of the encoder, for arithmetic coding are formed before the coding process and must
be transmitted to the decoder. At the same time, with adaptive arithmetic encoding, the value of the
weights of each symbol is formed in the encoding process, without the need to transmit these service
data to the decoder.
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Figure 4: Construction of adaptive arithmetic code

The weight of the element is based on the formula:

ni =0 +nP + L+, (1)

where n; is the sum of the weights on the i" step, nl@) is the weight "0" on the i step, ni(l) is the weight

“1” on the i step, nfw) is the weight w on the i step;
The value of the segment in the i" step is by the formula:
) (2)
pi = 77—
l
The final step is to find the code number by determining the arithmetic mean between the beginning
and end of the working interval of the last encoded character in the message:
li +hy (3)

2 )

where Z is the code number of the message.

Graphically, the process of adaptive arithmetic coding of the bit sequence “00101 11 0” will take
the form of Fig. 4. As a result, we obtain the coded number 24, = 1 1 0 0 0 with a compression ratio of
1.6.
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Input: 00010011 1011011000'!
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Figure 5: Example of arithmetic coding for a binary sequence with a stop marker
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Figure 6: Example of arithmetic coding decoder operation for binary sequence
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Figure 7: Example of adaptive arithmetic coding for a binary sequence with a stop marker

131



132

G

Decryption
\

v

e

=1 nP=1 =1 q®-1 O -1

Zi:[pi*n i(C) P i(e))

Yes

low=0; high=1;
[low; high)
) J
by = highn—- low < - :ni(a) +1ni(b) +T1i(C) +r]i(e) +T]i(f) <
Xj=4a >
) ! a) a)
L Zi= [|OW,pi n; ] a4 = 00 n(l):n(|)+l
Xj=h —
O _ 0
[ Y =1v+1
b =11 M=
b ! C c
Xj=¢€ >

RO

)

Output: 000100 11101101 10 00
Figure 8: Example of adaptive arithmetic coding decoder operation for binary sequence




The analysis of Fig. 5 and 6 allows us to draw the following conclusions on the possibility of
applying these methods in cryptographic protection systems: due to the importance of the weight values
of the element w in the i step, we can conclude that this information is key. Removing or replacing the
weight values of the element w in the i step will make it impossible to correctly reproduce the encoded
sequence. It should be noted that the value of the weight of the element w at each step is equal to:

0 U 2 B 0 D 0} (4)

This feature makes it possible to assume that the use of cryptographic data for the values of the
weight of the element w can increase the degree of data security; due to the need to pass to determine
the weight of the element w, the application of the method of arithmetic coding increases the time for
data processing.

The analysis of Fig. 7 and 8 allows us to draw the following conclusions on the possibility of
applying these methods in cryptographic protection systems:

e In comparison with the method of arithmetic coding to reduce the time for data processing
during coding due to the lack of a passage to determine the weight of the element w.

e In comparison with the method of arithmetic coding, this method usually has a lower
compression ratio.

o Due to the fact that by the end of the processing of coded elements it is impossible to
determine the value of the weight of the element w application of the method of adaptive
arithmetic coding in cryptographic information protection technologies is reduced to
sequential data processing.

For the general analysis, the estimation of efficiency of to-do methods of arithmetic coding and
adaptive arithmetic coding in the system of cryptographic protection of the information is carried out

(Fig. 9).
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M Arithmetic coding with information protection
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B Adaptive arithmetic coding with
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B Adaptive arithmetic coding with
information protection

B Compression methods based on m Compression methods based on
the construction of coding tables the construction of coding tables
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Figure 9: Evaluation of the effectiveness of the methods under study by the amount of data(a) and by
the processing time (b)

4. Conclusions

The paper considers in detail the arithmetic and adaptive arithmetic coding from the standpoint of
the possibility of application in systems of cryptographic protection of information for critical
infrastructure systems.

133



Based on this, arithmetic coding methods can be used in cryptographic protection systems to reduce
the original amount of data. Moreover, the analysis indicated that adaptive coding allows obtaining a
higher compression ratio and fewer data processing times than adaptive arithmetic coding. Thus, we
believe that arithmetic coding is a more acceptable solution for use in cryptographic information
security systems compared to adaptive arithmetic coding and compression methods based on the
construction of coding tables.
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