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Abstract

Modeling the operating system incident forecasting subsystem allows obtaining accurate and
reliable forecasts. For this purpose, elements of the theory of heuristic self-organization and
concrete realization of this theory—GMDH are applied. The data of the system log of OS
hardware errors incidents were used as input data of the model. As a result of testing the
proposed model based on test samples at different settings of the machine learning system
and parameters (the degree of reference polynomial, the number of variables in the model of
the characteristic polynomial, the number of selection series) obtained a much more accurate
forecast. Thus, in comparison with classical regression methods or the method of exponential
smoothing, GMDH gives not more than 4% of erroneous calculations using GMDH.
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1. Introduction

One of the most problematic areas when planning measures to prevent the consequences of
hardware failures of the operating system is to obtain an effective model for predicting incidents of
the operating system. Most authors do not raise the issue of classifying methods and models for
predicting the operation of operating systems (OS). As a review of the literature shows, currently the
most popular are classical incidents forecasting models (trending, regression), forecasting using
neural networks, and Markov models [1-5]. Scientists make a special contribution to the theory and
practice of creating algorithms, methods, and forecasting systems in [6-8]. Therefore, it is relevant to
analyze critical operating modes of operating systems using modern methods of forecasting time
series, as well as developing new effective machine learning methods based on GMDH for use in
incident forecasting subsystems. Thus, the object of research is the subsystem for forecasting
incidents of the Windows family operating system using time series forecasting and machine learning
methods.

Among examples of the actions of the hardware, errors are logs registered by the operating system
[9]. As was shown in [3, 4, 10] for the time series for the subsystem for predicting incidents of OS
operation, the sampling of critical events in the OS using the “Exponential Smoothing” forecast
method cannot be considered satisfactory [10].

To prove the correctness of this trend, it is possible to go in two ways: empirical and experimental.
It is possible to use the predictive trend model using regression analysis [8]. An alternative way to
improve the quality of the forecast is to use neural networks and a deep machine learning algorithm
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[11-13]. However, the use of such models often requires accurate sampling and a long training period
for the models [11, 12]. This is not always necessary for cybersecurity experts [14].

2. Main Part

But, to obtain accurate and reliable forecasts in the study of complex objects, such as an incident
registration system, the theory of heuristic self-organization, and the concrete implementation of the
theory—GMDH [15] are used. It makes sense to use GMDH is a basic method for forecasting
incidents, since the data sampling (Windows system event log) contains several elements [9,10].

The algorithm for finding the optimal structure model for the incident forecasting subsystem can
be represented in the form of the following steps [10,15]:

1. There is a sample in the form of the time series (TS) system: log D = {(x,,, y»)}5=1, Where

x € R™. Since for the GMDH operation, it is necessary to conduct learning and testing, the
samples are divided into learning and test ones. In the practical GMDH implementation, the
percentage of these samples is manually selected.

2. Let [, C be set from the range {1,..,N} = W. These sets satisfy the conditions for
partitioning sets
luC =W, lnC=0.
The matrix X; consists of row vectors x,, for which the index n € l. Vector Y1 consists of those
elements Y, for which the index n. € L. The partition of the sample is written as follows:

Yo =) vu=(7)

Yy € R, Xy € RV |1 +|C| =
3. Let’s define the base model. This model describes the relationship between a dependent

variable Y and free variables X. For the forecasting algorithm being created, let’s use the
Voltaire functional series (the so-called Kolmogorov-Gabor polynomial):

m m m
—w0+2w xl+22wuxx]+222wukxx]xk (1)
i=1j=1 i=1j=1k=1

4. Inthe model (1), x = {x;|i = 1,..,m} —set of free variables and © -set of weights:
w = <wi’wj!wijk|i!jr k, I 1,. .,m).

5. Based on the set objectives, the objective function is selected — an external criterion that
describes the quality of the model. A few commonly used external criteria are described below.

6. Inductively generated candidate models. In this case, restrictions are introduced on the length of
the polynomial of the base model. For example, the degree of a polynomial of the base model
should not exceed a specific natural value. Then the basic model is written as a linear
combination of a given number [Fy of products of free variables as follows:

Y = f(x1,%5,.., %%, %1%, %5,..,xR), (2)
where f is the linear combination function. Arguments (2) are redefined as follows:
X1 = A1, Xy > dg,.., X5 > Ay,
X1X2 = Ap, X5 = ay, .., X} = ar,,
soY = f(al, a,,.., aFO).
For coefficients linearly included in the model, one-index numbering is specified in the following

order: @ = wy,.., Wg,. In this case, the model can be represented as a linear combination of the
form:
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Fo
Y = wy + Z w;a;. (3)
i=1

Each model of the generated form (3) is defined by a linear combination of elements
{(w;,..,a;)}inwhich the set of indices {i} = s is subset {1,.., Fy}.

7. To configure these parameters, internal criteria are used; it is calculated using the training
sample. To each element of a vector x,, — a selection element D, a vector is mapped a,,. Next, a
view matrix is constructed Ay, which represents a set of column vectors a;. The matrix Ay, is

A

divided into sub-matrixes 4, and A.. The smallest remainder of the form |Y -Y

, Where Y =

Aw returns the value of the parameter vector w, which is calculated by the least-squares method
[10,15], respectively, of the expression:

wo = (AkAG) ALY,

where G € {l, C, W}. The internal criterion for the model applies the standard error of the form:

A L2
8%; = |YG —AGQ)G

In accordance with the criterion €2 — min, parameters w are selected and errors are calculated

on the test sample G, where G = L. When the model is complicated, the internal criterion does not
give the minimum models of optimal complexity; therefore, it is not suitable for choosing a model.

8. To select the best models, let’s calculate their quality. For this, a control sample and an external

criterion are used. The error in the sample H is indicated as follows:
2

A2(H) = A2(H|G) = |Yy — Ao,

where H € {I,C}, H N G = 0. This means that the error is calculated on the sample H with the

model parameters obtained on the sample G.

A model that provides a minimum of external criteria is considered optimal. With an increase in
the number of variables in the model and the degree of the reference polynomial, obtaining the best
forecasting model can increase significantly.

3. Application of the Developed Forecasting Model

An application of a developed forecasting model in the C# language based on GHMD has been
implemented. As a result of the program module realization, the mathematical model of training
selects the best models, and as a result of the selection of the best models get the best model, which
will be used to predict security incidents of the investigated OS (Fig. 1). All data taken for forecasting
in the developed model are average statistics from the Windows incident log. In principle, you can
take such a time series based on the probability of meeting or on the basis of average data (averaging
is performed for a fixed period).

On the graph of the input and processed data of the forecasting model based on GMDH, it is
possible to estimate the discrepancy between the data of the real sample and the data (shown in black)
obtained on the basis of the best forecasting GMDH model (shown in red) (Fig. 2). Prediction results
are obtained with various system settings and various parameters (degree of the reference polynomial,
number of variables of the characteristic polynomial model, number of selection series).

In order to predict the time series obtained from the incident log of the Windows family’s OS
based on GMDH, it is necessary to select the best models at each iteration of the method. This
approach reduces the total number of calculations (processor time) and also reduces the amount of
memory needed for the work of the method itself. Comparing the forecasting results, generated by the
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GMDH model and by the autoregression, it is possible to use the created software product in practice.
Among examples of hardware actions, errors are ones registered by operating system logs. This
information in the logs of system events of the Windows OS, for example, there are following:

e Problems in the file system structure; device controller error.

e Error on the device.

e Damage to the disk resource cluster and numbers of other similar errors [9].

As was shown in [10] for the time series for the subsystem for predicting incidents of OS
operation, the sampling of critical events in the OS using the “Exponential Smoothing” forecast
method can be considered satisfactory.

By changing the input parameters of the model (shown in Fig. 1) for the same input data of the TS,
the parameters of the time series data sampling test part, and the ones of the real TS, it is possible to
reject the results of the selection of changes in the model except for the best ones. Real data of TS are
taken from the logs without preserving the pre-juvenile OS.

On the graph of the input and refined data of the forecast model based on the GMDH, it is possible
to estimate the distribution of the real sample data and data (shown by the new color), which were
taken on the basis of the short model to the forecast of the GMDH (shown by the black color) (Fig. 2).

Mathematical Model of Learning

-~

*x1*x3*x3+0,1025238639397*x1*x2*x2*x2-2,72618008331353*x1*x2*x2*x3+12,0499639453132*x1
*x2*¥x3*x3+37,9296702756698*x1*x3*x3*x3-0,0665077028905103*x2*x2*x2*x2-2,13393092668361
*x2*x2*x2*x3+58,0022559886652*x2*x2*x3*x3-341,236638650458*x2*x3*x3*x3+404,269821023766
*x3*x3*x3*x3

the best model
744,066261727036-883,649608302015*x1+56,8499995507727*x3+54862,1506192121*x4+
14,9138682049098*x1*x1+618,927217936769*x1*x3-1397,6473993775*x1*x4-444,865811905317*x3
*x3-35290,7547070851*x3*x4+8787,03381981389*x4*x4-0,18426805770108*x1*x1*x1-
6,08226619809216*x1*x1*x3+23,6707902349384*x1*x1*x4-135,064981100664*x1*x3*x3+
306,626027470183*x1*x3*x4+592,509723905939*x1*x4*x4+140,97910048702*x3*x3*x3+
7694,6804934768*x3*x3*x4+5043,42783262037*x3*x4*x4-50428,9412719313*x4*x4* x4+
0,0111243959358324*x1*x1*x1*x1-0,146382854308752*x1*x1*x1*x3-1,2262186514193*x1*x1*x1*x4
+1,55242691892228*x1*x1*x3*x3+15,7356769970355*x1*x1*x3*x4+20,0443494541814*x1*x1*x4*x4
+7,25982034624122*x1*x3*x3*x3-77,6032729226352*x1*x3*x3*x4-764,161565700056*x1*x3*x4*x4+
1053,10772124818*x1*x4*x4*x4-8,66510652384617*x3*x3*x3*x3-559,018854667147*x3*x3*x3*x4+
1021,12933906629*x3*x3*x4*x4+7606,0978525582*x3*x4*x4*x4-2222,12711897971*x4*x4*x4*x4 v

Figure 1: The best forecasting models obtained by the method of group accounting of arguments
obtained

When calculating the parameters of the GMDH model, we obtain the corresponding intermediate
data of the stages of calculation of the GMDH-based models:
e Regularity criteria for the obtained models on optimization steps: S[1], S[2], S[3], S[4].
o Global criterion at level 1 selection.
e The module of a deviation estimation of the received forecasting models on all samples.
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Figure 2: Comparison of real sample data and data obtained on the basis of the best forecast model
by the method of group accounting of arguments

Some prediction results are obtained with various system settings and various parameters (degree
of the reference polynomial, number of variables of the characteristic polynomial model, number of

selection series) are shown in Fig. 3.
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Figure 3: Comparison of the forecasting results obtained by the model based on the method of
group accounting of arguments and autoregression on 3 types of input parameters of machine
learning

After testing the obtained forecasting subsystem and the generated test samples, it is found that the
results of the model incidents forecasting model to predict OS incidents are taken with various system
settings and parameters may differ slightly (not more than 4%).

4. Conclusions

The accuracy of predicting incidents of the same type over a given time series (computer system
hardware incidents) can be assessed positively. Of course, if there is a lot of such data and they cover
large numbers of sources with as many behaviors as possible, then the forecast will be more accurate.

The peculiarity of this model is the fairly accurate past results (if such points were not filmed in
the time series before). The value of such a model may be manifested when the intervals for taking
data to the incident log were high, but there is a need to determine the significance of this type of
event in the past (incident investigation).
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The use of a large number of polynomial models, such as those used in GMDH, allows one to
obtain a much more accurate forecast for the task of forecasting OS incidents than classical regression
methods, as well as the method of exponential smoothing.

An important aspect of the resulting model is that it can be used to obtain a retrospective forecast.
This is especially useful when, as a result of the investigation, it is necessary to know the exact value
of the TS. But, at the same time, there is no real value due to the large interval of bound values.
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