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Abstract

Quantum computing is the technology of the 21st century. Quantum computers and envi-
ronments are already offering great advantages when building advanced applications in fi-
nance, health, or logistics. However, if industry is to boost the large-scale production of
guantum software, an adequate quality level must be achieved and assured. In this sense, it is
very important to consider quantum software quality platforms and products, and to create an
effective quality environment for quantum software. In this paper we will summarise some of
these issues.
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1. Introduction

Quantum technology includes several research areas such as true random number generation,
guantum information, atomic quantum clocks, quantum sensors, quantum simulators, guantum
cryptography and security, qguantum communication networks, and quantum internet. All these topics
and most notably quantum computing, have attracted a lot of interest in recent years. There are countless
interesting applications for these technologies, spanning several knowledge and business areas: [1]
economics and financial services, chemistry, medicine and health, supply chain and logistics, energy,
agriculture, etc. Quantum computing is also impacting different areas of computer science such as
Cybersecurity [2] and Machine Learning and Artificial Intelligence [3]-[5]. The prospects for quantum
computing are exciting, and extraordinary expectations are now driving a global effort to perfect
quantum technologies [6]. It is believed that quantum computing could also bring a new “golden age”
to software engineering [7].

The problem comes when we realise that in order to boost large-scale production of quantum
software an adequate quality level is required [8], so that society can really benefit from the promising
guantum applications that exist in the various domains. To achieve this, we should address all the areas
of Software Engineering as defined in SWEBOK?, i.e., Design, Software Construction, Software
Maintenance, etc., and, specifically, Software Testing and Software Quality. Software Testing has been
addressed by Miranskyy and Zhang [9], and Polo [10], while Software Governance has been addressed
by Blanco and Piattini [11]. In this paper we focus on Software Quality; thus, Section 2 analyses the
landscape of quantum software quality; Section 3 addresses some of the issues (models and metrics) to
be considered when creating an efficient quality environment for quantum software; and, finally,
Section 4 summarises the conclusions and future work.
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2. Quality Issues in Quantum Computing

In a quantum information system, there are several factors that influence the quality of the results: the quality of
the quantum hardware, the quality of the quantum software (development and operational) platform, and the
quality of the quantum software per se.

There are different types of quantum simulators and computers (adiabatic, gate-based, measurement-
based, etc.); however, to date, most of them still present errors, hence their name: “NISQ—Noisy
Intermediate-Scale Quantum” [12]. The Committee on Technical Assessment of the Feasibility and
Implications of Quantum Computing has analysed the milestones in the evolution of quantum computers
towards their current status as large, fault-tolerant modular quantum computers [13]. Moreover, the
underlying technology —trapped ions, neutral-atom qubits, superconductors, quantum dots,
semiconductor-based qubits, NV centre qubits, topological qubits, photons, etc.—has a decisive
influence on the maturity level of quantum computers [14]. These different technologies present varying
coherence times, gate latencies, gate fidelities, etc. [15].

Quantum hardware is not the only important matter for achieving “high quality” quantum
information systems; software quality is also essential. In fact, Quantum Software Engineering (QSE)
is an essential contribution to the success of quantum computing. One of the principles of the Talavera
Manifesto for Quantum Software Engineering and Programming [16] establishes that “QSE assures the
quality of quantum software. Quality management for both, processes and products, is essential if
quantum software with expected quality levels is to be produced”. Unfortunately, until now, quantum
software quality issues have been largely disregarded.

Concerning quantum software processes, to date only a few interesting works have been proposed,
mostly dealing with quantum life cycle processes [17]-[18], and the application of agile methodologies
to quantum development [19]. In this paper we focus on the following quantum product software issues:
guantum software development and execution platforms, and quantum software products.

2.1. Platform Quality

Sodhi & Kapur [20] have published an analysis of the impact of different quantum computing
platforms on quality attributes and SDLC activities. They experimented with the main quantum
programming platforms, examining how each one affects the main software quality characteristics:
Availability, Interoperability, Maintainability, Manageability, Performance, Reliability, Scalability,
Security, Testability, and Usability. Some of the characteristics dealt with in their study that impact the
most on quality attributes, are:

1. A lower level of programming abstractions increasing code complexity, which has an impact

on maintainability, testability, reliability, and availability.

2. Platform heterogeneity, which deteriorates software cohesion, affecting maintainability,
reliability, robustness, reusability, and the manageability and testability of the system.

3. Remote software development and deployment, which make programming, testing, and
debugging quantum programs slower, thus affecting maintainability and testability.

4. Dependency on the known quantum algorithms, thereby affecting the ability to perform
enhancement and corrective maintenance, as well as testability and interoperability (with
classical software).

5. Limited portability of software, which results in a lack of standardization in several areas, thus
affecting availability, interoperability, maintainability, and scalability.

6. Lack of native quantum operating systems, thereby decreasing performance, manageability,
reliability, scalability, and security.

7. Fundamentally different programming models, which can thus increase code complexity, so
affecting maintainability, interoperability, security and testability.

This study could help us to evaluate the design decisions that need to be taken when constructing

guantum software, and to carefully consider the influence of the given platform on every specific quality
characteristic.

55



2.2. Software Quality

Most of the existing research efforts related to quality in quantum software have focused in general
on quantum program verification [21] and specifically on verified compilation [22], verification
protocols [23], relational verification of quantum programs [24], formal quantum programs description
[25], formal verification and programs certification [26] and equivalence checking for quantum circuits
[27].

In terms of metrics, most of the research deals with the measurement of the power of quantum
computing - e.g., qguantum volume [28]-[29], the TQF (Total Quantum Factor) and wd (width and depth)
[30] etc. - but does not consider software features. One exception is Sicilia et al. [31], who carry out a
preliminary study on the module structure and use of quantum gates in the libraries of Microsoft’s
guantum development platform QDK (Quantum Developer Kit) using Q#.

3. Towards a Quantum Software Quality Environment

A useful quantum software quality environment should contain, at least, a quantum quality model,
a set of quantum software metrics, and a tool for supporting the automatic gathering and visualisation
of the quantum metrics.

ISO/IEC 25010 [32] is the de jure quality standard for software products. In the ISO/IEC JTC1
SC7/WG6 Plenary Meeting held in June 2020, experts agreed that this standard should be adopted for
Big Data and Avrtificial Intelligence, 10T, blockchain, cloud, Systems of Systems, XaaS, etc. To do so,
anew “Quality Engineering Division” would be established. However, for the time being, none of these
new models as yet cover quantum software.

We propose to introduce a specific quantum software quality model aligned with the general
ISO/IEC standards family, considering the special nature of quantum computing. Firstly, the
applicability to quantum software of the existing characteristics (performance efficiency,
maintainability, portability, compatibility, etc.) must be considered. From our experience in using
guantum programming languages with software practitioners and students, we have seen, for example,
that understandability is a subcharacteristic which needs to be strongly modified for quantum programs.
In fact, it can be difficult to understand not only this new computing paradigm, but also the specific
guantum software design and programs.

In a second step, research must be undertaken on new quality characteristics and aspects of quantum
software. For example, even if ISO/IEC 25010 does not consider either accuracy or precision as being
software quality characteristics, decoherence (due to errors in quantum computers) means that these
characteristics are in fact very important. At present, and for the foreseeable future, only Noisy
Intermediate-Scale Quantum (NISQ) technology is going to be available. Hence, we must consider both
the current quantum technologies and future ones (such as quantum fault tolerance computers) when
defining all the quality model characteristics.

Although there is a lot of research on metrics for classical conceptual models, there is none for
quantum software. Firstly, it is important to define metrics at a conceptual level (i.e., quantum
technology-agnostic ones). For this purpose, the conceptual model could be a UML extension for
describing quantum systems [33] or a quantum circuit model [34], which abstract quantum information
as measurement entities.

Furthermore, metrics need to be defined at the logical (technology-specific) level, taking into
account the different quantum programming languages that currently exist [35]. Both at a conceptual
and a logical level, metrics must consider the overhead that arises due to the use of the different quantum
characteristics (entanglement, superposition, non-cloning, etc.), and the different quantum gates
(Hadamard, Pauli X, Y and Z, CNOT, Controlled-Z, Toffoli, etc.).

To support these metrics calculations, tools [36] should be created, extending (when possible)
existing open-source tools or following a metamodel approach.
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4. Conclusions and Future Work

Quantum computers have the potential to solve the type of tasks that today we do not even dare
dream of and which classical computers will never be able to solve (EQF, 2020). In fact, quantum
computing speeds up the process of solving algorithms that require massive parallel computations, and
so allows us to better simulate nature.

However, to achieve all these benefits, quantum software has to be developed in an appropriate way.
We must commence with quantum software engineering now, so as to be prepared for the future and
also so as to avoid low quality quantum software with errors and productivity problems in the interim.
For that end, we need a comprehensive quantum software quality environment, including quality
models, metrics, and tools. This kind of environment could be useful not only in creating and developing
guantum software but also in overall modernisation and reengineering efforts [37].
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