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Abstract 
 

Malware detection is critical given the rapid spread of malware on the Internet as it functions 

as an early warning system for computer security against malware and cyberattack. This 

keeps hackers away from the computer and prevents information from being compromised. 

Existing antivirus software and hardware are unable to effectively detect new or modified old 

classes of viruses, and are prone to a large number of false positives. Therefore, the problem 

of malware detection requires an immediate solution to ensure the safe use of the network. 

Thus, there is a need to develop new methods of analyzing potentially dangerous code in 

order to detect malicious software.  

To solve this problem, a Proof of stake and Proof of work approach for malware detection 

technologies based on the use of Blockchain technology was developed. A mechanism has 

been implemented to remove features that may indicate that a potentially dangerous code 

belongs to a certain class of malware, as well as a mechanism that analyzes potentially 

dangerous code, carried out in parallel by different network participants using Proof of work. 

By using the concept of Proof of work, the developed method provides accelerated analysis 

of potentially dangerous codes. The use of the concept of Proof of stake provides an 

opportunity to increase the accuracy of malware detection by validating the results of the 

participant's analysis, taking into account the coefficient of efficiency of the participant's 

computing resources by the method of soft voting. In the key of using blockchain technology, 

validation provides an opportunity to prevent the use of analysis results from a potentially 

compromised participant. The use of the concept of Proof of stake provides an opportunity to 

increase the accuracy of malware detection by validating the results of the participant's 

analysis, taking into account the coefficient of efficiency of the participant's computing 

resources by the method of soft voting. In the key of using blockchain technology, validation 

provides an opportunity to prevent the use of analysis results from a potentially compromised 

participant. The use of the concept of Proof of stake provides an opportunity to increase the 

accuracy of malware detection by validating the results of the participant's analysis, taking 

into account the coefficient of efficiency of the participant's computing resources by the 

method of soft voting. In the key of using blockchain technology, validation provides an 

opportunity to prevent the use of analysis results from a potentially compromised participant. 

The application of the developed approach makes it possible to detect malicious software of 

different classes with an accuracy of 98.81- 99.33%. 
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1. Introduction 

With the development of the Internet, there is a need to develop systems to protect personal data 

from attacks by malicious software. According to a study by Avast [1] the number of cyberattacks on 
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business increased from 11.25% in 2020 to 13.9% in 2021. The World Economic Forum called 

cyberattacks the fifth most dangerous. According to a report by Microsoft Defender [2], 77% of 

cyberattacks were carried out on large and small businesses. As most of the country's budgets are 

filled with small and medium-sized businesses, these sections of the economy need to develop 

innovative methods to prevent cyberattacks by malware, as well as new methods to quickly detect 

malware to prevent further attacks. 

Despite the large number of known methods of protecting information systems, they are under 

attack from well-known and new families of malwares, such as crypto miners, spyware, backdoors, 

banking trojans and droppers. These malware has a wide range of capabilities aimed at compromising 

information systems. Therefore, in order to ensure the integrity, confidentiality and accessibility of 

information in information systems, the problem of detecting malicious software in these systems is 

important. 

2. Related works 

Today, various approaches to the detection of malware are widely represented in scientific sources. 

[3] presents an API detection approach that classifies malware based on user feedback. However, in 

the case of sensitive resources that require a significant portion of permits, the approach may increase 

the number of false alarms. In [4], an approach is proposed that uses a combination of permissions 

and intentions, supplemented by several stages of classifiers, to detect APS. Decision tables, a 

multilayer perceptron, and decision trees are combined using three schemes: determining the mean of 

the probabilities, the product of the probabilities, and the majority of votes. 

In [5], a method for detecting malware based on the analysis of system call logs is proposed. The 

results of the experiments showed high detection accuracy, but the authors did not take into account 

the ability of some applications to identify sandbox-type environments.  

[6] proposed a system for detecting malware, which uses a deep convolutional neural network 

(CNN). The classification of malware is based on static analysis of the raw code sequence from the 

disassembled program. 

In [7] the authors propose a system based on static analysis, which operates in four stages. It first 

builds a call graph for each application, then retrieves the API call sequences using all the unique 

nodes, and then assigns each call to a specific class, packet, or family. The third stage involves 

modeling the behavior of each application by constructing Markov chains from sequences of API 

calls, with the transition probabilities used as a feature vector, provide an opportunity to classify the 

application as benign or malicious software. 

In [8], a framework was developed that uses triage to rank applications based on their potential 

risk. The approach combines a probabilistic model for predicting the existence of information flows 

with an indicator of how significant the flow is in benign and malicious applications. The results of 

experiments show that the approach is able to accurately predict the availability of information flows 

and provides significant savings. 

In [9], a method for detecting malware using both static and dynamic analysis is proposed. In 

particular, the method uses traditional features (such as permissions and API calls) in order to increase 

the efficiency of malware detection based on static analysis. Also, in order to bring the features 

obtained from call graphs of different sizes to the same dimension, the proposed approach used the 

methods of feature selection and clustering. 

In [10], a study was conducted aimed at the possibility of using features based on content and 

relationships to identify malware; modeling different types of entities (such as file, archive, machine, 

API, DLL) and rich semantic relationships between these entity types (ie file-archive, file-machine, 

file-file, API-DLL, file-API). 

Based on the study, a structured heterogeneous information network (HIN) was built and a 

metagraph-based approach was presented, which provides an opportunity to show the relationship and 

affinity between files. In order to be able to measure the affinity of files on the constructed HIN in 

order to detect RRP, it is necessary to use effective methods of studying hidden representations for 

HIN. To solve this problem, a new model of metagraph2vec built into HIN is proposed on the basis of 

the constructed schemes of metagraphs. 



In [11] the possibility of using evolutionary calculation methods is investigated both for the 

development of new variants of malware, which successfully avoids SPP protection systems based on 

static analysis, and for automatic development of better solutions for protection against malware. 

In [12], a new method of detecting malware based on the analysis of information flows in order to 

identify existing patterns of behavior and related flows that have common computational pathways. 

Such complex flows, with their structure, regularities and relations, accurately capture the complex 

behavior demonstrated by both malware and good-quality programs. The analysis of N-gram API 

calls available in these complex streams is used to identify unique and common patterns of behavior. 

The approach proposed in [13] uses discriminatory adversarial competition (DAN) with deep 

training to classify applications as malicious or benign according to three sets of features: raw 

operation codes, permissions and API calls. The proposed approach provides an opportunity to detect 

malicious programs that use obfuscation methods to evade detection. 

A review of the literature has shown that the problem of detecting malware is extremely relevant. 

Known methods of detecting malware have a high level of efficiency, but also demonstrate a high rate 

of false positives. A common weakness of the above approaches is the need for large amounts of 

computing resources and the fact that they are not able to respond adaptively to known and unknown 

attacks carried out by malware. Also, the approaches considered have some common shortcomings, 

which are to ignore the packaged malware and the inability to protect the device from the threats of 

zero-day and malicious programs that can modify themselves. 

2.1. Blockchain in cybersecurity 

One of the promising technologies used in cybersecurity is Blockchain technology. Blockchain 

provides the ability to effectively counter cyber attacks, in particular, provides reliable protection of 

data from compromise, theft or destruction [14]. 

Blockchain is a technology of information exchange and storage that works and develops without 

centralized control. This technology uses peer-to-peer networks (P2P), which allows you to create 

replicated and distributed registers.  

These registers are protected by cryptography by linking blocks to each other. The hacking 

reliability of Blockchain technology is ensured through the formation of data blocks, using a number 

of complex calculations and encryption of information (Figure 1). 

 

  
Figure 1: Blockchain structure 

 

Each block is "connected" to the previous one in sequence and is recorded unchanged throughout 

the network. Cryptographic trust and security technology applies a digital fingerprint or unique 

identifier to each transaction. Thus, trust, accountability, transparency and security are built into each 

blockchain. As a result, different partners can access and share the data contained in the blocks. This 

concept is known as third party trust by consensus (Figure 2). 



 
 

Figure 2: Method of reaching consensus 
 

Cryptographic hash functions are used to effectively protect Blockchain blocks [15]. A hash 

function 𝐻  is a function that takes data of any size and converts it to data of fixed size.  

The following characteristics are important for determining the stability of a cryptographic hash: 

(1) resistance to collisions - it is difficult to find two sets of data 𝑑1 and 𝑑2 such that as a result of 

hashing their original data coincided 𝐻(𝑑1) =  𝐻(𝑑2); (2) resistance to finding the first prototype - 

for this source it is difficult to find the input data and that the condition is met 𝐻(𝑑1) = 𝑑2; (3) 

resistance to finding the second prototype - for a given input 𝑑1 and output  𝑑2 =  𝐻(𝑑1)  it is 

difficult to find a second input 𝑑3, such that 𝐻(𝑑3) = 𝑑2. 

The most popular cryptographic hash function used in the blockchain is SHA-2, in particular its 

variant SHA-256 [16]. The SHA-256 algorithm is a unidirectional function for creating 256-bit fixed-

length digital prints. This algorithm is limited to an input length of up to 2⁶⁴ bits. 

The complexity of compromising data blocks is due to the decentralization of the system, in which 

copies of block sequences are owned by all network members. All participants keep an encrypted 

record of each transaction using a robust decentralized and scalable recording mechanism that cannot 

be compromised. 

An important advantage of the blockchain is the absence of the need for additional overhead or 

intermediaries. The use of a single decentralized reliable source reduces the cost of secure business 

transactions between partners. However, partners do not necessarily have to trust each other. 

Another feature of blockchain technology is that to compromise the sequence of blocks requires 

more than 51% of the computing power involved in the formation of new blocks. Thus, this unique 

technology benefits any number of partners who need real-time shared secure access to transactions. 

Blockchain technology does not have a single storage location, so there is no central point of 

vulnerability. This approach improves the security and availability of data for each network 

participant. 



 
Figure 3: Blockchain data structure with block format 

 

2.2. Proof of work and Proof of stake concepts 

An integral part of Blockchain is the concept of Proof of work [17]. Proof of work is a blockchain 

consensus algorithm that is used to confirm transactions and create new blocks. With Proof of work, 

participants compete with each other to complete online transactions for a reward. Participants send 

each other digital tokens, after which the participants' transactions are collected in blocks and 

recorded in a distributed register (blockchain). The work of network members is based on the 

calculation of complex mathematical functions and the ability to easily prove that the solution is 

obtained. The Proof of work mechanism provides the possibility of cryptographic confirmation, in 

which one network member provides evidence of the task to the verifying party. For its part, the 

verifying party can easily verify the result of the work, and reward the executing party. This 

technology also has a different smart contract [18]. 

With the increase in network capacity, there was a problem in increasing the speed of transactions 

in it. As the speed of validation decreased as the number of transactions in the blockchain network 

increased, there was a need to develop new validation methods. Thus, there are prerequisites for the 

development of the concept of Proof of stake. The concept of the Proof of stake algorithm is to reduce 

the amount of computational work required to verify blocks and transactions. Proof of stake has 

changed the way blocks are checked. It is the use of own assets in the system. Participants in the 

system provide their own assets as collateral, and thus become validators of the system. After 

receiving the validator status, the network members check the blocks for authenticity. When the unit 

is tested with a sufficient number of validators, it enters the network, 

Figure 4 shows an example of a comparison of Proof of work and Proof of stake algorithms, in 

which the hash rate of network user capacity is used to validate blocks with the Proof of work 

algorithm. Depending on the capacity of the participant, he receives the appropriate percentage of the 

reward.  

The Proof of stake algorithm uses the information about the corresponding share of invested 

resources in the network to distribute the reward, thus using the Proof of stake algorithm reduces the 

need for increased network capacity. 



3. Proof of stake and Proof of work approach for malware detection 
technologies 

The paper presents an adaptive approach to the search for malicious software in networks, which is 

based on the methods of Proof of work and Proof of stake. In addition, the developed approach uses a 

variety of machine learning methods to identify potentially dangerous code fragments and assign the 

code to a particular class of malware or good quality software. 

 

 
Figure 4: Comparison of POW and POS algorithms 

 

The main idea of the proposed approach is to increase the efficiency of malware detection by 

parallelizing the analysis of potentially dangerous code fragments on different network participants 

and preventing the use of analysis results from potentially compromised participants. 

Let us denote the set of network participants as 𝑃 =  {𝑝𝑖}𝑖=1
𝑋 , where 𝑋 is the total number of 

participants participating in the analysis of potentially dangerous code fragments  

Suppose that the proposed approach to the detection of malware uses a certain set of methods 𝑀 

based on machine learning.  

To increase the effectiveness of the approach, each network member 𝑝 operates to analyze 

potentially dangerous code by a subset of methods 𝑀𝑜 ∈ 𝑀, 𝑀𝑜 =  {𝑚𝑖}𝑖=1
𝑁 , where 𝑁 is the total 

number of methods in the subset 𝑀𝑜.  

The subset 𝑀𝑜 is generated randomly, while the uniqueness of the generated 𝑀𝑜 is provided by 

calculating the checksum 𝑒, where 𝑒 ∉  𝐸  , and where 𝐸 - the set of checksums calculated for other 

participants.  

For each method from the set 𝑀, a method can be defined to represent potentially dangerous code 

in a form suitable for analysis by this machine learning method by extracting the corresponding 

features (n-grams, control flow graphs, feature vectors, operating code sequences, etc.).  

Representation of a potentially dangerous code snippet in a form suitable for analysis is provided 

by a set of participants 𝑆 = {𝑠𝑖}𝑖=1
𝑄

, where 𝑄 is the total number of participants involved in the 

process of removing features from a potentially dangerous code snippet.  



Based on the analysis of a potentially dangerous code fragment, a data block 𝑏 is generated, which 

contains the results of the analysis by each method from the set 𝑀𝑜. The data block 𝑏 can be 

represented as a tuple: 

𝑏 = 〈𝑐, 𝑀𝑜, 𝐿, 𝑒〉,      (1) 

where 𝑐 - potentially dangerous code, 𝐿 = {𝑙𝑖 ∪ 𝑙𝑖+1 ∪ … 𝑙𝑘}𝑙𝑘 - results of analysis of potentially 

dangerous code fragment for previous participants, where 𝑙𝑘- results of analysis of potentially 

dangerous code fragment by current participant. 
The checksum 𝑒  can be represented as follows: 

𝑒 = 〈ℎ, 𝑁, 𝑓〉,      (2) 

where ℎ - the result of calculating the hash sum, 𝜑: (𝑐, 𝑀𝑜) ⟶ ℎ, 𝜑 - the function of calculating the 

hash sum; 𝑓 - additional fields containing the current version of the implementation of the proposed 

approach. 

Figure 5 shows the structure of the data block 𝑏. 

 

 
Figure 5: Data block 𝑏 

 

Figure 6 shows a simplified diagram of the algorithm for forming blocks. 

When performing the analysis of a potentially dangerous fragment of code for its belonging to a 

certain class of malware, the participant receives the coefficient 𝑘  of efficiency of the computing 

resource. This ratio depends on the speed of the analysis, which is related to the power of the 

participant's resources . 

The set of validators  𝐽 =  {𝑗𝑖}𝑖=1
𝐷 , where 𝐷 is the total number of validators used, guarantees the 

reliability of the obtained results of the analysis of a potentially dangerous fragment of code.  

To this end, each validator 𝑗 analyzes the list of results 𝐿 obtained from the participant 𝑝.  

To implement the resulting conclusion, the method of soft voting (soft voting) is used [19], where 

the weights of the participants are their coefficient 𝑘 of the computing resource efficiency.  

When a set of blocks to a set of validators 𝐽 is found, as a result of validation we obtain a 

conclusion regarding the belonging of a potentially dangerous code to one of the classes of malware 

or to the class of good quality software.  

In the key of using blockchain technology, validation provides an opportunity to prevent the use 

of analysis results from a potentially compromised participant. 

 

 



 
Figure 6: Algorithm for forming blocks 𝑏 

 

Figure 7 shows a generalized diagram of the validation process. 
 

 
Figure 7: Validation of the result 

4. Experiments 

A network of 70 computer systems was used to conduct the experiments.  

Computer systems were divided into groups according to their functional purpose (a set of 

participants 𝑆 which remove signs that may indicate that the software belongs to a certain class of 

malware; a set of participants 𝑃 which analyze potentially dangerous code to determine its affiliation 

to a certain class of malware or good quality software, a set of validators 𝐽 that validate the results of 

the analysis of the malware obtained from multiple participants).  

The following machine-based methods were chosen as methods for analyzing potentially 

dangerous code fragments [20-22]: K-Nearest Neighbor, Random Forest, Support Vector Machine, 

Semi-Supervised Fuzzy C-Means clustering, K-Means, Rotation Forest, Decision Trees [23, 24] 

The public data set [26] was used as a database of malware, from which 2781 samples of malware 

of different classes were used. Samples of good quality software were taken from the Microsoft store 

[27] in the amount of 2720 units. 

The results of the experiments are presented in Table 1. 

Experimental results showed that the highest accuracy of malware detection was achieved with 

the detection of Adware-class malware (99.33%), and the lowest accuracy (98.81%) when detecting a 

Rootkit class. 



Table1 
The results of the experiments, TP - True positive, TN - True negative, FN - False positive, FP - False 
negative 

Experiment number malware class    TP TN FN FP Overall accuracy,% 

1 Adware    371 366 2 3 99.33 
2 Trojan    398 395 2 4 99.25 
3 Worm    313 300 3 3 99.03 
4 Backdoor    357 355 5 2 99.03 

5 Dropper    307 301 3 3 99.02 
6 Downloader    346 331 2 5 98.98 
7 Polymorphic virus    326 320 6 1 98.93 
8 Rootkit    333 330 7 1 98.81 

5. Conclusions 

The paper presents the Proof of stake and the Proof of work approach for malware detection 

technologies. The method is based on the use of Blockchain technology to increase the efficiency of 

malware detection by parallelizing the analysis of potentially dangerous code fragments on different 

network participants and preventing the use of analysis results from potentially compromised 

participants by involving Proof of work.  

Parallelization is achieved through the distribution of participants by functional purpose 

(participants who remove signs that may indicate that the software belongs to a certain class of 

malware; participants who analyze potentially dangerous code to determine its belonging to a certain 

class of malware or good quality software, using methods based on machine learning; validators who 

validate the results of the malware analysis obtained from the participants).  

Validation of the results of the analysis of potentially dangerous code fragments by the 

participants is carried out with the involvement of the Proof of stake algorithm. The soft voting 

method is used to determine the final result of the analysis based on the results obtained from the 

participants. The results of experiments showed high efficiency of detection of malware of different 

classes using the proposed approach (98.81-99.33%). Further research will focus on finding the most 

effective ways to divide participants into groups by functional purpose and the most effective network 

topology. 
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