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Abstract

Performance evaluation of Machine Learning systems have been usually limited to performance measures on curated and
clean datasets that may not properly reflect how robustly these systems can operate in real-world situations. One key element
in this understanding of robustness is instance difficulty. The effect of instance difficulty on robustness could be understood
as how unexpected would be that a customary system fails on a particular instance of certain difficulty. In order to provide
further understanding on this issue, we estimate IRT-based instance difficulty for an illustrative set of supervised tasks
and we implement and test perturbation methods that simulate noise and variability depending on the type of input data.
With this, we evaluate the robustness of different families of machine learning models, which we select and characterise
according to their behaviour. The preliminary results of this work in progress allow us to define a novel taxonomy based on
the robustness of the different models and the difficulty of the instances addressed. This study is a significant step towards

exposing vulnerabilities of particular families of machine learning models.
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1. Introduction

The success of Al and specially Machine Learning
(ML) technologies caused these type of systems to
spread across many applications from different domains,
e.g., medical, financial, social or autonomous transport,
among others [1, 2, 3]. These applications form part of
our daily life and shapes our lifestyle. They recommend
us music to listen or people to establish career/social re-
lationships with. They diagnose our health and monitor
our finance. Given this scenario, there is an obvious need
of more robust ML systems.

Robustness is defined by the IEEE standard glossary
of software engineering terminology [4] as: The degree
to which a system or component can function correctly in
the presence of invalid inputs or stressful environmental
conditions. In the context of ML, robustness measures
the resilience of a system towards perturbations in any
of its components (the data, the learning program, or
the framework) [5]. Earlier works [6] assessed model
robustness by perturbing instances in the training set,
test set, or both. A general way to perturb instances is
adding noise, a method that has been extensively applied
in the adversarial ML field for the generation of adver-
sarial examples ([7]). This is why most of the research in
ML robustness focused on measuring the robustness of
systems with adversarial samples [7, 8].

EBeM’22: Workshop on AI Evaluation Beyond Metrics, July 25, 2022,
Vienna, Austria

@) rafabbo@dsic.upv.es (R. Fabra-Boluda); cferri@dsic.upv.es

(C. Ferri); fmartinez@dsic.upv.es (F. Martinez-Plumed);
mramirez@dsic.upv.es (M.]. Ramirez-Quintana)

© 2022 Copyright for this paper by its authors. Use permitted under Creative Commons License
Attribution 4.0 International (CC BY 4.0).

CEUR Workshop Proceedings (CEUR-WS.org)

On the other hand, there are a wide range of factors
that can affect the robustness of a model [9] and the dif-
ficulty of the instances (intrinsic or extrinsic) [10] is one
of the most relevant [11]. Robustness must be based on
knowing where and why the model fails, avoiding highly
unexpected failure, and difficulty is one key element in
this understanding. Therefore, the question we want to
analyse is whether the performance of a particular model
varies equally distributed across difficulties. We may also
analyse model robustness by perturbing data and locat-
ing those examples that are more likely to change their
predicted label under certain amount of noise, i.e., those
instances for which the model is less robust, and hence,
more prone to cause a vulnerability. We can expect that
the more difficult an instances is, the more likely it is to
change their predicted label under minor perturbations.

Estimating the difficulty of instances is another prob-
lem we need to address. We may just calculate the av-
erage error of a set of systems for each instance as a
proxy for difficulty [12]. However, the use of a popula-
tion of systems entails some risks as well. For instance,
if the population contains a non-conformant system (fail-
ing on the easy instances and succeeding in some of the
hard ones), it may lead to very unstable difficulty met-
rics. A solution to this problem was introduced several
decades ago, and it is known as item response theory
(IRT) [13], where difficulty is inferred from a matrix of
items (instances) and respondents (systems), giving more
relevance to conformant systems. In addition, IRT gives
a scaled metric of difficulty that follows a normal distri-
bution and can be compared directly against the ability
of a system.

In this work in progress paper, we present, as a proof of
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concept, an evaluation setting to analyse the robustness
of different ML models empirically, considering the dif-
ficulty of the instances. We also perform a hierarchical
clustering to derive taxonomies of ML models according
to their robustness. The setting is general as we em-
ployed datasets from different domains, a wide set of rep-
resentative ML techniques, and an instance perturbation
function that introduce random noise with no specific
goal. Therefore, it can be adapted to more specific prob-
lems by changing the datasets, models and perturbation
function to the domain of interest. In this general evalu-
ation framework, we measure the robustness of a model
as the agreement modulo instance difficulty between the
output of the model for the original and the perturbed
test sets.

The paper is structured as follows. In Section 2 we
review part of the literature related to the assessment
of robustness in presence of noise, the estimation of in-
stances difficulty and a taxonomy of machine learning
techniques derived from a notion of behavioral similarity.
Section 3 describes the method we developed to assess
model robustness. We apply that method and describe
the experiments in Section 4. Finally, 5 concludes the

paper.

2. Background

In this section we revisit some key concepts related to
model robustness, instance IRT-based difficulty and the
definition of behavioural taxonomies of machine learning
techniques.

2.1. Robustness in a noisy framework

Robustness is one of the properties of ML systems that
characterise their behavior [5], being particularly suitable
for checking whether the system behaves as expected to
changes in the data. A common way to simulate those
changes is injecting noise into the data, given that real
world data often contain some degree of noise [14].

In the literature, there is a large number of approaches
for adding artificial noise to datasets [15, 16, 17]. Usu-
ally, noise is introduced by perturbing the values of the
attribute(s) (attribute noise) or perturbing the class la-
bel (label noise). A general technique for the injection
of attribute noise consists in perturbing the instance at-
tribute(s) value following a well-known distribution (e.g.,
a Gaussian distribution) for numerical attributes, or ran-
domly choosing a different value for categorical attributes
[14, 18, 19]. This is the method usually used in adver-
sarial ML, where adversarial examples are created by
slightly modifying attribute values of examples correctly
classified by the model to craft new instances (ideally
indistinguishable from the original ones) for which the

output of the model changes. Attribute noise has been
also used in different approaches to improve the robust-
ness of models to adversarial examples. For instance, [20]
shows that the injection of noise in the training dataset
results in models more robust to attacks since they are
able to detect the perturbed instances beforehand. Simi-
larly, adding adversarial instances to the training set can
improve the robustness of neural nets [8], and make a
Speech Emotion Recognition system more robust [21].
On the other hand, artificial label noise is useful to simu-
late wrongly annotated instances or other sources of data
corruption. Label noise has been used, for instance, to
evaluate robustness in computer vision applications [22].
Additionally, label noise in the training set can be em-
ployed to enhance the robustness of models, for instance,
by reducing errors derived from overfitting [23].

There has been proposed different ways of assessing
the robustness of a model in noise environments. The
most general method consists in measuring the correct-
ness loss of models with noise in the data, with respect to
the case without noise, regardless of where the noise is
located (training set or test set). For noise in the training
set, the metrics used to quantify the loss are the standard
classification metrics such as accuracy and F-measure
[14] and the Equalised Loss of Accuracy (a metric for
measuring a classifier’s noise robustness [24]). For the
sub-field of adversarial robustness (where noise is used
in the test set to generate the adversarial examples) there
has been used specific metrics such as adversarial accu-
racy [8]. There are other general techniques for evalu-
ating robustness, including mixed integer programming
[25], abstract interpretation [26], and symbolic execution
[27, 28, 29].

In this work, we are interested in studying how the ro-
bustness of a model is affected by the distortion produced
by injecting different levels of noise into test instances
considering the difficulty of the perturbed instances. As
far as we know, instance difficulty has not yet been taking
into account to evaluate the robustness of models.

2.2. Instance difficulty

Difficult instances may cause problems during Al sys-
tem development, especially for models that are trained.
These instances (e.g., usually associated with noise, out-
liers or decision boundaries) have been blamed for over-
fitting, lack of convergence or both. Handling these sort
of anomalies has been addressed in a number of different
ways trying to prevent overfitting. However, these ap-
proaches usually try to identify anomalies or mislabeled
instances but without defining what characterise them.
For instance, in [30] instances that are hard to classify are
identified through instance hardness metrics. These met-
rics try to characterise the level of difficulty of each input
sample following a (populational) empirical definition



based on the classification behaviour over the instances
to be evaluated. If we move out of the field of machine
learning (e.g., on computer vision or NLP-related tasks),
we find an area still to be explored, where the different
works are limited to analysing global image properties
(e.g., salience, memorability, photo quality, tone, colour,
texture, etc.) [31, 32, 33], or, in the case of NLP, they are
based on lexical readability and richness [34, 35].

All the approaches above are specific to a domain
and in many cases also anthropocentric. A completely
different approach is Item Response Theory, a well-
developed subdiscipline in psychometrics [36], only re-
cently brought to Al and machine learning [37, 12, 38, 39,
40]. In IRT, the probability of a correct response for an
item is a function of the respondent’s ability and some
item’s parameters. The respondent solves the problem
and the item is the problem instance itself. We focus
on the dichotomous models where the response can be
either correct or incorrect.

Let Uj; be a binary response of a respondent j to item i,
with U;; = 1 for a correct response and Uj; = 0 otherwise.
For the basic one-parameter logistic (1PL) IRT model, the
probability of a correct response given the examinee’s
ability is modelled as a logistic function:

1
1+ exp(—al-(Hj - bl))

PU; = 116) = 1
The parameter 6 is the ability or proficiency of jand b;
is the difficulty of i. If ability 0 equals item difficulty b;,
then there are even odds of a correct answer (cutting the
curve as exactly 0.5, as the light blue dashed shows in
Fig. 1. For each item, the above model provides an Item
Characteristic Curve (ICC) (see Fig. 1, left), characterised
by difficulty (b;), which is the location parameter of the
logistic function.
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Figure 1: Left: Example of a 2PL IRT ICC curve, with slope
a = 2 in red and location parameter b = 3 in blue. Right:

Example of SCC curves with different abilities.

As all IRT models assume one single parameter for
the respondent, their dual plots (known originally as
person characteristic curves, here renamed as system
characteristic curves (SCC), also follow a logistic func-
tion (see Fig. 1, right). Respondents who tend to correctly
answer the most difficult items will be assigned to high

values of ability. Difficult items in turn are those cor-
rectly answered only by the most proficient respondents.
From this understanding and some common assumptions
(ability and difficulty following some particular normal
distributions), the latent variables can be inferred from a
table of item-respondent pairs Uj;. Some two-step itera-
tive variants of maximum-likelihood estimation (MLE),
such as Birnbaum’s method [41], can be used to infer all
the IRT parameters.

IRT difficulty is characterised by being system-
independent an domain-generic unlike the other metrics
described above [11]. It also has some advantages over
using average performance as a metric of difficulty, in
terms of distribution, stability and predictability, as has
been studied in the literature of IRT.
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Figure 2: Dendrogram representing the hierarchical cluster-

ing (18 groups) of ML models. From [42].

2.3. Behaviour-based Machine Learning
families

One classical way of characterising the rich range of
machine learning techniques is by defining ‘families’, ac-
cording to their formulation and learning strategy (e.g.,
neural networks, Bayesian methods, etc.) [43, 44, 45].
However, this taxonomy of learning techniques does not
take into account the intrinsic behaviour of the models
(measured as output agreement), especially considering
predictions in sparse zones where insufficient training
data was available. If we want to characterise the robust-



ness of ML models, we need to analyse a diverse set of
models, as many as possible, under different parameters
as well. In this regard, [42] derived a taxonomy of ML
techniques for classification, where families are clustered
according to their degree of (dis)agreement in behaviour,
i.e., the differences between models on how they dis-
tribute the output class labels along the feature space.
We considered both dense and sparse zones (where train-
ing data is scarce or inexistent), using Cohen’s kappa
statistic [46]. While in dense areas differences between
models may be difficult to find, in sparse areas the algo-
rithms diverge significantly, and unveil the characteristic
behaviour of the trained models using those techniques.

The methodology was based on comparing the be-
haviour of 65 different learning models (including hyper-
parameter variations), performing a pairwise comparison
(based on Kappa) and averaging the results obtained for
75 datasets. For grouping in families, authors applied a
hierarchical clustering so that the models that presented
similar behaviour fell in the same cluster, which is consid-
ered a model family (see the 18 different families obtained
in Figure 2). This method is useful to objectively quantify
how different two models (or model families) are.

3. Empirical Methodology

In this section we describe the experimental methodol-
ogy performed to obtain a taxonomy of classification
algorithms according to their robustness. We start in-
troducing the set of representative datasets and learn-
ing models we have employed. Then, we describe how
we estimate instance difficulty, the approach followed
to introduce noise in the data and, finally, how we de-
fine the taxonomy of ML families. All the data, code,
complete experiments, plots and results can be found in
https://github.com/rfabra/family-robustness.

3.1. Data and Classifiers

In order to estimate IRT-difficulty, we need to find bench-
marks that had instance-wise results of a good number
of models. It is recommended to have at least 10-20 re-
sponses per item [47]. More importantly, we need the
instance-wise results, i.e., a |J| x |I| matrix with the per-
formance of each system j € Jfor each instancei € L
Finding experiments not reported in an aggregated way
was not an easy task. As an exception to the instance-
wise result problem, we find platforms such as OpenML
[48], a repository in which AI researchers and practi-
tioners can share data sets and results in as much detail
as possible. The platform also provides several curated
datasets such as OpenML-CC18, from which we address a
set of 3 benchmarks for supervised learning (see Table 1).
The selection is guided by the illustrative character (with

the preliminary objective of testing the effectiveness of
our setting), but is also limited by those benchmarks
where there is a sufficiently large number |I| of examples
(articles) and | ]| of models (respondents).

Dataset #Instances  # Features  # Classes
letter 20000 16 26
optdigits 5620 64 10
wall-robot-navigation 5456 4 4

Table 1
List of datasets for the experiments.

Regarding ML models, we employed a set of 18 ML
models from different ML families (see Table 2), derived
n [42]. These 18 model families were obtained from a
pool of 65 models learned and evaluated on a wide range
of datasets for categorisation into different families, as
described in the section 2.3. For each family we selected
a single model, its centroid (i.e., representing the center
of each family cluster), assuming it to be representative
of its family. Thus, we can assume that the 18 selected
models are diverse enough to provide a wide view of how
different model families behave in terms of robustness.

3.2. Estimation of Difficulty

As mentioned in Section 3.1, in order to estimate the
difficulty of the instances, we first check that for each
benchmark selected from OpenML there is at least 10-20
reponses (model evaluations) per item/feature (e.g., we
would need between 640 and 1280 responses for optdigits)
and that they are sufficiently diverse (different architec-
tures or technologies). Next, we obtain their responses
for unseen instances (e.g., we will be using the test folds,
so it is actually test performance, even if we cover the
whole dataset). This will be our |J| x |I| matrix U with all
binary responses Uj;.

We follow the recommendations from [12] for the ap-
plication of IRT. In practice, for generating the IRT mod-
els, we used the MIRT R package [49], using Birnbaum’s
method, as explained above. The package MIRT (as many
other IRT libraries) output indicators about the goodness
of fit which can be used to quantify the discrepancy be-
tween the values observed in the data (items) and the
values expected under the statistical IRT model. Item-fit
statistics may be used to test the hypothesis of whether
the fitted model could truly be the data-generating model
or, conversely, we expect the item parameter estimates
to be biased. In practice, an IRT model may be rejected
on the basis of bad item-fit statistics, as we would not be
reasonably confident about the validity of the inferences
drawn from it [50]. In the present case, none of the es-
timated models were discarded because of bad item-fit
statistics or inconsistency in their results.
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Technique Parameters id
C5.0 Cs.0
Cond. Inf. Tree mincriterion = 0.05 CI_T
Flex. Disc. Analysis degree = 1, nprune = 17 FDA
Stoch. Grad. Boosting Machine interaction.depth = 2, n.trees =50  GBM
JRip JRip
K-Nearest Neighbor K=3 3NN
Learning Vector Quant. size =50,K=3 LvQ
MultiLayer Perceptron 1 hidden layer, 7 neurons MLP
Multinomial Log. Regression MLR
Naive Bayes NB
PART PART
Radial Basis Function Network RBF
Regularised Discriminant Analysis RDA
Random Forest mtry = 64 RF
RPART RPART
Part. Least Squares ncomp =3 PLS
SVM Poly, degree = 2 SVM
RFRules mtry = 64 RFRules
Table 2

List of the 18 models employed for the experiments, along
with the parameters used.

3.2.1. System Characteristic Curves

One of the most powerful visualisation tools that de-
rives from difficulty is what we call system characteristic
curves (SCC) (Fig. 1, right). Inspired by the concept of
person characteristic curve previously developed in IRT,
a SCC s a plot for the response probability (e.g., accuracy,
kappa, etc.) of a particular classifier as a function of the
instance difficulty. For producing the SCC, we divide the
instances in bins according to difficulty. For each bin, we
plot on the x-axis the average difficulty of the instances
in the bin and on the y-axis we plot the performance
metric selected.

3.3. Introduction of Noise

We need a method to generate noise, representative and
general enough, so that the experimental results can be
adapted to other noise settings, e.g., to include adversarial
attacks. Hence, we will work directly with noise levels,
assuming that they are mapped from contexts. Noise is
generated randomly by using some well-known proba-
bility distributions, following a similar procedure as in
[16]. Instances are perturbed by changing their attribute
values into a range of possible values. The process to
select among the possible values depends on whether the
attribute is nominal or numerical:

+ Numerical attributes: Let vbe the level of noise
to be injected into a numerical attribute at, and o
the standard deviation of all values of at. Then,
a value x in at is modified as x” ~ N(x,0 - v), i.e.,
we follow a normal distribution using x as mean
and o multiplied by the noise level v as standard
deviation.

- Nominal attributes: Let {at;,....at,,} be the set
of the m possible values of a nominal attribute

at, and p the vector that represents the empiri-
cal distribution of at, that is, p = ( Datys s patm),
where, p; is the frequency of value i. Consider
we have an instance of value x = at; in at, we
represent as the vector t = (fg, ..., 14 ) With
ty, = 0 Vi € {L.m}i # j, and ta;, = 1. To in-
sert a noise level v, we calculate « = 1 — e(f"),
and then compute a new vector of probabilities
p' =a-p+(1—a)-t Finally, we use p’ in order
to sample the new value x’ of the attribute.

For the experiments, we will generate noisy datasets
(test set) using a noise level v = 0.2. We vary the pro-
portion of perturbed instances § in each bin, from § = 0
(keeping unperturbed the original test set) to § = 1 (per-
turbing the whole test set). This is performed under a
5-fold cross validation setting. For each model, we will
compare its predictions on the original test set with the
predictions of each of the noisy test sets, by means of the
Kappa metric, as we describe below.

3.4. Model robustness to noise and
difficulty

We compare the behaviour of ML models from different
families by classifying the same test set from a particu-
lar benchmark, to which we introduce different levels of
noise. The more the behaviour of a model changes under
noise, the less robust it is. This difference in behaviour
can be measured with Cohen’s Kappa metric [46]. More
concretely, given T the domain of all data sets we can
create from all possible inputs, a test set T € T, a pertur-
bation function ¢ : T — T to introduce noise into a data
set, the perturbed test set T” = ¢(T), the predictions of a
model M for the original test yy; = M(T), the predictions
of a model M for the perturbed test yj, = M(T”) and two
models M; and M, learned on the same data, the model
M; is considered more robust than model M, if

Ky Yin,) > Ky Yig,)

Thus, we employ the Kappa as a measure of similarity
between the predictions of a model on the original and the
perturbed test sets. It is important to notice that we are
not accounting for the real class label, since adding noise
to the input attributes of an instance implies that the
actual class is probably not the same as it was originally.
Instead, we compare the model predicted labels for the
original test set (without noise) with the ones predicted
for the noisy test sets. Our goal is not to determine the
well-performance of a model to solve a task, but to assess
how the behaviour of the model changes under different
levels of noise applied to instances of different levels of
difficulty. As we want to analyse whether the model
robustness may vary depending on the difficulty of the



instances addressed, we estimated the difficulty of each
instance in the dataset following the procedure described
above. Later, we grouped instances into difficulty bins to
analyse the robustness (to produce SCCs), as explained
above.

Analysing the data from the SCCs for different mod-
els we also derive a ML robustness model taxonomy at-
tending at the different shapes of the SCCs and models’
behaviour. In this regard, for each dataset, we built a ma-
trix where each row represents a model and each column
represent a combination of difficulty bins and proportion
of noisy instances per bin. Each element represents the
similarity (i.e., the kappa metric) between the predictions
of the model for the original test set and the predictions
for each noisy test and bin. By averaging these across all
the datasets, we may perform a hierarchical clustering
with the aim of obtaining different grouping of models
by robustness, showing the similarity between different
ML families, in a data-driven fashion.

3.5. Experimental questions

Once the experimental methodology is clear, we now
want to investigate the relationship between the robust-
ness of the models and the difficulty of the instances, the
latter having been altered with different levels of noise.
For this, we set 3 experimental questions. Q1: How do
difficulties distribute per benchmark for the IRT-difficulty
metric estimated? Q2. Can we see differences in robust-
ness for different models based on the difficulty of the
instances? Q3. Can we group models by robustness?

4. Experiments

4.1. Setup

We employed R language with caret package [51] to
carry out our experiments, i.e., training and evaluation
of the models. All the models were learnt from scratch,
so we did not used any pre-trained model. We used the
MIRT R package [49] for estimating IRT 1PL models. To
feed the IRT method, we obtained the predictions from a
wide variety of models by using OpenML API [52]. In total,
we employed the predictions of (up to) 2000 evaluations
per dataset.

4.2. Results

IRT difficulties are built to approximately follow a nor-
mal distribution with standard deviation 1 but different
locations depending on the dataset. When it comes to
the item difficulty parameters, what you find acceptable
depends very much on the purpose of your test and the
population of interest. For instance, values around 1 are

typical in educational measurement. In health measure-
ment, however, these values are usually much higher and
around 4. In our case, when addressing ML benchmarks,
difficulty values around -3 and 3 are the norm (see [12]).
For this reason, we decided to remove those instances
whose difficulty is out of the range [—6, 6], which are
considered outliers. This happened in all benchmarks
for very easy instances for which all techniques are cor-
rect, never affecting more than 0.1% of the instances.
Figure 3 shows the IRT-difficulty distribution per bench-
mark, with a standard deviation around 1 (as expected).
In terms of location (Q1), the letter benchmark contains
more difficult instances (mean difficulty of —1.50 + 0.92)
than the others (—1.92 + 0.67 for optdigits and —2.36 +0.9
for wall-robot navigation). Although the distribution is
generally normally distributed, the wall-robot-navigation
dataset presents a higher number of difficult instances,
skewing the distribution to the right. This may be due to
the diversity of the population of systems used for the
difficulty estimation (similar cases can be observed in

[11]).

wall-robot-navigation

optdigits -

dataset

letter -
-4 0 4

Difficul
Figure 3: IRT-difficulty distribution Ipltte:Lr”éataset. Benchmarks
sorted by average difficulty.

Regarding Q2, for each technique in Table 2, we com-
pare its predictions on the original test set (for each
dataset in Table 1) with the predictions of each of the
noisy test sets, by means of the Kappa metric. The SCCs
produced (using Kappa values on the y-axis) are shown in
Figure 4. Obviously, Kappa takes values equal to 1 when
the test set is not perturbed (6 = 0), since we are com-
paring the output labels of the different trained model
with themselves. As we increase the amount of perturbed
instances (the same proportion for each bin of difficulty),
we can appreciate differences in the behaviour for the
techniques analysed.

As expected, the most difficult instances are those that
are more sensitive to noise, and this can be seen in terms
of the level of performance of the different techniques for
the most difficult instance bins. This behaviour may indi-
cate that these instances are located close to the decision
boundary or regions with class overlap, so the behaviour
for most techniques is more unpredictable in those re-
gions that in easier ones. In general, we may find some
patterns of behaviour for different sets of techniques.
First, we identify cases where robustness decreases non-
linearly with increasing levels of difficulty. This is the
most common case, but with differences in robustness
variations for different models and datasets (see, e.g., CI_T,
FDA, 3NN, MLP , MLR or SVM). Second, we also see cases
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Figure 4: Kappa vs Difficulty for different models and benchmarks, varying the proportion of instances for each difficulty bin.

where robustness is mostly affected by the noise level
and less by the difficulty of the instances (see, e.g.,NB,
RBF or RDA). Finally, there are cases in which robustness
is barely altered by either difficulty or noise level (see,
e.g., PLS, PART or LVQ).

On the other hand, if we analyse the results at the
dataset level, we see that the behaviour of some tech-
niques changes significantly. For instance, techniques
such as C5.0, CI_T and JRip for the dataset optdigits exhibit
an interesting behaviour. These techniques seem more
prone to change theirs predictions in easy instances than
medium (even hard) instances. Analysing the results in
more detail, we have seen that this is due to the class dis-
tributions in those more easy bins: these bins are usually
composed of many instances of a single class (usually the
majority class), but these instances may be misclassified
as we increase the amount of noise, thus reflecting a drop
in the Kappa value.

This is the case, for instance, with the JRip model learnt
on the optdigits dataset. The first bin is composed of 479
instances of the class “6”, without introducing any noise
(6 = 0). After perturbing all the instances (6 = 1), only
256 instances in this bin are predicted of class “6”, which
explains the observed descend in Kappa. If we focus on

the last bin (the most difficult) for this same model and
dataset, we can see that it presents similar behaviour
compared with the first bin. However, this phenomenon
happens for a different reason. In this case, the model
predicts 160 instances of class “1” for § = 0, whereas
for § = 1, the number of instances predicted of this
class increased up to 244, i.e., this bin tends to absorb the
predictions of class ”1” the more noise is introduced. Both
cases may constitute a robustness flaw for a particular
model.

Finally, for Q3, we derive a taxonomy to group similar
techniques in terms of robustness behaviour consider-
ing difficulty. To measure the dissimilarity between sets
of observations, we employed the Kappa metric com-
puted for each model, aggregated accross all datasets,
difficulty bins, and proportions of perturbed instances 6.
We performed an agglomerative hierarchichal clustering,
employing the euclidean distance and the complete link-
age method as a linkage criteria. The result of applying
the hierarchical clutering is shown in Figure 5. We found
three main clusters. The first cluster show that CI_T, JRip
and C5.0 have very similar behaviour, joining with NB.
The second cluster is composed of the models GBM, RF,
MLR , MLP y FDA, joining with RPART and RFRules at



a higher height. The last cluster shows two subgroups.
The first one consists of PART, SIMPLS and LVQ. The sec-
ond subgroup contains RDA, RBF, 3NN and SVM. These
results show that models from different ML families may
present similar robustness (e.g., the models JRip and CI_T),
despite they come from very different techniques.

RFRules
RPART
FDA
MLP
MLR
RF
GBM

1.0 0.5 0.0
Figure 5: Robustness-based taxonomy for different ML fami-
lies.

Overall, we have shown that estimating difficulty for
analysing robustness may be very useful and insightful.
We would need to inspect the test SCCs as an exercise
before selecting and deploying models in real-world situ-
ations. SCCs can thus be used to select the (set of) best
classifier(s) according to the their robustness for different
difficulty ranges. Since we may not know the difficulty
values of these unseen examples in a test/validation set,
we may estimate them in different (an straightforward)
ways such as by averaging the difficulty values of the
most similar examples in the original set [12] or training
a difficulty estimator [11]. We could even do this with
small sets or even for single instances, always running
the difficulty estimator to determine which model to use
for it. If we can predict the difficulty of instances, we
could set a threshold to use the system only for the easy
instances for which it is robust.

5. Conclusions and Future Work

In this work we propose an evaluation setting to analyse
the robustness of different ML models, from different ML
families, when addressing noisy instances attending to
their difficulty. Furthermore, we established a ML model
taxonomy based on the robustness. Our results shown
that there are models affected by noise, instance difficulty,
or both. Some models are more prone to change their pre-
diction when adding noise to the most difficult instances,
while other models also performs similarly with easy
instances. This might be caused by the concentration of

certain instances of a predicted class in easy bins, which
are misclassified after introducing noise. On the other
hand, harder bins may absorb certain classes after intro-
ducing noise. Given this variety in model’ behaviour,
we derived a model robustness taxonomy by perform-
ing a hierarchical clustering to group items that behave
similarly. Our results shown that there are three major
clusters. Within each cluster, we can see very different
models, from different families, behave very similarly in
terms of robustness.

As future work, we will continue to work in this evalu-
ation setting by adding more benchmarks (from different
domains) and perturbation functions in our experiments,
in order to confirm the results obtained. All this will also
add more diversity and generality to our method, thus
providing a better insights into the robustness of ML fam-
ilies. Future work may also include the application of our
framework in specific use cases. We may focus, for in-
stance, on tasks such as object detection for autonomous
vehicles for which we want to evaluate the robustness of
a (set of) sytem(s). To do so, we would need a particular
benchmark(s) for the detection task, a difficulty estimator
for them [11], and a perturbation function to generate
invalid inputs, including noise in the captured images or
different adversarial attacks [53]. By running our setup,
we can potentially analyse which systems(s) are more
robust based on the difficulty of the task (e.g, generating
also a taxonomy based on similarities), and select the
best ones according to the their robustness for different
difficulty ranges. As future work, we are interested in
exploring other alternative setups of our methodology to
gain new insights of the model’s behaviour. For instance,
we could introduce noise by perturbing only the most
relevant attribute/s, instead of all of them, so that we can
assess the robustness of the model in relation to those
attributes. We could also apply other noise injection
methods.
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