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Abstract

Today data confidentiality and privacy are ensured by various encryption algorithms (public
key and secret key algorithms). There are no any universal encryption algorithms and different
encryption algorithms are implemented to solve different security tasks. Many states have
national standards of encryption but Kazakhstan hasn’t it today. This paper presents an
approach to the development of the Qalgan block symmetric encryption algorithm, taking into
account complex cryptographic and operational requirements, as well as the cryptographic
properties of the linear and nonlinear blocks of the algorithm that affect its cryptographic
strength.
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1. Introduction

The Qalgan symmetric block encryption algorithm was developed by the team of the Information
Security Research Laboratory of the Institute of Automation and Information Technologies of the
KazSRTU named after K.I. Satpayev under the leadership of Ph.D. Nurgul Seilova.

2. Algorithm Development Approaches

Claude Shannon defined the basic principles of the reliability of ciphers, the principles of mixing
(Confusion) and dispersion (Diffusion), and proposed to build strong cryptographic systems relatively
using simple transformations.

Simple transformations make it possible to carry out cryptographic analysis of security with a high
level of trust, as well as to guarantee the absence of “backdoors” of various kinds.

The development of the Qalgan block symmetric encryption algorithm was carried out taking into
account all the principles of modern cryptography:

1. Using well-studied constructs and transformations.

2. Taking into account trends in the development of cryptography and cryptographic analysis of
symmetric block encryption algorithms in order to ensure a “sufficient safety margin.”

3. Taking into account the trends in the development of computer technology to avoid the possibility
of brute-force attacks and “rainbow tables.”

4. Taking into account the peculiarities of the implementation of the Qalgan block symmetric
encryption algorithm in the software and hardware-software means of cryptographic information
protection.
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3. Qalgan Block Symmetric Encryption Algorithm
3.1. Conventions

I is the set of all binary strings of length s, where s is a natural number; numbering of substrings
and string components is carried out from left to right, starting from zero;

Blen is inlet and outlet block length;

KLen is original encryption key length;

N is number of rounds of encryption algorithm;

K is source encryption key;

@ is modulo 2 addition;

[ is modulo 2128 addition;

H is modulo 2128;

+ is modulo 256 addition;

- is modulo 256 subtraction.

3.2. General Information about the Algorithm

Algorithm architecture: LSX.
Block length: Blen = 128 bit.
Key length: KLen = 256..1024 bit with 128 bit step.

Number of rounds: N = 17 + l“%_;s{’J * 2 (from 17 to 29 rounds).
3.3. Parameter Value
3.3.1. Nonlinear Bijective Transformation

Nonlinear bijective transformation S: V,,5 = V;,g is specified by substitution Shox: Vg — Vg (in the
following order $(0),..,5(255)):

/1 2|3 |4 |5|6|7|8|9|a|b|c|d|e]|f
eb |89 |db|cb|f3|f5|fb |90 |e6|3d|e5|2e|e3|0b|56]|el
6c |12 |80 |28 |ed|22| 9 |4a|ee |27 |9 |58 |35|57|ef|94
29 |cO |16 |7c|5e |87 |0Pa|7e|e8|11|0e|af|9a |84 | 3a|la
69 |71 |8c|bc|d2|55(33|dl1|85|75|b5|83|e9|50|54]ac
8a|d6 |7f|1f |14 |4e |21 (82 (30|24 |dd|9f|1b| 32|20 | a8
6a |b@ | 9762|119 |d8|c8|0Oc|52| 2 |5c|43| 3 |95|13|381
ab |77 | a6 | f2 |59 |67 |41 |ec|76|98| b4 |73|86|9c|f7|cf
dc |ba|ad4|fd|c4 |99 |df |ce|ea|1lc|36|bd|34|d7 |49 |64
Sa|6f|74| 1 a0 |39|91| @ |15 |3f |38 |b8|8f |26 |5Ff| 8
7 |a3|@ed|da|fo|e7|do|d9 |93 |f6| 6 |47 |0f | al|4b | c5
2a |ff |46 |60 |d5|1d | 2f | a9 (92|17 |72 |8e|7a|aa| 18| 6e
37| 8 |1e|63 |31 |c2|bf|c6|9 |65|d4|3b|96|9d|de |45
ca|2d|a5|fe|4d | b9 |66 | c3 |b3|cc|ad|61l|be|7b| 68|88
25| 2b |53 |5b |44 |40 | a7 |a2|5d|c9 |51 |ae|ed|c7|f9]|78
70 |cd |42 |4f |4c | 3c|e0|3e|7d|b7|d3|b2|f1|8d|79|8b
6b|e2|10|23| 4 |6d|cl|fc| 5 |b6|f4 |48 |bb|bl | 2c| fa
Figure 1: Qalgan S-box
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Byte 00 is replaced with eb, 01 with 89, ff with fa (values are in hexadecimal). Substitution is applied
to all bytes of the processed block

3.3.2. Linear Transformation

Linear function L: V;,g = V;,5 cOnverts an 16 byte input block B into an output block R of the same
size as follows (bytes are numbered from high to low):
RO =Bo+Bl‘i‘Bz‘i‘B3

R, =B, +R,
Rg = Bg + R,
Ry, = B12_‘i' Ro_
Rs =B, + Bs + Bg + By
R, =B; +Rs
Ry = By + Rs
Riz3 =Bi3+Rs
Rio = Bg + B9+ By + B11
R, =B, ‘i'Rlo
R = Bg ‘i‘R10

R4 = By + Ry .
Ri5s =By + 313_+ Bis + Bys
R3 = B3 + Ry5
R; =B, + Rys
Riy = B11 + Rys

3.3.3. Key Addition

Round keys are superimposed by modulo 21?8adding with the processed data block (operation Kéa,
where i — round number).
The keys of the first and last rounds are superimposed modulo 2 (operation Kg'*"* in the first round

and Kg" in the last).

3.3.4. Round Transformation

Each round of the XSL algorithm except for the last one, includes sequentially key addition,
nonlinear transformation and linear transformation, thus X;SL(Text) = L (S (KE"E (Text))).
The last round contains only a modulo 2 key overlay operation.

3.3.5. Key Expansion

The bytes of the key (starting with the least significant one) are fed in turn to the byte shift registers
LO and L1, starting from LO. Register LO is 17 bytes long, L1 is 15 bytes long. Thus, a 256-bit key
consisting of bytes {Kj,.. K34} fills the registers as follows:

L0 = {KO' Kz, K4, K61 Kg, K10; K12J K14,, K16l K181 KZ(); KZZJ K24,, K26' K28' K30' K31}
L1 = {Ky, K3, Ks, K7, K9, K11, K13, K15, K17, K19, K21, K33, K35, K27, K29}
The feedback of the shift registers is set as follows:
LO = {L0;..L044,S(LOy) + LO; + S(LO3) + LO; + S(LO1,) + L0416}
L1 ={L1;..L145,S(L1y) + L15+ S(L1g) + L1, + S(L144)}

The registers move uniformly, after the 17th step each value LO,s + L1, is filled into the byte of the

next round key starting from the least significant.
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For keys consisting of more than 256 bits, subsequent bytes in order from least significant to most
significant are loaded into shift registers after the 17th step of operation by adding registers modulo 256
to the feedback function starting from register L1. Thus, at each even step of the registers, starting from
the 18th, the value of the next byte of the key is superimposed on the feedback value of the L1 register,

and at odd steps starting from the 19th - on the feedback value of the LO register.

Figure 2: Key expansion node.

3.4. Encryption Algorithm
3.4.1. Encryption

The encryption function consists of three parts and has the form:
E;(Text) =L (S (Ké“m(Text)))
E,(Text) = Xy_1SL(... X,SL(X,SL(E;(Text))))

E(Text) = KL (Ey(Text))
The encryption algorithm schematically represented as follows:

Adding key K; Addition modulo 2

Substitution

Main transformation
Linear operation (rounds R=2,..,N-1)
Addition modulo 2128

Adding key Ky

Substitution

Linear operation

Adding key Ky Addition modulo 2

Figure 3: General view of the transformation
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3.4.2. Decryption

For decryption, functions opposite to those described above are used.
Non-linear function InvS is defined by substitution InvSbox: Vg — Vg of the following kind (in the
following order InvS(0),.., InvS(255)):

(] 1 2 3 4 5 6 7 8 | 9 a b C d e f
87 83|59 |5c|f4|f8|9a |99 |bl|16|26|0d|57|92|2a]|9c
f2 29|11 |5e |44 (88|22 | a9 |ae |54 |2f |4c |79 |a5|b2|43
4e |46 | 15| f3 |49 |do|8d (19|13 |20 | a0 |dl|fe|cl| @b | ab
48 |b4 |4d |36 |7c|1c|7a| b0 |8a |85 |2e|bb|e5| 9 |e7 |89
d5 |66 |e2|5b|d4 |bf|a2 |9 |fb|7e |17 |9 |ed | c4 |45 | e3
3d |da |58 |d2|3e|35|0e|1d|1b |64 |80 |d3|5a|d8 |24 | 8e
a3 |cb |53 |b3|7f|b9|c6|65|ce|30|50|f0|10 | f5|af |81
€0 |31 |aa|6b|82|39|68|61|df|ee|ac|cd|23|e8|27]|42
12 |5f |47 |3b|2d |38 |6c |25 |cf| 1 |40 |ef |32 |ed|ab| 8c
7 |8 |a8|98|1f|5d|bc|52|69|75|2c|1a|6d|bd|b8|4b
84 19d|d7 (91|72 |c2|62|d6|4f |a7|ad |60 |3f|ca|db|2b
51 |fd|eb|c8|6a|3a|f9|e9|8b|c5|71|fc|33|7b|cc|bb
21 | f6 | b5 |c7 |74 |9f | b7 |dd |56 | d9 | c@ c9|el |77 |6f
96 |37 |34 |ea|ba|ad4 |41 |7d| 55|97 |93 70 | 4a | be | 76
e6 |of |f1|Oc|dc|©@a| 8 |95 |28 |3c |78 67 | 14 | 18 | 1le
94 |ec | 63| 4 |fa| 5 |99 |6e | 8f|de | ff f7 73| c3|al
Figure 4: Qalgan inverted S-box
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Inverse linear operation InvL: V,,5 — Vi, converts 16 byte input block B to output block R of the
same size as follows (bytes are numbered in ascending order):

Ry =By = Bs
R, = B, = By
R3 = B3 =~ By5
Ry =B, =By
R¢ = Bg = By
R; = B; =~ Bys
Rg = Bg =~ By
Rg = By ~ Bs
Ry1 = Byy = Bys
Ry; = B1; = By
Ry4 = B4~ By
Ry =By =Ry =Ry, =Rj3
Rs = Bs =Ry~ Rg =~ Ry
Rig = B1o =~ Rg =~ Rg ~ Ry
Ris = Bis ~ Rz = Ry3 = Ry4

The round keys Ko are superimposed by modulo 2*?8subtraction. The keys of the first and last
rounds are superimposed by modulo 2 operation.
One round of the SLX decryption algorithm includes sequentially linear, non-linear transformations
and key addition, thus SLX;(Cipher) = KIiEi (InvL(InvS(Cipher)).
The decrypting operation of the Cipher ciphertext on round keys Key is represented as follows:
D;(Cipher) = Ke};m(Cipher)
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D,(Cipher) = SLX,(...SLXy_5(SLXy_1(D1(Cipher))))
D(Cipher) = Kgtert (InvL (InvS(DZ(Cipher))))

4. Properties of the Nonlinear Node of Algorithm

The correct choice of the characteristics of vector Boolean functions is the main factor in ensuring
security, since they are the only non-linear node of the symmetric block encryption algorithm.

In this paper, the main cryptographic properties of the nonlinear node of the Qalgan symmetric block
encryption algorithm, implemented as a vector Boolean function of 8 variables are investigated.

Due to the existence of serious claims to the secret internal structure of the nonlinear node of the
block symmetric encryption algorithm Kuznechik and the hash function Stribog [15], the nonlinear
node of the block symmetric encryption algorithm Qalgan was designed according to the principle of
maximum transparency.

For this, a similar to that used in the AES block symmetric encryption algorithm, the generation of
a replacement table according to proposed by K. Nyberg in 1991 [16] method was chosen. The constants
used in the generation have been changed in order to achieve closer to the optimal values [17] of such
cryptographically important parameters like lowering the maximum of the differential profile in
addition and XOR (counteraction to differential analysis), lowering the maximum of the linear
approximations table (counteraction to linear analysis), high algebraic degree, maximum to the class of
affine transformations distance (high nonlinearity), absence of linear structures.

As part of the research of the main cryptographic properties, the following properties shown in
Table 1 were established.

Table 1
Research results of the main cryptographic properties of substitution nodes affecting cryptographic
strength

Ne Vector Boolean function property Qalgan symmetric block encryption
algorithm

1 Algebraic degree of coordinate functions 7

2 Balance of coordinate functions wt(Ty,) = 2871 = 128, f;-
coordinate boolean function, i = 1..8

3 Perfect poise wt(Ty,) = 2871 = 128, f;-
coordinate boolean function, i = 1..8

4 Avalanche criterion 28-11+16

5 Correlation immunity 0

6 Nonlinearity, distance to a class of affine functions 112

7 Algebraic immunity 4> AI(f) > 1

8 Linear structures Absent

9 Differential XOR characteristic 4

10 Differential addition characteristic 8

11 Absolute maximum of the table of linear 32

approximations

5. Properties of a Linear Node of the Algorithm

The linear transformation of the Qalgan symmetric block cipher algorithm is built on a SQUARE-
like architecture and is a series of modulo 256 addition operations that propagate the influence of the
bytes on each line of the intermediate state to the corresponding column. If we represent the state of the
processed block in the form of a 4x4 byte matrix, then during the conversion to a byte located on the
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main diagonal (let's call it a diagonal byte), the remaining three bytes of this row are modulo
256summed, then the resulting sum is superimposed by adding modulo 256 to the rest three bytes
located on the same column as the diagonal byte. Row and column additions occur independently of
each other's results, i.e. changes in the state of the processing block are made immediately after all

operations (figure 5).
+ =2 1Ry, By
< :

Blr;;:> +§4§1 2Bq3
ByalBsaii4 2y 3

B3y Bs,c;&?fgl-

Bool o 8

/}

el

I i
4 [+ 4 Bs

Figure 6: Linear operation of the Qalqgan algorithm, stage 2 (spreading).

To conclude about the effectiveness of the transformation, a comparison of the main characteristics
with similar transformations of the symmetric block encryption algorithms AES [22] and Kuznechik
[23] was made. Both algorithms are widely used and well enough studied to be considered as
cryptographically strong, and are similar in main parameters to the Qalgan algorithm.

Table 2
Comparison of the main parameters of the Qalgan, AES and Kuznechik algorithms
Parameter Qalgan AES Kuznechik
Key length 256..1024 128/192/256 256
Block length 128 128 128
Architecture SP-network, SQUARE LSX, SQUARE SP-network, LSX
Number of rounds 10/12/14 17..29 10
Substitution node 8 bits 8 bits 8 bits

input

The difference between the Qalgan block symmetric encryption algorithm from most of the known
algorithms is key overlay with bit transfer, i.e. instead of the XOR operation, modulo 2?8 addition is
used in the middle rounds of the algorithm. This operation has a positive effect on the complication of
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the relationship between the bits of encrypted data and increases the resistance to a number of modern
attacks.

In this work, for the sake of purity of comparison, this feature of the algorithm will not be taken into
account, since in the compared algorithms the key is overlaid by means of the XOR operation.

According to the principles of K. Shannon [14], the main purpose of the linear node is to mix the
bits of the processed data block, which entails the spread of the entropy of the key bits over the entire
data block, as well as the mutual influence of the bits of the processed block itself. The efficiency of
this influence is traditionally estimated by calculating the "avalanche effect" [13].

Ideally, when one bit of the key or data changes, half (on average) of the remaining bits of the block
being processed after the linear operation should change. It is possible to construct such a block in
practice (for example, using a linear shift register), but this is rarely used due to the high computational
complexity of such transformation. In general, bit operations in modern processors and microcontrollers
are relatively difficult to implement [20] in comparison with byte operations; therefore, it is advisable
to consider byte-oriented transformations, which, nevertheless, are capable of ensuring the mutual
influence of bits.

To provide the required avalanche effect, each byte must have an effect on the remaining bytes,
while it is desirable to be different for bytes in different positions. The operations used in this case
should also be significantly efficient in terms of memory and computational complexity, as well as
being possible to implement on the maximum number of modern hardware platforms.

Measurement of the avalanche effect of linear transformations of the Qalgan, AES and Kuznechik
algorithms for one, two and three rounds of the algorithm simulating the operation of an SP-network
showed the following results:

Table 3
Avalanche effect of linear transformation of algorithms Qalgan, AES and Kuznechik
Number of rounds Qalgan AES Kuznechik
1 8.609375 5.750000 62.554688
2 65.765625 66.500000 63.742188
3 64.156250 63.953125 63.882812

To simulate the operation of several rounds of the symmetric block encryption algorithm an overlay
of fixed bytes obtained using the standard pseudo-random number generator of the stdlib.h library
between linear operations and byte substitution used in the Qalgan algorithm were added.

The measurement of the execution time of linear operations for the algorithms Qalgan, AES and
Kuznechik has been carried out. For this, linear transformations of these algorithms are implemented
and their speed is compared. Since each individual transformation is performed quickly, the
measurement was made for large (on the order of hundreds of thousands) series of transformations
separately with enabled and disabled optimization. Results are presented in the following tables:

Table 4
Execution speed of linear transformation of algorithms Qalgan, AES and Kuznechik (time for 20 million
operations, ys)

Optimization Qalgan AES Kuznechik
None 44750.1 100933.7 622452.7
Full 11863.5 34765.4 163702.3

The linear transformation of the Kuznechik algorithm for time optimization requires preliminary
initialization of 9 tables of 256 bytes each.
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6. Conclusions

Thus, it has been proven that the speed of linear transformation is significantly higher than world
analogues. Moreover, as in the AES algorithm, there is a possibility of parallel implementation of the
conversion into four threads, as well as implementation in single (one) clock cycle on FPGA [21].

It should be noted the simplicity of the implementation of the linear transformation of the Qalgan
algorithm, since it contains only modulo 256 addition operations. Thus, when operating with 8-bit
variables, the programmer uses only the addition operation.
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