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Abstract

The development of technology and digitalization mean that every year the economic security
of enterprises becomes more and more dependent on information security. As the number of
hacking attacks increases it can result in loss or withdrawal of confidential or enterprise-
sensitive information. This requires significant financial resources for building a system of
information security management, implementation of risk management to identify existing and
potential threats to information security, as well as to conduct an information security audit to
identify weak spots in the existing information security system. Information security threats
are divided into external and internal threats. The first are caused by the actions of
counterparties, hackers and other actors who cooperate or are interested in gaining access to
the company's information, and the last are caused by the actions and behaviour of the
employees of the company and lead to information security breach in about 80% of cases.
Information security management system must perform such functions as prevention of the
occurrence of threats, their detection, disable and recovery of information. The employees of
the organization must be aware of the procedures for ensuring information security to perform
all these functions at all stages. Information security management system is based on the
following principles: responsibility and accountability, awareness of the existing corporate
culture, compliance with the current legal acts and constant audit.
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1. Introduction

Changes in the external and internal environment of enterprise functioning lead to the need for
constant review of the components of economic security and their replenishment, since new challenges
arise, which pose threats to enterprises.

At the present stage of economic development success of the functioning of enterprises is becoming
increasingly determined by such a non-material asset as information. Its protection is more complicated
issue compared with the protection of the existing material assets of the company, which determines its
value and importance for the legal entity. Therefore, it is necessary to create risk management system
of such a component of economic security as information security.

Development of digitalization in the world and in Ukraine, among others, leads to the fact that
information security is gaining more and more importance in ensuring the economic security of the
enterprise. This is due to the fact that enterprises are switching to electronic document management, are
using cloud technologies, various software, computers are constantly connected to the Internet. The
efficiency of the activities of the enterprises increasingly begins to depend on the security of their
information systems. Information, which concerns the activities of the enterprise, requires protection
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against unauthorized access, modification, disclosure and ensuring timely withdrawal. Security of
information must be ensured at the stage of its receiving, storage and transfer. Nowadays, the
information component of economic security is a vital element and an integral part of the management
process of the enterprise and its economic security.

The growing number of cyber-attacks, which are becoming successful due to the presence of weak
spots in the system of information security and occurring on the background of rapid technology
development, confirms the topicality and relevance of the research topic. Each year it becomes more
and more difficult to protect the data, and also the requirements to ensure the confidentiality of
information preserving its accessibility and integrity are increasing.

The paper is organized as follows: first, the importance of information security in the context of
increasing number of cyber-attacks is reviewed, which is confirmed by statistical data. Further are
defined the essence of information security, current threats, systems and models of protection of
information, which determines the necessity of building a system of information security management.
This requires defining the stages of building an information security management system, the processes
of its provision and management, the functions and principles that are at the basis of the system.

2. Cyber Security Market Trends

Under current conditions of the worldwide spread of the Covid-19 coronavirus infection, ensuring
information security of enterprises in the context of a growing number of transactions via the Internet
and the use of cloud-based resources for data storage becomes even more important. The global market
of information security products is growing steadily, and it is predicted that by 2022 it will reach 170.4
billion dollars (Fig. 1).
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Figure 1: The volume of the market of cyber security, 2016—-2028 [1]

Among the total number of cyber security violations approximately 95% of them are caused by
human error [1]. Top managers of leading companies will be forced to redesign business processes at
their enterprises in order to increase information security and awareness of existing threats and cyber
attacks, and the company's activity should be focused on solving more complex threats.

The researchers at the Clark School at the University of Maryland are among the pioneers in
providing a quantitative assessment of the number of hacker attacks over the Internet. On average, every
39 seconds a hacker attack occurs. Most attacks are aimed at stealing user names and passwords, which
are used by individuals and legal entities [2]. Among all attacks targeting enterprises, 43% of cyber
attacks were against small businesses. Meanwhile, companies spend an average of $7.68 million to
mitigate security risks associated with cyber attacks [3].
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For state-owned companies the cost is much higher, because they face a greater number of threats,
the average data breach at a state-owned enterprise is estimated at $116 million. Moreover, the most
common methods used to acquire personal and corporate data are: harmful programs (34%), fraud
(25%), unauthorized access (20%) and incorrect configuration (12%). Moreover, 43% of the companies
that were attacked were unable to identify these attacks [4].

In line with the trends of the last few years, not only the number of data leakage is growing, but also
their scale.

3. Information Security of the Enterprise

Information security plays a key role in ensuring the long-term and successful functioning of the
business as it contributes to its protection from the external and internal threats, which are related to the
disclosure of information, allows the enterprise to preserve its reputation and its value for potential
investors, owners and counterparties. On the one hand, information security can be ensured by the
introduction of the enterprise technical service, which will be responsible for information technology
and information protection. On the other hand, the effective management of information security is
impossible without the support of the senior management, who will understand the importance of this
issue and will contribute to the development of the enterprise appropriate policies and procedures for
ensuring information security, as well as understand the importance of funding information protection
at the required level. Furthermore, it must be clearly defined which division has the information to be
protected, who is exactly responsible for its preservation, so there should be organized cooperation
between the specific divisions.

At the enterprises there is a direct connection between the level of information security, corporate
governance and compliance with the corporate culture and code of ethics, a part of which is the use of
the information available to employees on various aspects of the activities of the company.
Responsibility for the preservation of information should be a part of corporate management and
corporate culture, which should be determined by the senior management and communicated to each
individual employee. This will facilitate protection and prevent the leakage of confidential information
and, thus, allow to protect the interests of the enterprise. The management should motivate employees
to comply with the corporate culture, including the usage of the information, imposing the responsibility
for violation of the established rules, creating such a team morale, which does not allow for unethical
behavior. This will allow to prevent unauthorized information leakage and minimize the existing
weaknesses in terms of information security, as the employees will clearly understand the importance
of information security and will be aware of all the relevant policies and procedures that need to be
followed to ensure this security.

3.1. The Sources of Threats to Information Security

The sources of threats to Information Security are divided into internal and external. External include
competitors, counterparties, criminal groups, hackers and other individuals who are interested in the
information that is in the possession of the enterprise. Internal threats can be caused by a human factor
(intentional or negligent disclosure of information by the management of the enterprise, employees,
including IT-specialists, its leakage or unauthorized access to sources) or by technical means used at
the enterprise (software, electronic mail, other means of communication).

The ratio between internal and external threats is approximately 80 to 20. Unauthorized possession
of information occurs in the result of:

e Itsdisclosure as a result of an excessive communication of employees, which makes it possible

to obtain confidential information at a very low cost or free of charge (30%) without any effort by

the intruder.

e  Unauthorized access through bribery of employees by competitors and other interested

parties—24%.

e  Lack of proper control over information security at the enterprise—14%.

e  Exchange of operational experience between the competing structures—12%.
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e Uncontrolled use of information systems—10%.

o Disclosure of information as a result of conflict situations between the management and

employees—8% [5].

Therefore, it is necessary to take great efforts to create an effective system of information security
at the enterprise, for which it is necessary to identify the existing internal and external threats, perform
their constant monitoring and take measures to prevent the leakage of information or unauthorized
access to it.

3.2. System of Information Protection

Another component of information security is building a comprehensive system of information
protection, the functioning of which will allow to protect it from any accidental or purposeful intrusion,
which can lead to its damage, loss or editing and, as a result, to the emergence of additional costs for
its renewal or incurrence of losses caused by the leakage of the confidential information.

The main methods of information protection in electronic form include:

e  Means of identification and personalization of users, when the administrator limits the access

rights according to the employee's responsibilities, as well as the ability to review his actions in the

system.

e  Encryption means of information stored on computers and transmitted through the networks,

which complicates the process of interception of the information transmitted by the electronic mail,

through the system of electronic payments or by means of electronic communications.

e  Antivirus protection means.

e  Systems for detecting network vulnerabilities and network attack analyzers.

o  Network firewall and virtual private networks [6].

3.3. Models of Protection of Information Systems

The results of the conducted analysis allowed to systematize information about existing models of
protection of information systems at enterprises:

1. Universal models, which are based on using the process of investigation, i.e. methods, based

on the search for answers to corresponding questions that are set in the process of economic activities

and monitoring measures.

2. Models oriented to the use of measures to eliminate information security vulnerability

(Diamond, MITRE ATT & CK, PICERL).

3. Models aimed at building an information security system (Defense in Dept, Cyber Kill Chain,

Pyramid of Pain, PICERL, CVVSS3).

The worldwide spread of the coronavirus Covid-19 infection has led to all business entities using
electronic commerce tools and cloud-based information exchange. In view of this, more and more
attention is paid to the analysis and improvement of existing models of information systems protection,
as well as the implementation of effective tools for their management. Increasingly popular are
approaches of the integration of several different methods of information systems protection, in order
to eliminate their vulnerability and build an effective system of information security at the enterprise.

Thus, the diamond model, combined with the intrusion process phasing, for example, according to
the Kill Chain model, provides an excellent framework for describing the attack process. The process
of linking is based on the following principle: what was a threat or an opportunity in one attack can
become the basis for introducing additional actions in the next one. These events can belong to one
phase or be carried out sequentially or in parallel (Fig. 2). Besides, it is suggested to describe the entities
and their connection by vectors (the elements can be in the form of numerical data or a fixed verbal
indicator). This process is possible due to clustering of incidents to find answers to any question in the
course of business activities of the enterprise.
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Figure 2: An example of the diamond model combined with the phasing of the invasion process by the
Kill Chain model [7]

4. The Information Security Management System

Since the importance of information security is growing day by day, the development of a system of
its management becomes a strategic task of the enterprise. This requires increased attention and support
from the management and motivation of all stakeholders who can influence it — both the technical
control service, and all parties who have access to the information related to the enterprise. Information
security management is aimed to identify and manage the risks associated with the possibility of
information leakage, control over the collection, storage and dissemination of information, the division
of information into confidential, restricted and open, the identification of users and the responsibility
for its disclosure.

According to 1SO 27001: 2013, the information security management system is an integral part of
an enterprise management system based on a risk-oriented approach and is designed for the creation,
implementation, operation, monitoring, analysis, maintenance and improvement of information security
of the enterprise. It includes processes of information security management, staff responsible for
ensuring the functioning and management of information security, range of documented policies and
procedures, mechanisms for ensuring information security. When building an information security
management system, it is necessary to identify how processes and subsystems of information security
are interconnected, who is responsible for them, what financial and human resources are necessary for
its effective functioning [8].

Enterprises have to implement the information risk management system in their activities, namely
to identify risks, perform their assessment to develop and implement measures to minimize or eliminate
them. Studies show that risk management system is used by large enterprises, and more than three
quarters of medium and small enterprises determine risks on the basis of intuition [9], which often leads
to their underestimation due to the lack of knowledge of management in the field of information security
and current cyber threats. This creates a significant risk not only for sustainable development, but also
threatens their existence on the market.

4.1. Development of the Information Security System

Building an information security management system includes the following stages:

1. Defining the requirements for the construction of the system:

e  Definition or specification of the scope of the ISMS.

e Analysis of business processes of the organization and their impact on the ISMS based on
previously collected data.
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e Inventory of the company's assets that are included in the scope of the ISMS, identifying their
owners, the value for the company and their cost.

e  Carrying out an initial assessment of the ISMS for compliance with existing standards (e.g. ISO
27001:2013) [8] and accepted management mechanisms.

o  Development of information security policy taking into account the peculiarities of the
enterprise, namely its location, resources and available technology.

2. Assessment of the risks of information security:

e Identification of risks and their assessment (provisions of ISO 27005:2011 can be used for this
purpose) [10].

e  Selection of risk control objectives and mechanisms, taking into account the possibility of their
use at the enterprise.

e  Development of a risk management plan that defines the actions of the company's management,
resources, responsibility and existing priorities.

The results of this stage are reflected in the Declaration on the Application of Control Mechanisms.
3. Development of an information security management system:

¢ Documentation of information security management processes, namely policies, procedures,
records.

ISMS design, which includes the development of a technical specification.

Implementation of an information security management system:

Training and professional development of personnel in the field of information security.
Putting the ISMS into operation.

Automation of information security management processes.

To create an effective system of information security, it is necessary to identify the range of
information that must be protected and the existing factors that could threaten its confidentiality, namely
the potential and real possibilities of its unlawful possession. When developing a system of information
security of the enterprise it is necessary to distinguish between open information and information with
restricted access, which, in its turn, is divided into confidential, private and information for internal use
only.

The introduction of an internal control system at enterprises within the framework of corporate
management has led to the fact that the responsibilities of top managers began to include the
maintenance of information security. Thus, the managers have to develop the rules and perform control
to provide accountability, responsibility, integrity and transparency. Since the peculiarities of corporate
governance are related to the specific nature of the enterprise, the vision of the future, the mission and
goals, the system of information security management for each enterprise is unique, and only due to its
existence sustainable development can be achieved in the future.

...P.

4.2. Information Security Management and Provision

According to the ISO 27001:2013 [8] information security management processes include:
Inventory and classification of information.

Management of incidents related to breaches of information security.

Internal audit of information security.

Monitoring of information security management system performance.

Records and document management.

Analysis of the information security management system by management.

External audit of information security.

Improvement of the information security management system.

The implementation of these processes enables the management of information security risks.
Information security is provided by using the following processes:

¢  Management of vulnerabilities.

e  Management of access to such an asset as information.

e  Providing information security when working with staff.

e  Continuous management of IT operations.
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e  Protection against malicious software.

e  Network security management.

e  Control of compliance with information security requirements.

Control over the information security is carried out by means of measuring, monitoring and
reporting.

The information security management system comprises three levels — strategic, tactical and
operational. Strategic management involves creation of information security policy, identification and
assessment of potential risks and threats to information security. Tactical management includes the
building and implementation of an information security system that complies with the developed policy.
The operational level is to maintain and monitor the performance of the information security system.

4.3. Functions of the Information Security System

The information security system of the enterprise must be built taking into account four functions:

e  Prevention —the networks must be protected from unauthorized intrusions. Usually this is done

through the use of firewalls.

o  Detection is the process of detecting attacks that are carried out through the Internet. The easiest

way is to install anti-virus software.

e Disable — the system must be designed to defeat the attack if it is detected.

o  Renewal — the system of permanent archiving of information or creating backups from which

it can be renewed in case of complete or partial damage as a result of an attack.

The concept of information security is a protective mechanism, and therefore the system must be
built before its breach occurred. System users need to know exactly how to react to various threats in
order to detect them as quickly as possible and remove them with minimal negative consequences. To
do this, the organization must develop a culture of information security management. The ISS must
perform all four functions, but the more effective it is, the more rarely the last three have to be used. If
any of them is weak, the information security of the company will be endangered.

4.4. Principles of the Information Security System

The information security management system has to comply with the following principles:

1. Responsibility and accountability — it should be defined for what information each of the
employees is responsible for, their role in ensuring information security; interrelation of information
security with the enterprise objectives, which must be specified in the company's information security
policy along with the necessary procedures.

2. Awareness of the existing corporate culture at the enterprise, which will allow to build
relationships based on mutual trust and thus eliminate the existing risks in the information security
sphere. All employees of the enterprise have to be aware of the existing ethical rules and rules of
information circulation at the enterprise.

3. Compliance with the current legal acts, which allows to ensure information security at the level
of the enterprise without violating the national or intergovernmental requirements. The last one can
concern the disclosure of public information, as well as the disclosure of information relating to the
enterprise's counterparties or allows to protect its interests, if the counterparties disclose information
about it.

4. Constant audit of the current information security system and assessment of its compliance with
the organization's goals, which permits to reveal existing weaknesses in the procedures used to improve
its efficiency by eliminating existing problems and oversights. Therefore, the audit can be carried out
by the internal control service of the enterprise, as well as by external auditors.

The creation of an ISS requires significant financial costs, and therefore it is necessary to follow the
principle of cost-effectiveness, which means that the costs incurred must be lower than the possible
consequences of an unauthorized information leakage. Confidential information leakage leads to the
loss of competitive positions on the market, and also affects the ability of the company to generate
income and its value. This requires accurate identification of threats to information security of a
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particular company and the sources of the threats. Afterwards it is possible to proceed to the design and
creation of the information security system. Modernization of the system should be carried out only
after the changes in sources of risk are thoroughly studied.

4.5. Information Security Policy

According to the needs of the organization, an information security policy should be developed. It
should be written in a comprehensible language to the user. In the context of Covid-19, while
telecommuting and home-based work are increasingly common, this is a particularly urgent issue.
Moreover, the current pace of life means that employees can work at contractors' offices, in public
places and being out of work. Information security policy must be checked for feasibility in a particular
organization, its validity and reviewed when conditions change.

Information security policy must describe:

e  The employee’s awareness of restrictions on the use of information upon recruitment.
Procedure for providing access to information to employees.

Level of access and distribution of information flows among divisions.
Procedure for setting and changing passwords.

Restriction of remote access.

Restriction of corporate wireless network use.

e Use of the Intranet, etc.

It should not be forgotten that the introduction of any control system leads to a reduction in work
productivity, as employees have to:

e Spend time learning existing safety measures and constantly update this knowledge through

continuous improvement of the system.

e Have some restrictions on exchanging and transmitting information that slows down this

process.

e  Use passwords to prevent unauthorized access.

e  Contact the system administrator when problems arise, etc.

5. Information Security Audit

Information security of the company could be ensured through an audit by independent companies
or professionals who have the appropriate qualifications. They allow to identify whether the system of
information security of the enterprise meets the current requirements and current practices of their
construction: whether there are splinter elements of the system, which part of it is infected, whether
there is a damaged code, which is located all over the information systems, etc. This is extremely
important because hacker attacks are difficult to monitor and visually detect, and are mostly
unnoticeable to users. However, when this fact is revealed, it means that the system has been penetrated,
the equipment is infected and its use for someone else's interests has begun. In contrast to a corporate
employee, who is responsible not only for ensuring information security but also for the operation of
the information system, the independent auditor will be able to look at its operation and related threats
from the outside.

When choosing a contractor, care should be taken to ensure that he has no interest in implementing
his product, e.g. anti-virus software, other software or hardware, and its staff must have valid certificates
confirming their qualifications and that they correspond to the level of a particular enterprise
information system.

There are three main types of certificates in the field of enterprise information security [11]:

1. Certificates which cover various aspects of current information security technologies and are
not linked to any particular product:

a) certificates in audit, consulting and management:

o  Certified Information System Security Professional (CISSP) — the independent certification for
information security by the non-profit organisation System Security Certification Consortium, in
operation since 1991.
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e  System Security Certified Practitioner (SSCP) — a simplified version of the CISSP, suitable for
information security specialists, administrators, IT specialists.

o  Certified Information System Auditor (CISA) in Information Systems Audit and Control
Association (ISACA) — the training programme for external information systems auditors and
information security auditors has been in operation since 1976.

e  Certified Information Security Manager (CISM) — certification of information security
managers, which has been granted ANSI accreditation and is recognised at the state level in many
countries around the world, has been in operation since 2002.

b) certificates in the field of testing and offensive security:

o  Certified Ethical Hacker (CEH) — certification on the theoretical fundamentals of the ethical
hacker.

e  Offensive Security Certified Professional (OSCP) — certification for a specialist in detecting
security offense in the virtual network.

2. Certificates which are related to a specific information security product or solution offered by
some company (CCNA, CCNP, CCIE Security), Microsoft (MCSA, VCSE), Rad Hat (RHCSA, RHCE)
and other. The advantages are: the possibility of getting a job with a company that issues a certificate;
recognition by the professional community and a better chance of finding a job that requires the
appropriate qualification.

3. Mixed certification systems.

6. Conclusions

The research shows that in the modern world great attention must be paid to ensuring information
security. Information security is a complex of organizational, managerial, technical and preventive
measures that are aimed at protecting the information environment of the organization from internal
and external threats. The problem of information security of the corporate system is often handled on
two fronts: firstly, the formal criteria are considered, which must meet the requirements of protected
information technology, and secondly, the practical aspect — a specific set of measures to protect the
information system and ensure information security. An important role in this plays the top
management, because the managers determine the allocation of financial resources and the existence of
a system of information security management at the enterprise.

Practice shows that the vast majority of enterprises, especially small and medium enterprises, do not
properly established a system of information security. That leads to the loss or leakage of information,
which has negative consequences for the functioning of the enterprise in the future. Employees are the
main source of information threats and great care must be taken to raise their awareness of how to
handle the information they have access to, the rules for using the Internet, gateway-free networks, mail,
setting passwords, etc.

Building an effective information security system requires clear identification of the internal and
external factors that could lead to information leakage or loss. The system functioning must be oriented
on preventing intrusion, be able to detect and neutralize it immediately if it has occurred. In addition,
the system must provide a backup mechanism through which the information can be restored with
minimal losses.

The company must have a full-time employee or service specialising on information security to
ensure uninterrupted functioning of the information system. In addition, an information security audit
will reveal existing threats and test the system for resilience. Taking into account the constant
emergence of new threats, technological progress and an increase in hacker attacks, great attention must
be paid to the qualification of specialists who provide information security for the enterprise. Their
qualification is confirmed by previous work experience and appropriate certification, which
corresponds to the peculiarities of the information system of the enterprise. As the knowledge in this
area quickly becomes outdated, continuous professional development must be an additional
requirement.
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