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Abstract

The paper substantiates the feasibility of forming and implementing a comprehensive
information system for assessing the risks of business processes at the enterprise. The
information system for assessing the risks of business processes of the enterprise, which is
proposed here, is based on the convergence of the systemic approach, the concept of risk
management, the process approach to the management of the enterprise. Implementation
of this information system will ensure permanent identification of risks of business
processes, their assessment and create opportunities to resist risks when making
managerial decisions. It has been proven that the information system for assessing the risks
of business processes is the most important part of risk management, thanks to which it is
possible to timely and fully determine the values of the indicators that are tracked. In
addition, this system allows you to trace the trends in the development of business
processes in the short term, and, as a result, take timely managerial corrective actions
aimed at achieving the strategic goals.
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1. Introduction

Within the framework of economic science, the assessment of risks of business processes is most
often associated with the division and function of risk management, since the main contribution to these
studies was made by the founders of managerial science. Effective management of business processes
of the enterprise involves accuracy, reliability and efficiency of information; this allows you to form a
system of permanent identification, assessment and formation of opportunities to resist risks when
making managerial decisions; this is very important because a mistake in the decision taken can lead to
large losses and a decrease in the rating of the enterprise. That is why the formation of an information
management system for assessing the risks of an enterprise is one of the keys to improving the efficiency
of its business processes [1]. In this regard, we consider it advisable to justify the formation and
implementation of a comprehensive information system for assessing the risks of business processes at
enterprises, which will ensure the qualitative implementation of a process approach that is focused on
the system management of interconnected processes and resources [2—4].
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2. Analysis of Recent Research

Transformational changes in the modern economy are characterized by a tangible influence on
business development from the information systems of enterprises. The relevance of the research of this
issue is due to the fact that the formation of an information system for assessing the risks of business
processes of the enterprise, which is based on the convergence of a systemic approach, the concept of
risk management and process approach to enterprise management, determines the level of efficiency of
business structures.

Mayer, N., Aubert, J., Grandry, E., Feltus, C., Goettelmann, E., and Wieringa determined that the
efficiency of assessment of risks of business processes of the enterprise is aimed at their optimization.
[5].

Lei, Y. considered business process optimization as a set of actions taken and implemented by the
business process owner to maximize by minimizing risk costs [6,7].

Zhang Y. focuses on the fact that optimization of business processes should take into account the
criterion that characterizes the balance between the cost of managing risks and losses from their possible
implementation [9].

Therefore, objectively necessary is the implementation of the information system of risk assessment
at enterprises, which is adapted to the specifics of their business processes.

Alter, S. focused on the fact that the information system is a working system, the processes and
activities of which are devoted to the processing of information, that is, the accumulation, transfer,
storage, extraction, manipulation and display of information [6].

At the same time, according to researchers (Shenglan Ma, Hao Wang, Hong-Ning Dai), the main
goal of implementing a system of information risk assessment in business process management is to
identify and reduce risks to an acceptable level [10].

The purpose of the research is to substantiate the theoretical and methodological bases of the
formation of an information system for assessing the risks of business processes of the enterprise, based
on the convergence of a systemic approach, the concept of risk management, and the process approach
to management the enterprise's activities. Implementation of this goal will ensure permanent
identification of risks of business processes, their assessment and create opportunities to resist risks
when making managerial decisions.

3. Research Results

Analyzing the effectiveness of the risk management system of business processes in enterprises, it
should be noted that to ensure their sustainable development, especially in the conditions of modern
transformational challenges, it is necessary to constantly identify risks, assess actions to minimize them
and the ability to withstand these risks.

As a rule, the above procedures are required when the company has a number of minor negative
symptoms, diagnosing the causes of which is quite difficult. Such symptoms can occur due to the
gradual accumulation of changes or may result from cardinal management decisions (for example,
extending or reducing directions of activity).

The business process of the enterprise should be understood as a system-closed process that
permeates all the functional structures of the enterprise, has entrance and exit, and also includes an
interconnected sequence of stages of the enterprise, the purpose of which will be to make a profit.

Process management should be systematic, cover all components in space, in time and in interaction
with the external environment, otherwise the company will be in a state of dismanagement. System
management involves the consideration of the composition, relationships and features of the system
structure of any management object. In this case, this will eliminate the existing shortcomings and
establish the work of each site and unit at the enterprise. In modern conditions, a fairly large number of
enterprises are forced to resort to optimization, which is carried out under the conditions of risk
consideration, this process is quite costly and time consuming.

Assessing the risks of business processes, first of all, it is necessary to analyze each part of the
business process carried out by a particular executor, that is, the procedure. It is also necessary to check:
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to what results leads the correct execution; what data or materials the executor receives as a result; what
he does to them; how optimal its actions are; working time; duration of the procedure.

Assessment of the risks of business processes is carried out in order to find the optimal state, its
result should be the identification of deficiencies in the process or in the group of processes. If the
enterprise uses the optimal technological path, then, first of all, it is necessary to identify all the main
shortcomings of the business process regarding the approval of the parameters. These parameters are
then compared to the optimal criteria, and only after that, solutions are formed to eliminate the identified
shortcomings.

Further, the optimization process involves the development of proposals to correct the identified
shortcomings. It is necessary to rebuild the process model taking into account these proposals, review
the persons of performers and their actions, and most importantly - to improve the means of work.
Improvement the means of work are to improve the forms of fixation, storage and primary processing
of data used during a specific procedure. At the end of the optimization process, it is also necessary to
analyze all the problems that may arise during optimization in other areas of the process, including
possible resistance of employees. As a rule, it is not necessary to analyze those processes that already
exist in the company. Modern specialists can always offer new business processes to various companies.

However, there are difficult situations when it is almost impossible to determine which business
processes are necessary, for example, a completely new kind of business, enterprise with a large number
of complex interactions between departments, need to improve the efficiency of work. It is possible to
optimize the work only by a detailed analysis of the risks of existing business processes.

At the same time, you should highlight a number of criteria that you need to focus on when assessing
the risks of business processes:

1. Integral and organic assessment of the risks of upper-level business processes.

2. Prioritization in assessing the risks of business processes to achieve strategic goals. Business
processes that do not affect the main activity are elaborated by the latter or are not elaborated at all.

3. The degree of risk assessment detail should meet the needs. The main criterion in this case is
simple: further detail is not required if a clear separation of duties between employees is achieved and
the basic principles of execution of operations are established.

4. Determination of basic parameters of assessment of risks of business processes at the design stage.
Most often, after completing the design of the risk management system, there is a need for optimization,
in which the existence of the basic parameters of the business process becomes necessary.

5. The importance of assessing the risks of a particular business process. It allows you to understand
what processes should be designed in the first place, as well as to determine the processes, the design
of which can be postponed somewhat.

6. Distribution of zones of responsibility at the enterprise.

7. Willingness to the fact that on the part of the employees of the enterprise there will be resistance
and disagreement with everything that will begin to destroy the already formed system of relations in
various ways [10].

The result of successful modeling should be a suitable, process description of the business.
Evaluation, like modeling, can be carried out at different levels: from abstract understanding of gaps in
block circuits to detailed description of all low-level processes. Assessment should create value for the
business, so it is always worth determining its framework and depth, based on the task. When
determining the most promising business processes, it is necessary to rank them according to the degree
of priority. Most often, the criteria are:

. The importance of assessing the risk of a particular business process, which is determined by

the proportion of contribution of a particular process to achieve the key goals of the organization.

How the optimization of the invoice design process will affect the key indicators of efficiency in

increasing profits - whether it is necessary to improve this process, whether there are processes, the

optimization of which will give a greater effect.

. The difficulty of assessing the risk of the business process, that is, what is the gap between the
actual level of risk and the planned one. Depending on the criteria developed for evaluating the
result, the difficulty can be expressed in interest, monetary units, points, etc.

. The possibility of implementation of changes, which is estimated in the cost of resources to
perform work on improving the efficiency of assessing the risks of business processes.

Developed criteria for risk assessment and a list of business processes, conveniently formatted in the
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form of a matrix with an evaluation system (Table 1).

Each process is evaluated in points from 1 to 5, where: 1 is minimum and 5 is maximum score.
Points are awarded by expert method. There are several approaches to the implementation of this
procedure. The method of budget allocation allows experts to give assessments according to the
established criteria. Often used hierarchy analysis method, it involves a pairwise comparison of
processes by certain factors [11].

Table 1
Example of business process risk assessment matrix
. . Possibility of
Importance of risk Problem of risk . OsSIBll yq
Process implementation | Summary
assessment assessment
of changes
Business process 1 5 2 3 10
Business process 2 4 4 3 11
Business process n 4 3 5 12

The sum of the points will determine the sequence of their optimization, based on the expected
effect. Using such a matrix will greatly simplify the risk assessment procedure and make it possible to
determine the presence of problems in business processes.

It is advisable to consider the business process risk assessment efficiency model, taking into account
the importance of each process and the percentage of optimization. Suppose that there are n business
processes in the enterprise, for each of which it is possible to determine its significance by means of.
The importance of each process is determined on a scale: the higher the coefficient, the greater the
importance of the business process.

The evaluation step for the weight coefficients can be chosen as small as possible, which allows you
to change any estimates using scaling. If n — is the number of business processes, a — is the number of
business processes for optimization, then (h — a) — is the number of business processes that are not
subject to optimization. Then the calculation formula for evaluating the efficiency of business process
optimization can be presented in the form of (1):

_ Z?=1 Pi

Er %Zf‘:l pit Xt pj’ )

where: p; is weight coefficients of processes for optimization, p; is weight coefficients of processes

that are not subject to optimization. Fig. 1 shows the dependence of optimization efficiency on the total
number of equivalent business processes calculated by the formula (1).
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Figure 1: Dependence of optimization efficiency on the total number of equivalent business processes
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With the equivalence of processes, all weight coefficients are considered equal.

If you optimize all business processes, then with the increase in the number of business processes
there is a linear increase in efficiency. If the proportion of equivalent processes for optimization is
75%, then increasing the total number of processes to 10 ensures an increase in efficiency more than 2
times. If the proportion of equivalent processes for optimization is 95%, then increasing the total
number of processes to 20 ensures an increase in efficiency by 10 times. Nonlinear graphs of
optimization efficiency versus the total number of business processes when the value of the optimized
processes is twice as high as that of the non-optimized processes.

Thus, business process risk assessment matrices should ensure: reducing costs, reducing data
collection and analysis time, reducing the number of defects during the implementation of business
processes. It should be noted that any change should be justified and pursue certain goals, otherwise the
risk of ineffective changes (improvements) that cause additional costs increases significantly.

The basis for assessing the risks of the enterprise's business processes is its information system,
which, in accordance with the target requirements, is an interconnected set of data on technical and
software; personnel; interactive procedures intended for the collection, processing, distribution, storage,
provision of information (Fig. 2).
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Figure 2: Information system for assessment of risks of business processes of the enterprise
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The quality of risk assessment of business processes is determined by the reliability and efficiency
of information system. Reliability is the ability of the information system to store for a certain time the
values of all parameters, which characterize the ability of the system to perform the functions assigned
to it in a given mode, within the established limits. At the same time, a reliable the information system
will be only when it is characterized by reliability and durability. The level of reliability of the
information system of risk assessment of business processes of the enterprise also depends on:

» Composition and level of reliability of technical means, their interaction and reliability of the
structure.

» Composition and level of software reliability, their capabilities and interaction in the structure of
information system software.

» Rational distribution of tasks between technical means, software and personnel serving this
system.

» Modes, parameters and organizational forms of operation of a set of technical means.

4. Conclusion

The effectiveness of the information system for assessing the risks of business processes of an
enterprise is determined by comparing the results obtained with the costs of all types of resources
necessary for the development of this system. The information system, like any other system operating
within the enterprise, has its own structure.

The structure of the enterprise's business process risk assessment information system determines its
functions: data collection and registration; preparation of information arrays; processing, accumulation
and storage of data; formation of effective information; transfer of data from sources to place of
processing and further to consumers of information for making managerial decisions; protection of
information.

During the performance of all the above functions, information protection is provided, the essence
of which is to preserve and confidentiality, that is, effective information is not subject to disclosure and
is intended for specific users. The most reliable mechanisms for protecting information are
cryptographic methods: encryption, message authentication and electronic recording.

Thus, the information system for assessing the risks of business processes is the most important part
of risk management, thanks to which it is possible to timely and fully determine the values of the tracked
indicators, as well as the tendencies of their development in the near future in order to carry out timely
managerial corrective actions aimed at achieving the set strategic goals.
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