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Abstract

One of the key tasks during the state examination is the identification of the functional security
profile. During the examination, the types of information that is processed and the risks of its loss,
modification or disclosure are evaluated. For this, the functional security profile is being built. To
solve the problem of identifying the functional security profile, it is necessary to: determine the
levels of functional security services, implemented comprehensive information security systems of
the object of examination; determination of the completeness and consistency of the profile;
identification of the description of the functional security services in the source documents. The
paper proposes a model of parameters for identifying the functional security profile in computer
systems. A definition is given for the sets of criteria, their elements and levels. All this made it
possible in a formal form to form the necessary set of quantities for the implementation of the
identification of functional security profile in the computer systems. The development of these
works is the development of a method for identifying functional security profile. This will automate
the determination of the requirements of the regulatory document regarding the protection functions

(security services) and guarantees, which will be done in subsequent articles.
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1. Introduction

One of the key tasks during the state examination
is to identify the functional security profile. During
examination evaluated the types of information [1-8],
which is processed in the system and the risk of its
loss, modification or disclosure. For this purpose, a
functional security profile (FSP) is built which
contains the lists of functional security service (FSS)
and levels that are needed to ensure an acceptable
level of information security.

Exactly FSP is the key element of public
examinations and its analysis on accordance to the
normative document is one of major tasks.

For the decision of task of FSP authentication, it is
necessary to carry out: determination of FSS levels,

111 International Scientific And Practical Conference “Information
Security And Information Technologies”, September 13-19, 2021,
Odesa, Ukraine

EMAIL: davidenkoan@gmail.com (A. 1); icaocentre@nau.edu.ua
(A. 2); lek_vys@ukr.net (A. 3); igor-p-l@ukr.net (A. 4)

ORCID: 0000-0001-6466-1690 (A. 1); 0000-0003-3376-0631 (A. 2);
0000-0002-9543-1385 (A. 3); 0000-0003-3415-9039 (A. 4)

© 2021 Copyright for this paper by its authors. Use permitted under Creative
Commons License Attribution 4.0 International (CC BY 4.0).

CEUR Workshop Proceedings (CEUR-WS.org)

implemented FSP examination object; determine
completeness and consistency profile; FSS describe the
identification in the original documents. To determine
the completeness and consistency of rules to consider
construction of FSP (see [9]), and automation of this
process contacts with corresponding rules.

For the decision of task proposed model
parameters for identifying the FSP in  computer
system (CS) and FSP identification method.

2. Determining the criteria set

As it’s known [9], the criteria reflect
methodological framework for determining
requirements of information security in of
computer systems against unauthorized access,


http://www.nau.edu.ua/

the creation of protected CS and protection
against unauthorized access, evaluation of
information security in the CS and its suitability
for the treatment of critical information
(information that requires defense).

Given the above, let’s form the set of all
criteria for information security

= {QMKa} = {MKDMKZ,..,MKW},
_
where mic, = MK (4=1,W)—g-th element of set

of criteria MK, andW- its count.

3. Determining of element of the
criteria set

Next, on the basis of (1) we define the elements
of the MK, -th set of criteria

:{UlMKq } {Mqu,Mqu,..,MKq,Wq},
(2)
where M, < MK, (E=1W,) — £-th element

MK - th set of criteria, and Wj its count.

Thus, (1) with respect to (2) we present in the
following form:

{{MK“,MKM,...,MKLWI}, (3)
{MK,;,MK,,,..MK,, },...,
{MK,;,MK,,...,MK,,,

4. Determination of levels of elements
of the set criteria

Next, on the basis of (3) we define the level of

each elementyic, .- th element MK, - th set

criteria.
Wy,
= UMK, t= MK MK, MK,
y=1
(4)
where Mk, <Mk, (Y=LW,) - ,-th level

MK, -th eIementMKq - th set criteria and w,,

its maximum level.
Thus, (3) with respect to (4) has the form:
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5. Formation of the method of
identification of FSP

Step 1. Formation of the primary set of
functional security services.

As previously described, the levels of the
elements of the sets of criteria are determined by

MK, where Y=1w_— y-th level of mk,, -th

element OfMKq- th set criteria andwqeits

maximum level. Thus, we define the primary set
(PS) of functional security services (FSS) as the
union of elements of sets of criteria defined by the
expert:

k
M, = {H M, , } ={IIM,,.1IM,,,...TIM,,, } , (6)

where k - the number of primary projects [2]
identified by the expert.

Step 2. Formation of secondary sets of
functional security services.

Next, we form an FSSSS, which consists
elements of a set of criteria MK, that have levels
that characterize the FSS according to [9]. In turn,
the FFP function is intended to display from a set
of PS into one or more elements of the set mxc by
means of which can form a set of all possible
functions from the elements, 1M, , f =1,k . We

define the number of SS of the FSS:

= {O BM,, } = {O ®BII(TIM,, )} =

f=1
={BM,,.BM,,....BM,, | =
={®BII(IIM, ), ®BII(IIM, ), ..., ®BII(IIM, )},

(7)
where k — respectively, the number of secondary



functional security services of the project and
mapping from the set of PS to one or more elements
of the ~ax Set of the project.

Step 3. Formation of a basic FSP.

The Basic Functional Security Profile (FSP),
given the expertise and facility requirements to
ensure the safe flow of information, consists of a
set of primary (PS) and secondary (SS) FSS. Let
us define the FSP:

B3, = HO ®BII(IIM, )HQ BM,, }} -

f=1

= {{cDBH (IIM,,,), BIT(IIM, , ..., ®BIT (1M, )} ,

{BM,,,BM, ... BM,, }},

pL>
where g3 - basic functional profile of protection

of the project.
Step 4. Forming a set of order by element
indices MK,

Using (6), taking into account [9], we form a
set of order by indices:
B3 = {MK1,1,4’ MK1,2,4’ MK1,3,27 MK2,1,4’ MK2,2,45

MK, ,, MK, 5, MK, ,,, MK,,,, MK,,;, MK
MK,,,, MK,,,. MK,, , MK,,;, MK, ,, MK

415> 422> 432 > 443> 453> 46,2°
MK, 5, MK, } = {K-4, KA-4, KO-1, KK-2, KB-4,
L/1-4, LIA-4, 110-2,11B-3, JIP-3, JIC-3, 13-3, JIB-3,
HP-5, HU-2, HK-2, HO-3, HII-3,HT-2, HA-1,
HII-1, HB-2, HA-1, HII-1}
Step 5. Minimizing the basic FSP
Using (7) taking into account [9] we minimize the

basic FPP by the highest y-th index:
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As a result, | have developed a system that
analyzes the input documents for the presence of a
FSP and its identification by the formal
characteristics of the [9].

In case of errors, corrects FSP. The system is
implemented on the .NET platform in C#
programming language using the Microsoft Visual
Studio development environment.

The implementation of a software module for
identifying a functional security profile is intended
to assist the expert in identifying the FSP in a
Microsoft Word document, and to assist the expert
in the analysis of the FSP. The main purpose of this
software module is to assist the expert in the creation
of the FSP and to control compliance with the
conditions set out in the regulatory document [9],
namely: determination of integrity control,
takeovers by the highest FSS of lower ones;
checking the correlation of the FSS.

The software module is written in C#
programming language in VisualStudio 2005. In
the written code technology used
MSOffice'sCOMInterop, namely
Microsoft.Office.Interop.Word library and basic
libraries of programming language C#.

nnnnnnnn ;T PT16 HLL pista 1-3)

Figure 1: Program interface

The interface of the program module (Fig. 1) is a
window application, which is implemented in the
form of a GUI program, in which there are the
following controls: a window box type "Listbox"
search for a functional security profile; buttons:
"Find", "Stop", "Clear"; the right part of the screen
has a window of type "ListView", which displays
the paragraph number where the FPP was found and
the security profile found; three buttons to search for
compliance of the FPP with the terms of the
regulatory document [9]; two textboxes of type
"TextBox" in one of which the total number of
paragraphs of the document is displayed, and in the
other field the current paragraph when processing
the document; a «statusStrip» type window with
three positions: "Pending", "Search started", "Search



is complete”; two window boxes of the type
"CheckedBox" in one of which there is a possibility
to deselect or select the search of the FSP, and in the
other field there is an opportunity to go to the
specified part of the FSP search text; window menu
type "menusStrip", which contains two tabs: "File",
"Help".

Microsoft Word is a specialized hierarchical,
COM-oriented data warehouse - Structured
Storage. A document can contain different types
of data: structured text, graphics, mathematical
expressions, organizational charts, etc. The
concept of structured repository is an integral part
of the modern programming paradigm based on
the Component Object Model (COM). In fact,
structured storage is the technology of combining
objects (files) of objects with different nature and
properties into one logical unit of storage. COM
technology offers the standard implementation of
the concept of structured storage in the form of a
compound file (Compound File): a file system
inside the file. The COM repository is a
hierarchical structure of collections of objects of
two types: Storage and Stream, to which
directories and files correspond in the traditional
file system. This approach can significantly
reduce the storage costs in a single file of objects
of different nature.

The implementation of the program includes
methods of regular expressions: comparison of
strings; suffix tree; approximating patterns;
patterns with which multiple choices can be made,
partial patterns. It is shown that technologies that
combine the properties of approximating patterns
and patterns by which multiple choice can be made,
solve the problems of FSP analysis and can be used
to build a system.

Testing of the program module was carried out
in the process of the state examination of the CISS
Grid site. The work of the software module
resulted in the fulfillment of the tasks for the
search of the FSP and analysis of the FSP for
compliance  with  the three  conditions.
Performance analysis using the software module
showed a multiple increase in the speed of
document processing in the absence of errors,
namely - the software module eliminated the
repetition of the FSS, performed a check of
integrity and completeness. The analysis of
execution with the help of the program showed
many increase of speed of processing of the
document at 100% absence of errors, namely, the
program excluded inclusion in the FPP of the
same type of services, performed the check of
integrity and completeness. Approximate time of

processing of documents was: Technical task - 17
sec; Explanatory note to the technical project - 43
seconds; Act of inspection - 7 sec .; Information
Security Policy - 12 sec. The program was run on
a workstation with the following specifications:
Intel Core i5-4670 CPU with 3.4 GHz; RAM - 8
GB.

The volume of the document is 8635 words.
The average speed of reading in Ukrainian in an
adult is within 150-200 words per minute [10],
according to experimental studies, the average
speed is 201 words per minute (with scatter of
values from 60 to 378) with an average percentage
of mastering 52 words per minute. Table 1
summarizes the time required for the expert to
process the standard inputs of the CISS
examination. It is only 43 minutes to read the
“Terms of Reference”. Analysis time depends on
the experience of the expert and can not be less
than reading time. Therefore, the acceleration of
processing will be at about fifteen thousand
percent.

Table 1
Time required to process documents
Document The total Minimum
Name number of Read Time
words (min)
Terms of 8635 43
Reference
Explanatory 22641 113
note to
technical
project
Inspection Act 2235 11
Information 5206 26

Security Policy

Let’s consider software features. Software
Components:

1. Knowledge base;

2. User interface;

3. Software module "Meaning constants";

4, Software module "FSP ldentification";

5. Software module “Determination of FSP";

Meaning Constants module. The module
should ensure that semantic constants are
extracted from the input documents by forming a
set of defined constants in the knowledge base and
inserting these constants into the output document
templates by a defined algorithm.

The Subsystem of Meaning Constants module
performs the following functions:



* selection of semantic constants from input
documents;

» formation of knowledge base of semantic
constants;

» Completing source document templates.

Module « FSP Determination» ensures that the
FSP complies with the three criteria of RD STPI
2.5.004-99 [9]. The subsystem "Determination of
FSP" ensures the following functions:

The FSP is obliged to include the control of the
integrity of the STPI:

* the connection of the FSP to each other
according to the RD STPI 2.5.004-99;

» if the service has any too FSS or more, then
FSP can include only one functional security
service.

FSP Identification Module

The module should ensure the formal
compliance of the PSP with the format of the FSS
description, as well as give the expert, in an
interactive mode, the possibility to analyze the FSP
in accordance with the normative document of the
RD STPI 2.5.004-99.

The subsystem "Determination of FSP" must
ensure the following functions:

* check the description of the FSP;

* provide the expert with the opportunity to
receive extended information about the service in
an interactive mode at events of type mouse focus.

According to testing methods, one can
classify, for example, as black box testing or
behavioral testing - a strategy (method) for testing
the functional behavior of an object (program,
system) from the point of view of the outside
world, in which knowledge about the internal
structure of the tested object is not used. Strategy
refers to systematic methods for selecting and
creating tests for a test suite. The behavioral test
strategy is based on technical requirements and
their specifications [2,11,12]. The "black box"
refers to the object of study, the internal structure
of which is unknown. The concept of a “black
box” was proposed by Ashby, William Ross. In
cybernetics, it allows you to study the behavior of
systems, that is, their reactions to a variety of
external influences and at the same time abstract
from their internal structure. Manipulating only
with inputs and outputs, it is possible to conduct
certain studies. In practice, the question always
arises of how the black box homomorphism
reflects the adequacy of its studied model, that is,
how fully the basic properties of the original are
reflected in the model. The description of any
control system in time is characterized by a
picture of the sequence of its states in the process

of moving toward its goal. The transformation in
the control system can be either one-to-one and
then it is called isomorphic, or only unambiguous,
in one direction. In this case, the transformation is
called homomorphic. The “black” box is a
complex homomorphic model of a cybernetic
system in which diversity is respected. It is only
then a satisfactory system model when it contains
such an amount of information that reflects the
diversity of the system. It can be assumed that the
greater the number of perturbations acting on the
inputs of the system model, the greater the variety
the regulator should have. Currently, two types of
"black™ boxes are known. The first type includes
any “black” box, which can be considered as an
automaton, called finite or infinite. The behavior
of such "black™ boxes is known. The second type
includes such "black" boxes, whose behavior can
be observed only in the experiment. In this case, a
hypothesis is expressed explicitly or implicitly
about the predictability of the behavior of the
black box in a probabilistic sense. Without a
preliminary hypothesis, any generalization is
impossible, or, as they say, it is impossible to draw
an inductive conclusion based on experiments
with the black box. To designate the model of the
“black” box, N. Wiener proposed the concept of a
“white” box. The “white” box consists of known
components, that is, known X, Y, 8, A. Its contents
are specially selected to implement the same
dependence of the output on the input as the
corresponding "black" box. In the process of
research and generalizations, hypotheses and
establishing patterns, it becomes necessary to
adjust the organization of the “white” box and
change models. In this regard, when modeling, the
researcher must necessarily repeatedly refer to the
scheme of relations “black” - “white” box.
Creating a mathematical description of a black
box is a kind of art. In some cases, it is possible to
form an algorithm in accordance with which the
“black” box responds to an arbitrary input signal.
The main methods of testing a black box are: —
equivalent partition; — analysis of boundary
values; — analysis of cause and effect
relationships; — assumption of error. A tester with
extensive experience seeks out errors without any
methods, but at the same time, he unconsciously
uses the method of assuming an error. This
method is largely based on intuition. The main
idea of the method is to make a list that lists
possible errors and situations in which these errors
could occur. Then, based on the list, tests are
compiled.It’s possible that it’s more correct to talk



about different degrees of transparency, and
maybe even generally about different colors of the
box, rather than testing using the black method
and the white box method. The only important
thing is what information we take into account
when designing tests. Either we use information
about the internal structure of the program, or we
do not use it. The following CISS components
were subject to testing:

1) OS protection and administration tools;

2) security features (security services) of middleware;

3) means of increasing accessibility;

4) organizational measures to protect information,
software and hardware;

5) documentation on CISS according to the list
defined by the requirements of TR.

The purpose of the CISS tests are:

- verification of the implementation and
sufficiency of organizational measures of
protection given in the documentation;

- verification of compliance with the
requirements of section 10 “Criteria of
guarantees” RD STPI 2.5-004-99 for the level of
guarantees of the correct implementation of the
G2 security functions in relation to the CIS
architecture, CIS development environment, CIS
development  sequence, CIS  functioning
environment, documentation and tests of CIS.

Verification of compliance with the conditions
for the implementation of information security
services is carried out in accordance with the FSP:

3.KILUI = {KA-2, KJI-2, KB-1, LIA-1 , IIJI-1,
1B-1, IC-1, A3-2, JB-1, HP-2, HM-2, HK-1,
HO-1, HI[-2, HT-2, HB-1}

6. Conclusion

The paper offers a model of parameters which
due to the theoretical and multiple representation
of certain sets of criteria for information security,
their elements and corresponding levels, allowed
to formally form the necessary set of values for
the implementation of the identification of FSP in
the CS. In addition, a method for identifying the
FSP was developed which made it possible to
automate the process of determining requirements
[9] for security features (security services) and
guarantees. As a result, a software module was
created that eliminates the repetition of the FSS,
performed integrity and completeness checks.
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